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FACTORI
4.0

Software environment

The software environment is mainly composed of

- Control Expert for the PLC programmation

- Vijeo for the HMI programmation

- Wireshark for the network avalysis

- GICSTester if we use the GICS simulation card

Two main ways to organize the software environments

- By direct installation of the software on the physical machines

- By the use of virtualization which is a little bit more complex but with two interests
- Working in a close to reality “Industry 4.0/”Digital twin” environment

- Having the possibility to work for some time with a limited-time license
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Virtualisation platform

ControlExpert
192.168.0.200

- =
i PLC SIMULATOR o s
4R
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| B Systéme
- Affichage
t‘J Stockage
(I/'J Son

g Réseau
Q‘; Ports séries
& use

L Dossiers partagés

| Interface utilisateur

IntNetControlExpert

(VirtualBox Virtual Internal Network » linking both virtual machines:
- ControlExpertlIReady

- PLO)

Réseau The virtual network will link virtually both virtual machines

R within the physical machine
i tciios: [ : - 192.168.0.200 should be given to the
e « ControlExpertl|Ready » virtual machine
- 192.168.0.1 should be given to the « PLC » virtual

machine
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ﬂﬂﬂﬂﬂﬂ | Virtualisation platform

B General Dossiers partagés e — E—
|| Systeme Dossiers partagés — » CePC » Disque local (C) » VM
. Nom Chemin Accés Montage automatique -~
- Bl v Dossiers permanents & I:| Nom
LI_J Stockage SHARE  C\VM\SHARE Complet Oui
Dossiers temporaires SHARE
@B son >ftEdget
!—' Réseau e
I_}} Ports séries o
L7 uss
m Dossiers partagés
E Interface utilisateur . . . .
- On the virtual machines, a shared folder is configured

- It should be created also on the physical machine
- It is important because it is place to exchange space
between the physical machine and the virtual one!
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1.

Launch of “ControlExpertlIReady”, the passwd is Toto123
2.

Check the network configuration: 192.168.0.200

Setting:
@ Hom Ethernet
B
4 5+ ControlPanel » Network and Internet » Netwerk and Sharing Center v & 2
View your basic network in B tetwe :
View your active networks 4 ¥ » ControlPanel > Network and Intemet » Metwork Connectios o £
Unidentified N Orgenize ~ Di o of o €
Public network = i
8 e 5 Uniden ok ¥
o & red : S Red Hat VirtlO Etherns
Change your netwarking settings

Internet Protocol Version 4 (TCP/IPvd) Properties
Gereral

T rescanget®
the

capabaty. Othernse, youneed 1 ack your nebiork agmnsTator
for the appropriate IP settings.

(0)Obtain an [P address sutomaticaly

@ Use the folowing TP address:
P address:

TR
Subnetmask: 5. 0

| Defautoaiensy sl ]
e sl btan DA server adiress automatealy
Internet Options @) Use e follming DS server addresses:

Windows Defender Firewall Prefered DN server: .
A e
o m sele Cvaidate settngs upon exit Advarced...
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Virtualisation platform: launch of the

machines
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**  Virtualisation platform: launch of the .,
machines

1. Launch of “PLC", the passwd is also Toto123

2. Change the network configuration to 192.168.0.1

B
Intemet Protocel Versian 4 (TCP/IPvd) Properties

Genersl

Yo Can get IP settings szsigned automatcaly if your ne
Yan by, O, yosroed 1 Sy ek
for the appropriate 1P settngs.

(0)0btan an 1P address autormatcaly

Trangmission Control Profocel/irtemet Protocal, The defaut
wide arua network protocel that provides commnication
across diveme rterconnected netwodks

Cancel
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4.0

Erasmus +

1. Launch the "command” window

;ﬁ Rect match,
[ Command Prompt

ay

Asean-Factori 4.0

Check the connectivity e,

Université
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B Command Prompt

- Try to ping 192.168.0.200 from the 192.168.0.1
- Try to ping 192.168.0.1 from 192.168.0.200
- It doesn't work yet!

C:\Users\thirietj>ping 192.168.0.200

Envoi d’une requéte 'Ping' 192.168.8.200 avec 32 octets de données
Délai d’attente de la demande dépassé.
Délai d’attente de la demande dépassé.
Délai d’attente de la demande dépassé.

Délai d’attente de la demande dépassé.

Statistiques Ping pour 192.168.0.200:
Paquets : envoyés = 4, regcus = @, perdus = 4 (perte 100%),

C:\Users\thirietj>
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Check the connectivity uex
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- To allow the "pings”, we need to remove the Windows software firewall on both virtual
machines: “"ControlExpertlIReady” and “"PLC"

- You can for example search for “Firewall” in the “search” part of Windows

- You see all the firewalls are On. To avoid difficulties, it is good to switch off the 3 firewalls

|
w

Firewall & network protection

roblems with Windows
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) Firewall & network protection

Who and what can access your networks.

Domain network
Firewall is on.

%@ Private network
Firewall is on

3 Public network (active)

9 - P10, P3

Microsoft Defender Firewall

Helps protect your device while on a domain network.

@ on

User Account Control x

Do you want to allow this app to make
changes to your device?

== Windows Security

Verified publisher: Microsoft Windows

Show more details

Yes No
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Check the connectivity u@

Université
Grenoble Alpes

All the firewalls are now off
The pings from 192.168.0.200 (ControlExpertlIReady) to 192.168.0.1 (PLC) are working
The same from 0.1 to 0.200

:\Users\user>ipconfig
g

Domain network ~ Windows IP Configuration
pindows IP Configuration

Firewall is off.
" thernet adapter Internet:
Turnen thernet adapter Internet:
Media State : S Gl E §
Connection-specific Suffix

Media State . . . .+« + « « . : Media disconnec

Connection-specific DNS

thernet adapter OT: thernet adapter
therne dapt oT:

88 Private network - A
Connection-specific DNS Suffix
Link-local IPv6 Address

IPv4 Address.

Firewall is off. :1b9:d

Subnet Mask .
Default Gatew

Turn on Subnet Mask
g 192.168

8 Public network (active)
Firewall is off s TTL=12
TTL=128
TTL=128
Turn on

~ 192.168
ent = 4, Rec
ound trip time e round trip times
Maximum
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Virtualisation platform UCA
LAB O : Prepare virtual Environment (1)

0) Configure Date and Time
1) Install VirtualBox and Oracle Extensions

(Ressources on www.virtualbox.org

 Create C\VM and C\VM\SHARE

* In virtualBox/Preferences set default folder to C:\VM
2) Get ControlExpertliready

* Importin VirtualBox

« Take a snapshot ( You can name it base)

 Run the machine
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Virtualisation platform

LAB O : Prepare virtual Environment (2)

3) Clone (Linked Clone) ControlExpertReady to PLC
e Take a snapshot of the new VM
4) Run Both VM (password Toto123)

ControlExpert
192.168.0.200

|

i PLC SIMULATOR
E ' 192.168.0.1

192.168.0.0/24
IntNetControlExpert

(VirtualBox Virtual Internal Network)
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Virtualisation platform
LAB O : Prepare virtual Environment (3)

ControlExpert
S 192.168.0.200

l.‘-*-

l[ PLC SIMULATOR

' 192.168.0.1 192.168.0.0/24

IntNetControlExpert

(VirtualBox Virtual Internal Network)

5) Check Connectivity
6) ON PLC : Run PLC simulator
On ControlExpert : Run ControlExpert
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Virtualisation platform
LAB O : When transfert done :

On PLC On ControlExpert

Université
Grenoble Alpes

E PLC Simulater Panel ? x
3 Sirnulation Set Address [4 *
- Host PC name: PLC
i i i PLC ¥ Simulator —
Gl | HostIP addiess | 19216801 Bandwidth...
ETH N5 e I = Address Address
raject name: rojet )
u (3216801 | [& 19216801 | [d& o e
Connected Clients tMediz tedia
@ Cadhce Cliert name: | IP address: | |T[;p|p V| |T[;p|p V| ok,
DESETOP-UPPEID 192:168:000: 200 — - - - - S— : _—
Communication Parameters Communication Parameters Cancel
Speed rate auto-adaptation at the end of download Help
@ FRecet ]
@ Fover Cycle
Transfer Project to PLC X
PC Project Ovenwritten PLC Project
Mame [Proiet | Name:  [finvalid project] ‘
Vesiorr 000 | Verson: | |
Last Build:  |8/21/2022 6:58:08 PM | Last Build; | |
PLC Run after Transfer
Transfer Cancel
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