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Wireshark is a software to analyse networks

packets (packet sniffer; layer 3)

« Step 1: starting the capture (choosing the interface)

Captu I'eé 2. Appuie sur C
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apture
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...en utilisant ce filtre | ]Enter a capture filter ..

Wi-Fi

Connexion au réseau local* 12

%Etherngt

« Step 2: View of a frame captured by Wireshark
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1. Select carte réseau

Longueur de

Protocolle de  trame

commu M\TT

Modbus/TCP
Modbus /TCP
Modbus/TCP
Modbus/TCP
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64 Response:
64 Response:
64 Response:
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Trans:
Trans:
Trans:
Trans:

Type de frame

47425; Unit:
47426; Unit:
47427; Unit:
47430; Unit:

@, Func:
0, Func:
0, Func:
9, Func:

90:
90:
90:
90:

Unity (Schneider)
Unity (Schneider)
Unity (Schneider)
Unity (Schneider)
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Frame analysis

Erasmus +

Frame 1474@: 73 bytes on wire (584 bits), 73 bytes captured (584 bits) on interface @
Ethernet II, Src: Broadcom_4d:4e:c3 (00:0a:f7:4d:4e:c3), Dst: Telemech_15:5f:2f (00:80:f4:15:5F:2F)
Internet Protocol Version 4, Src: 10.10.3.3, Dst: 10.10.5.2
Transmission Control Protocol, Src Port: 26993, Dst Port: 502, Seq: 131873, Ack: 113269, Len: 19
Modbus/TCP

Transaction Identifier: 51690

Protocol Identifier: ©

Length: 13

Unit Identifier: ©
Modbus

.101 1010 = Function Code: Unity (Schneider) (90)

Data: 0058070180000000001b03

000 900 80 f4 15 5f 2f 00 0a f7 4d 4e c3 08 00 45 00
1010 90 3b Of e2 40 00 80 06 ce c2 @a @a 03 03 Qa 0a
020 85 02 69 71 01 f6 ©d 8b 79 e3 52 32 6e 62 50 18
3030 fe c4 8b cb 00 00 [«tI-r-T1% %1% %1% 5T %S -T2 % Bt
L ENO07 01 80 00 00 00 00 fb 03

rame en format
Hexadécimale
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Frame analysis
. 12(C)*1673+9*1672+14(e)*16+10(a)=51690

» Frame 14740: 73 bytes on wire (584 bits), 73 bytes captured (584 bits) on interface @
» Ethernet II, Src] Broadcom_4d:4e:c3 Dst: Telemech_15:5f:2f (00:80:f4:15:5F:2F)

» Internet Protocol Version 4f Src: 10.10.3.3, Dst: 10.10.5.2

» ansmiccion Control Protocol, Src Port: 26993, Dst Port
Modbus/TCP
Transaction Identifier:} 51690

Protocol Identifier: @

Lengt

Unit Identitier: ©
¢ Modbus
.101 1010 = Function Code: Unity (Schneider) (90)

Data: J0058070180000000001b03

000 00 80 f4 15 5f 2f 90 9a 7 4d 4e c3 08 00 45 00
010 90 3b Of e2 40 00 80 06 ce c2 Qa Qa 03 03 Oa ea

020 05 62 69 71 01 f6 od ghy 79 €3 o
2lco ea 00 00 (0 edee 58
07 01 80 00 00 00 vv 1D 03
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, beq: 131873, Ack: 113269, Len: 19

rame en format
Hexadécimale
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Grenoble Alpes IP |eve| (layer 3)

v Internet Protocol Version 4, Src: 10.10.3.3, Dst: 10.10.5.2
0100 .... = Version: 4
.... 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
Total Length: 59
Identification: Ox@fe2 (4066)
Flags: 0x4000, Don't fragment
Time to live: 128
Protocol: TCP (6)
Header checksum: @xcec2 [validation disabled]
[Header checksum status: Unverified]
Source: 10.10.3.3
Destination: 10.10.5.2
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4
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MODBUS TCP

» Wireshark decode completement Modbus TCP

‘ dump-20200511-20be 5162950 13:fc 1 71 26d1a72105cd2-1 pcap

Fie Edt VYiew Go GCapture Analyze Sttistc

Tdegchony Wireless Tooks Heép

AdAm '@ =BE Rs=2=Efi5F=QQaa8

|l‘j-’.(-.- iy Fiter Cirl-

No. Tme Souce Desyneaon Frotoecd Legh [nfo
1 0.0ce0ee 192.153.1.100 172.16.1.120 Modbus/T(P ss q

<

Frame 1: 5SS bytes on wire (430 bitg), SS bytes captured (442 bits)
Rew packst data

Internst Protocel Verslon 4, Src: 192.168.1.109, Dst: 172.16.1.100

v podbus/TCP
Transaction Identifier: @
Protocol Identifier: ©
Length: 9
Unit Identifier: 255
v Modbus

.00l @080 = Function Code: Write Multiple Registers (16)
Reference Nusber: 1014
Word Count: 1
Syte Count: 2
Register 1014 (UINT1G): 100

45 00 00 37 Sb Oc 40 20 50 %%
ac 10 81 64 c2 0 01 f6 )7 48
8020 S50 18 04 02 57 Go 00 00 NG
RRg" s oo o1 22 o0 63

Transmission Control Protocol, Src Port: 49678, Dst Port: 582, Seq: 1, Ack: 1, Len: 1S

! STORMSHIELD
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3 Lonnexton au reseau local £ ) u ol > SO GF T2
iimE6o  DRERe>=TL5 = QQaH
(T 2oply a dsplay fiter . <cvi/> M Wireshark . Paquet 145 . Connexion au - O X
Time Source Destination Protocol  Length Info
i 138 1.605544 10.10.3.2 10.10.5.61 TP 54 1096 + 502 [ACK] Seq=1825 Ack=2331 Win=65316 Len=0 > Frame 145: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interfad
H 139 1.606201 10.10.3.2 10.10.5.61 Modbus.. 74  Query: Trans: 16271; Unit: @, Func: 9@: Unity (Schneider) > Ethernet IT, Src: Telemech_lc:Sc:8d (8@:88:f4:1c:Sc:8d), Dst: Broadcom 4d:93:52 .
' 148 1.615305 10.18.5.61 10.18.3.2 Modbus... 64 Response: Trans: 16271; Unit: @, Func: 98: Unity (Schneider) > Internet Protocol Version 4, Src: 10.10.5.61, Dst: 10.10.3.2 VP‘
' 141 1.627348 10.10.3.2 10.10.5.61 Modbus.. 182  Query: Trans: 16272; Unit: @, Func: 9@: Unity (Schneider) > Transmission Control Protocol, Src Port: 502, Dst Port: 1075, Seq: 11, Ack: 25, ><
E 142 1.635356 10.10.5.61 10.10.3.2 Modbus... 64 Response: Trans: 16272; Unit: @, Func: 9@: Unity (Schneider) v Modbus/TCP
i 143 1.675945 10.10.3.2 10.10.5.61 Tcp 54 1096 + 502 [ACK] Seq=1893 Ack=2351 Win=65296 Len=0 Transaction Identifier: 13797
- 144 1.679149 10.10.3.2 16.18.5.61 Modbus.. 66  Query: Trans: 13797; Unit: 1, Func: 2: Read Discrete Inputs Protocol Identifier: @
145 1.685304 16.10.5.61 10.10.3.2 Modbus.. 64 Response: Trans: 13797; Unit: 1, Func: 2: Read Discrete Inputs Length: 4
1 146 1.693657 10.10.3.2 10.10.5.61 Modbus... 68 Query: Trans: 16273; Unit: @, Func: 9@: Unity (Schneider) Unit Identifier: 1
E 147 1.704343 16.10.5.61 1e.10.3.2 Modbus... 71 Response: Trans: 16273; Unit: @, Func: 9@: Unity (Schneider) v madbus
: 148 1.715195 10.10.3.2 16.18.5.61 Modbus.. 184  Query: Trans: 16274; Unit: @, Func: 9@: Unity (Schneider) .80@ 0010 = Function Code: Read Discrete Inputs (2)
E 149 1.723862 16.10.5.61 18.10.3.2 Modbus... 172 Response: Trans: 16274; Unit: @, Func: 9@: Unity (Schneider) Ri Erame: 144
150 1.725842 10.10.3.2 16.18.5.61 TcP 54 1875 + 502 [ACK] Seq=25 Ack=21 Win=64952 Len=0 [Time from request: ©.806155000 seconds]
') 151 1.735121 10.10.3.2 10.10.5.61 Modbus... 74 Query: Trans: 16275; Unit: @, Func: 9@: Unity (Schneider) Byte Count: 1
| 152 1.743803 16.10.5.61 16.18.3.2 Modbus.. 64 Response: Trans: 16275; Unit: @, Func: 9@: Unity (Schneider) > Bite:1
> Frame 145: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface \Device\NPF_{3F387C1E-BFD9-49DD-B3D1-281B65F5B364}, id @ : :i: : i
> Ethernet II, Src: Telemech 1c:5c:8d (@@:80:f4:1c:5c:8d), Dst: Broadcom 4d:93:52 (@@:@a:f7:4d:93:52) > Bit3: e
> Internet Protocol Version 4, Src: 18.10.5.61, Dst: 10.18.3.2 > Bit4: o
> Transmission Control Protocol, Src Port: 502, Dst Port: 1875, Seq: 11, Ack: 25, Len: 18 > BitS5: 0
V¥ Modbus/TCP > Bit6:1
Transaction Identifier: 13797
Protocol Identifier: @
Length: 4
Unit Identifier: 1
v Modbus
.@88 @018 = Function Code: Read Discrete Inputs (2) < >
Frame:: 344 20 0a f7 4d 93 52 80 80 74 lc Sc 8d @8 0@ 45 08 -~
[Time from request: ©.2861550@@ seconds] @3 32 18 bc 46 0@ 40 86 05 bs Ga Ga 05 3d Ga 8a
Byte Count s 2 03 02 01 f6 04 33 39 bb 7c 59 23 49 66 fe 50 18
> Bit @ : 1 22 @8 f2 bo @0 0@ 35 e5 00 @0 00 €4 01 @2 01 47 -
> Bit1:1
f4 1c Sc 8d @8 8@ 45 8@ -~ MR-~ -\ - -E-
05 b8 @2 0a 05 3d @a @a 2. @@ - =
7c 59 23 49 66 fe S0 18 - 39- |y&If-P- :h
@0 00 @0 @4 @1 @2 @1 47 .- -5 .-G
ade |
4
L}
Li =
I iilfﬂyﬁf: :'720”* e IHI BEF -
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