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= LAB-0: Preparing set-up : Firewall in router mode
= VMS
= |nitial state with basic router
= Connectivity tests (see exercices on routing)

= LAB-1: Filtering
= Passall
= Filters with a firewall

= MODBUS frames
= IDS/IPS with a Stormshield Firewall
= LAB-2: Analysing frames with Wireshark and IPS

= Network address translation
= |AB-3: NAT

= A word about UMAS

= Final : cybersecurity ?
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LAB-0: Firewall Stormshield in router mode FA€TCRI

ssssssss

" Get the stormshield VM

» Configure an internal network on VirtualBox (intnet5)

" Import Stormshield VM

" RUN PLC VM, run ControlExpertVM

" Import PCO — adapt the network configuration — Run PCO
=" PCO : Connect to the FW interface : https://10.0.0.254

= SET TIME on ALL MACHINES
"= On FW:

Date/Time settings - 08/22/2022 03:42:51 AM

[0 Manual mode
[ Synchronize with your machine - 08/22/2022 10:42:54 AM
O Synchronize firewall time (NTF)

Time zone: Asiaf/Phnom_Penh

I 0000000
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Initial state : AT o

FW ControlExpert Erasmus +
172.16.12.200

lu:r-'
+ PLC SIMULATOR
' 192.168.0.1

A

InetAutomate 192.168.0.254
192.168.0.0/24

InetControlExpert 172.16.12.0/24
10.0.0.254
Intneth5

FW ControlExpert
172.16.12.200

lu’.r-

i PLC SIMULATOR

© 192.168.0.1 192.168.0.254
FE

InetAutomate
192.168.0.0/24

0.0.0.254
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= = = FACTORI
remind: test routing with FW 4.0
Tl - C e - .i.!_- - -if‘_ j.f:,_ 6._.61_ -‘._.E,_ 2
ll[ PLC SIMULATOR SHNneE-
' 192.168.0.1 | EC
& K ' z | A oo | B ControlExpert
InetAutomate T | ‘ — 172.16.12.200
192.168.0.0/24 N — 8.2
[n
ll[ PLC SIMULATOR FW
' 192.168.0.1
InetAutomate 192.168.0.254( § ControlExpert
192.168.0.0/24

172.16.12.254 172.16.12.200

172.16.0.0/24
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Initial state : AT o
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= Update OT IP address if necessary — Don’t mind about OUT

STORMSHIE!

A
< Netw

CONFIGURATION EVA] VMSNSXIIK0632A9

* - &

::g NETWORK / INTERFACES
& CONFIGURATION -
\ Q, Enter a filter # & O | LEdit F Add~ X Delete | [ Moniter B Goto monitoring @ Check usaoe
o Interface Port Type Status |Pv4 address

# sysTEM 2 ™ out 1 Ethemet, 1 Gb/s 11.1.1/24
!J'! NETWORK |t| in 2 Ethemet, 1 Gb/s 172.16.12.254/24

@ oT 3 Ethemet, 1 Gb/s 192.168.0.254/24

I Interfaces M dmz2 4 Ethemet ! Enabled, Not connected DHCP
Virtual interfaces M admin_local +] 5 Ethemet,1Gb/s 10.0.0.254/24

Routing
Multicast routing
Dynamic DNS
DHCP

DOMS cache proxy

L]

OBJECTS
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Basic rules implementation FACTORI
Initial state

Erasmus +

A

Co n:ﬁg J;:;Hiznn ta b J IONITORING CONFIGURATION EVA‘l VMSNSX09KD639A9 erte mOd e !

+} SECURITY POLICY / FILTER - NAT

#,(10) Pass all - |
4 w(10)
B sysTEM FILTERING NAT
& R | 4+ Newrsle~ X Delete | * & | o & | #cic [# Gopy % Paste | B, Searchinlogs 3 Search inmonitoring
- Status == Action B Source Destination Dest. port Protocol Security inspection B Comments
= OBJECTS
1 =0 & on © pass B Any E Any E Any E
= USERS
*} SECURITY POLICY
| e Tab for filtering management
URL filtering
S5L filtering

SMTP filtering

QoS5

Implicit rules
@ APPLICATION PROTECTION
W VPN
@ NOTIFICATIONS

&« < |Page 1 |of1| > » | 2 L
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Connectivity tests il

Erasmus +

" From ControlExpert

s\user>tracert 172.16.12.200

g route to OP-IJPPEJD [172.16.12.200]

¥imum of
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= LAB-1: Filtering
= Passall
= Filters with a firewall

= MODBUS frames
= IDS/IPS with a Stormshield Firewall
= LAB-2: Analysing frames with Wireshark and IPS

= Network address translation
= |AB-3: NAT

= A word about UMAS

= Final : cybersecurity ?
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Lab 1 : Basics filtering rules il
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" Prepare the PLC

= Upload a configuratia® with the proper parameters

Project Browser

%a Structural view

-3 Projet T CommHeadDioL2 10 Secuny | Tt 1PConiig | T As7e | T swae | [ wre | 0 Swech | B Gos | T Serviceor T Advanced Setings
...y Configuration " Bl Channel D
i )0 £ PLC bus P 2ddress configuration
i e o s
Bl & 1:CANopen drap Main |F address +1 {Used for Hot Standby)
e D Derived Data Types
[ Derived FB Types P address A
Variables & FB instances
Elementary Variables IP address B
Derived Variables
Device DOT Variables St
10 Derived Variables
Elementary FB Instances Gatewsy sodress 192.168.0.254
Derived FB Instances
il CRA IP address configuraton
D Lonunscatsn Updzte CRA |P address configuration
-[#fj) Ethernet Network
Programs
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FACTORI

Lab 1 : Basics filtering rules 4.0

= Modify rules so that
Only CE VM (172.16.12.200) could access the 192.168.0.0/24 network
- pings allowed
- Modbus allowed
- http/https allowed ( ! cannot be tested in virtual env on PLC simulator)

—>Verify ControlExpert has the required access.

Change the IP of CE t0 12.16.12.100
—>Verify that no acces is possible any more

4 i
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Solution AT o
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MONITORING CONFIGURATION EUA1 VMSNSXO9KD639A9

+]+ SECURITY POLICY / FILTER - NAT
#.(5)1TC ~ | Edit = | "3 Export | @

FILTERING NAT

| 4 MNewrule + M Delete | *+ & | & @ | (o [*copy * Paste | E, Searchinlogs B3 se

Status = Action = Source Destination Dest. port Protocol Security inspection
1 man & on © pass H ControlExpert D{E Network_OT ¥ htip (FW |
2 &= & on (3] pass H ControlExpert D{E Network_OT ¥ modbus (FW |
3 man & on © pass H ControlExpert D{E Network_OT ¥ htips (FW |
4 man & on (3] pass H ControlExpert D{E Network_OT B Any icmp (FW|
5 O ®on @ block B any E any E Any

4 2



About rules evaluation FACTORI

ssssssss

= Rules evaluated one by one
" |f 3 packet is matching a rule => Rule applied
= Otherwise, Go to next rule.

" When a rule is applied, stop evaluation (next rules not evaluated).
" |f the packet is matcing no rule => destroyed




I 5 —

Erasmus +
@ LOG / NETWORK TRAFFIC
Last hour ~ B 2 Refresh | % Advanced search
SEARCH FROM - 08/19/2022 10:53:41 AM - TO - 08/19/2022 11:53:41 AM
Saved at Action User S0 | Source Mame De | Destination Name Dest. Port Name Argument Message Received Sent Cli = Server application...
11:53:16 AM & Block Anonymized 192 168.0.1 modbus - -
11:53:14 AM @ Block Anonymized 192.168.0.1 modbus - -
11:53713 AM & Block Anonymized 192 168.0.1 modhus - -
11:53:03 AM @ Block Anonymized 192.168.0.255 netbios-dgm - -
11:52:23 AM © Allow Anonymized Firewall_admin_local https 179 KB 1415 KB
11:52:23 AM © allow Anonymized Firewall_admin_local https 209.04 KB 85.27 KB
11:57:17 AM © Allow Anonymized Firewall_admin_local https 494 B &61B
11:51:05 AM © allow Anonymized Firewall_admin_local https 4348 6618
11:50:58 AM © Allow Anonymized Firewall_admin_local https 294 KB 6.0Z KB
11:50:57 AM © Allow Anonymized Firewall_admin_local https 79.51 KB 61.92 KB

4 4
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= MODBUS frames
= IDS/IPS with a Stormshield Firewall
= LAB-2: Analysing frames with Wireshark and IPS

= Network address translation
= |AB-3: NAT

= A word about UMAS

= Final : cybersecurity ?
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TCP/ModBus T
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* Trame Ethernet

dst @MAC | src @MAC 0x0800

N CELCTA ) TCP Header | APDU Modbus TCP CRC

» Couche a—ppl'i-dative Modbus TCP
(Application Protocol Data Unit)

Transaction ID Protocol ID Length ;7428 | Function code DATA
2 Bytes 2 Bytes. 2 Bytes 1 Byte 1Byte

Modbus Application Header (MBAP) Protocol Data Unit (PDU)

F 3
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ModBus Application Header (MBAP) FRCT o

ssssssss

" Transaction id  : Transaction number

" Protocol Id : 0 for MODBUS TCP

" Length : nb of bytes after this field

= Unit ID : Slave ID, usually 255 with modbus TCP

4 U7
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Protocol Data Unit AT o
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=" Function code : role of the frame
= Data

M Examp|e - FC=16 FC Ref Nb Word Count :. value
cpe : : 1 byte 2 bytes 2 bytes 1 byte 2 bytes
(ertl ng mu Itl ple regISterS) 0x10 O0x03F6 0x0001 0x02 0x0000

» Internet Protocol Version 4, Src: 172.16.12.218, Dst: 192.168.8.1
> Transmission Control Protocol, Src Port: 49712, Dst Port: 582, Seq: 1, Ack: 1, Len: 15
v Modbus/TCP

u FC . FunCtion COde Transaction Identifier: @

. Protocol Identifier: @
= Ref Nb: starting adress Lengths 9

Unit Identifier: 255
° ¥ Modbus
u WO rd Count = Nb Of regISters .80l 8808 = Function Code: Write Multiple Registers (16)
% o Reference Number: 1l@el4

= Byte count = 2 * nb of registers Word Count: 1

Byte Count: 2
¥ Register 1814 (UINT16): @

= Value = Values for registers e el

Register Value (UINT1E): @

4 8
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MODBUS Data model AT

Erasmus +

= [n a MODBUS PDU each data is addressed from 0 to 65535.

» MODBUS data model composed of 4 blocks that comprises several elements numbered
from 1 to n.

Device application  : | AODBUS data model MODBUS PDU addresses

Datatype __|Format | Access

Discrete Inputs Single bit Read only
Coil Single bit Read / Write
Inputs Registers 16-bit word Read only ) | RedRegtens
Holding Registers 16-bit word Read / Write
i E}Iapping
B M o e e RSSO
https://modbus.org/docs/Modbus_Application_Protocol V1_1b3.pdf Flopeth  MARBYS Addraasing model

4 1
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MODBUS function codes AT o
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= See also : https://www.youtube.com/watch?v=JBGalnl-TG4

Fu ﬂl:tiﬂn CﬂdE m D’ESCriptiﬂn MODELS function codes management
PUBLIC OPERATIONS
UI 1 Read cﬂil Seziching... # | Modily stz opertions = Maodify all epenationa ~
Code a Fumezhen Ao Tyue
02 1 REHd l.'.ﬁSC FEtE iﬂpUtS 1 Aead Coils & s Reading Ll
2 Head Dacrete Inputs & gean Readmp
& = i 3 Bead Holding Ragisters ® Scan Reading
05 1 Write single coil sl :
4 Arad input Register & oo Reading
‘ = < Wirma Sngle Sail 5o Wizing
15 1 Write multiple coils iz &
& ‘Wilte Single Reglater LI — Wiliing
. . ? Fead Excepiion Stefus & Flock Rending
03 16 Read holding registers . i T
i s 1 Get Comn Event Coumer & Block Reading
04 16 Read input registers : ot Gy Bt £ & aici Reoding
15 Wimea Multiole Coila B e Winzing
0'6 16 Writﬁ Single registers 16 Write Multinls Registers - Whising
1 Fiepert Save 10 & Biock Haarmg
16 16 Write multiple registers e Reat Fie Rcard & S Reading
Fal Write File Record ' Qrpn Whising
23 16  Read/Write multiple registers 2 Mook Digw .3 Wum v
5 blcced on 19

4 20



Modbus Frame Analysis

Cf. Book p. =
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No. Time
1 ©.000008

Destination
192.168.08.1

Source
172.16.12.260

Protocol  Length Info
Modbus.. 55

Query: Trans:

@; Unit: 255, Func: 16: Write Multiple Registers

Frame 1: 55 bytes on wire (448 bits),
Raw packet data
Internet Protocol Version 4, Src:

55 bytes captured (448 bits)

172.16.12.288, Dst: 192.168.8.1

* Transmission Control Protocol, Src Port: 12447, Dst Port: 582, Seq: 1, Ack: 1, Len:

* Modbus/TCP
Transaction Identifier: @
Protocol Identifier: @

Length: 9
Unit Identifier: 255
~ Modbus
.B81 @aed = Function Code: Write Multiple Registers (16)

Reterence MNumber: 1@l4
Word Count: 1

Byte Count: 2

15

¥ Register 1014 (UINT16}: 173
Register Number: 1814
Register Value (UINT16)}: 173
B000 45 60 66 37 58 50 46 00 7f @6 [l ac 18 Bc c8 g [l
ca a8 @0 @1 30 9f 61 f6 2d 49 6c 58 62 5d b4 7d R B

-I1Xb]-}
5@ 18 82 fd od 1b @b 6@ &6 68 /8 &0 68 @9 ff 16 P v wes
83 f6 88 81 62 88 ad

4 __________2u
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IDS/IPS FACTONo
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" IDS : Intrusion detection system
" |[PS : Intrusion prévention system

" |t is possible to configure the firewall to capture frames and to store
them for further analysis

" Principle :
= Block the frame
" Transmit to the IPS system

= Accept the frame ¥ APPLICATION PROTEC.
" Butca pture it Applications and protec...
" Requires configuring the IPS Protocols
Inspection profile

4 2
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= Configure or Verify sets of rules for a given protocol :

* - &«

@ APPLICATION PROTECTION / PROTOCOLS

£ CONFIGURATION -

" l' =
B § IP Protocols
#l L

SYSTEM B § Industrial Protocols

T B § IEC61850 I
== NETWORK ¥ protocals

§ BACnet/IP
€ 0BJECTS 7 ce
2 Users i EtheHELIP
§ IEC 6DET0-5-104
*k securmy POLICY B
Filter - NAT § oPCAE
§ oPCDa
URL filtering
SSL filtering

SMTP filtering

QoS
§ umas

Y Instant messaging

Implicit rules

B § Microsoft protocols
B § VolP / Streaming

§ DNs
I Protocols 7 FP
Inspection profile § HTTR
g NTP
Vulnerability manager
¥ g § PoP3
Host reputation ¥ smTP
SHMP
Antivirus B
g ssL
Antispam g TFTP
W VPN § Others

Pt

| (0) acmin_i

|V|I dii~ | ¢ | t3 Goto global configuration

{0} admin_incoming
Default incoming conne..
{1} admin_outgoing

Default o

{2} operator

Operator default profi...
(3) read_write
Commen industr

irequests | 10

1 seconds): |10

(4) read_only

D Support serial gateways

{5) admin_with_serial_gate...

Same as admir Oming. ..

{6} operator_with_serial_g..,
Same asz Operator profi,..
(7) read_write_with_serial
Same as re I’

Modbus Parameters

Maximum size of a message (in bytes): | 260

Maximum file number :

MODBUS function codes

65535

PUBLIC OPERATIONS
| Searching...

Code «

7

Z

3

EI Modify write ions>  Modify all ions
Function Action
Read Coils & Scan Reading
Read Discrete Inputs & Scan Reading
Read Holding Registers & Scan Reading
Read Input Register & Scan Reading 2 3

Whiien Diamln Mail - Wleitime
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= Step 2 : inspection profile

x «

@ APPLICATION PR
¥ CONFIGURATION -

SECURITY INSPECTIO|

& 2
Global configuration |
#H sysTEM A
. Default inspection profiles
== NETWORK . -
¥ Profile for incoming traffic - |(0) 1PS_00 ||
€ oBUECTS _ L 1S 0k i
[E* Profile for outgoing traffic : (1) IPS_07 pos
= USERS
=} SECURITY POLICY New alarms
o
Filter - NAT 4 Apply default modei to new alarms
Action : n.f
URL filtering
Level : I
S5L filtering

SMTP filtering
When the log management service is saturated
QoS
D Biock packets that generate an alarm

ImplEh el |:I Block packets intercepted by a filter rule configured in "Verbose (filtering log)” mode

¥ APPLICATION PROTEC..
7 Advanced properties
Apptlications and protec..
Protocols

I Inspection profile

3 2



= Step 2 -a: Global

Cf. Book p.

* -
¥ CONFIGURATION

rir SYSTEM

jo=

NETWORK

L]

OBJECTS

USERS

&

SECURITY POLICY
Filter - NAT

LIRL filtering

S5L filtering
SMTP filtering
Qos

Implicit rules

¥  APPLICATION PROTEC..

Apptlications and protec..

Protocols

I Inspection profile

FACTORI
4.0

Erasmus +

Global configuration |

Default inspection profiles

¥ Profile for incoming traffic - |{0) IPS_00
[E* Profile for outgoing traffic : {1} 1IPS_01
MNew alarms

Apply default mode! to new alarms
Action ; e

Level: e

When the log management service is saturated

D Biock packets that generate an alarm

|:I Block packets intercepted by a filter rule configured in "Verbose (filtering log)” mode

7 Advanced properties

3 5
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= Step 2 -b: inspection profile

£# CONFIGURATION -

- " ,
] || Edit= | | t3 Goto global configuration
el
# sysTEM (o) w5 00 (0) igmp_00
Default INCOMING confi..
] 0 dns_00
nE NETWORK B (1) Ps o1 (0] dns_
= L4 £
- , Default OLTGOING contfi... (0} ymsa 08
= O0OBJECTS (2) 1PS_02 (0) oscar_00
= USERS (311PS_03 (D) msn_00
{4 1P5_04 (0} 1fto_00
*} SECURITY POLICY (53 17505
s (0) deerpc_00
. . i
Fiiter - NAT (5 as o8 (0) nb-cifs_00
{71 1P5_07
URL filtering (8) IPS_08 (0) nb-ssn_00
{9y IP5_09 () mgep_00
o) 5 L o
S5L filtering High alarm config “}J rtp_00
SMTP filtering RTCP (0] rtcp_DD
QoS (0) sip_00
(4) Read-Only
Implicit rules (U] s/_00
¥ APPLICATION PROT! R OPC UA (0) opcua_00
it EtherNet/IP (0) operator_incoming
icationg
" IEC 60870-5-104 (0} IEC 60870-5-104_00
Proig BACnet/IP (0} bacnetip_00

IHSDEdEDn Dmme S [ﬂ] pnio{m_ﬂo
AL AT O i TP
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FACTORI
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°
= Step 3: alarms
L] L] L) L] L] L)
= Conf fym betweer fil d t fil
onfigure or verify mapping between profile and inspec rofile
L :
* % S
@ APPLICATIONS AND PROTECTIONS - BY, O(\ ON PROFILE
£ CONFIGURATION -
i IPS_OZ ault INCOMING ] | ﬂ‘ Approve new alarms . L3 Switch to context yie
[ 4
= = 1 Al 5 Applications |x| Fierr
= SYSTEM :
. Message ¥ Action = Level B Mew = Cortext:
== NETWORK e
L] MODBUS - invalid header or funiction code & Block &' Major meodbus:
- ¢ ey
= ODBJECTS W  MODBUS:invalid PDU & Block 8 Major modbus
= |ISERS @ MODBUS : message length greater than the authorized limit & Block jl“ Major miod
\ ; i i Block B Maj modbus:
.,J.. SECURITY POLICY @ MODEBUS : response without correspanding request @ Bloc R Major
@ MODBUS : maximal number of pending requests reached & Black jl“ Major muodbus
Filter - MAT T
@ MODEUS : the retransmitted request doez not match with the original version @ EBlock Allow ‘B Major modbus
URL filtering [l MQDEBUS : function code denied @ Block AllOW & Major modbus:
SSL filtering [ UMAS : invalid message @ Block & Major modbus:
o : i i & Black & Major modbus:
SMTP filtering [l UMAS ; function code denied 2 J
R N
@ UMAS : message length greater than the authorized limit @ Block &' Major § mod
Qos it i
[l UMAS : invalid reservation ID & Block ' Major modbus:
[  moDBUS: Unit id denied @ Block A Major modbus:
[ MODBUS : memory access denied @ Block Allow &' Major modbus

27
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FACTORI

Lab 2 : Using IPS to capture packet 4.0
=" The IDS will allow packets but will capture each packet

1. Protocol/modbus
Verify properties of the application profile «(4) READ ONLY »

2. Inspection profile :
IPS_02 =>ModBus => (4) READ_ONLY

3. Verify Global configuration (IPS_00 for input packets)

4. Set alarms and allow packets (see screen next page)
" Function code denied
= Memory access denied

FILTERING NAT

5 M d 'f h f'l I : | + Mewrule ~ X Delete | * & | & & | Pon [® copy % Pasie | B Searchinlogs  BS Searchinm
. Modify the filter rule — s - o
Siatus = Action B Source Destination Dest. port Pratocol Security inspection B,
IPS (IPS 02) © pass ControlExpert EIJ,E MNetwaork_0OT ¥ hup [P |
[ 2] pass ComtrolExpert  =i3 Network_OT ¥ modbus rlm (IPS_00)
© pass ControlExpert EIJ,E Metwark_OT ¥ htips [Fil]

on [+ pass ControlExpert D{E Network_OT B3 Any icmp [Fi]
& block Ed any Any Ed any

BEHBH
A8 8imA

(%3]
3
E
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FACTORI
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Erasmus +
. o
" Funct ded d
unction code denie
- .
Modbus memory access denied
e
@ APPLICATIONS AND PROTECTIONS - BY INSPECTION PROFILE
£+ CONFIGURATION -
o IPS_00 (Default INCOMING ...} 2l Apply a model~ ” Approve new alarms 3 Switch to context view
L d
; ” All B3 Applicati Mie i Mat | | modbus || Fier
. SYSTEM
Type Message Application profile Action = Level = New = Comntextid Advanced
-
=m NETW T -
B HETIERE Stormshield @  mopsus: invalid header or function code 04 @ Block &' Major Ockiiscy
£ DBJECTS Stormshield ® MODEUS - invalid POU 04 @ Block ‘&' Major modbus: 369
& USERS Stormshield © MODEUS - message length greater than the authorized limit 04 @ Block &' Major modbus:370
. Stormshield : wi i 04 Block oM modbus:371
"-I" SECURITY POLICY @ MODBUS : response without comresponding request @ Bloc i Major
Stormshield Ll MODBUS : maximal number of pending requests reached 04 @ Block & Major medbus:372
Filter - NAT ey
! . Stormshield [© MODBUS : the retransmitted request does not match with the original version 04 @ Block & Major meodbus:373
URL filtering Stormshield L] MODBUS - function code denied 04 © Allow ‘A" Major modbus:374 Packet capture
seLf Stormshield L] UMAS * invalid message 04 @ Block A Major modbus:375
Stormshield (] UMAS - function code denied 04 @ Block &' major modbus:376
SMTP filtering .
Stermshield @ UMAS : message length greater than the authorized limit 04 @ Block modbus:377
QoS
Qo5 Stormshield @ UMAS  invalid reservation ID 04 @ Block modbus:378
Implicit rules Stermshield |!_2| MODBUS : Unit Id denied 04 @ Black modbus: 406
¥ APPLICATION PROTEC. Stormshield [@  wmoDBUS : memory access denied 04 © Allow modbus:418 Packet capture

Applications and protec...

29
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Logs (Alarms) and packet capture FACT %0

Erasmus +

= Expand all the elements (actions dropdown button)

STORMSHIELD

Network Securit MONITORING EVAT sicoeresis

b &
E LOG / ALARMS
' DASHBOARD

- Last hour - C Refresh | % Advanced search = Actions ~
B AuDIT LOGS =
SEARCH FROM - 08/19/2022 03:21:21 PM - TO - 08/19/2022 04:21:271 PM !
Logs Saved at Date and time Time .. Action IPversion Priority Comtext Classification Alarm 1D Message Sensitive Repeat User Method or directory Sa | 5o Source Namt g
All logs alarm 08/19/2022 04:18:5..  08/19/2022 04:18:5..  +0000 @ Allow 4 & Major protocol Protection 374 MODBUS : function code denied (90) ControlEs ™ %
Networktraffic alarm 08/19/2022 04:18:5..  08/19/2022 04:18:5..  +0000 @ Allow 4 & Major protocol Protection 374 MODBUS : function code denied (90) 82 ControlEy E
alarm 08/19/2022 04185 0B/19/2022 04185 +0000  © Allow 4 & Major protocol Protection 374 MODBUS : function code denied (90) ContralEy ':_:
I Alarms alarm 08/19/2022 D4:18:5.. 08/19/2022 04:18:5. +0000 © Allow 4 "8 Major protocol Protection 418 MODBUS : memory access denied (Write_Mult.. 12 ControlEx 2
. i P e e S RS TR o Babo.- S o o s SR [ERmE— e P

= At the end of rows :

STORMSHIELD

Network Securit y MONITORING EVA1 VMSNSX09KDE39A9
=l LOG / ALARMS
. DASHBOARD
Last hour - m Z Refresh | #» Advanced search = Actiong ~
B AuDITLOGS -
1
SEARCH FROM - 08/19/2022 03:21:21 PM - TO - 08/19/2022 04:21:21 PM
=
3. Dest. interf Dest interf . Target Protocol Internet Pro._. Ethemet pr_ Rule ID Rule name IPS pr.. Rule lavel Received Semt  Cli Se Risk ICMP ype ICMP code Packer size Size of th.. Captured pa.. 8
=
All logs Lylels MY Ethemet2  dst modbus w©p 2 182b4121648_2 (i) O Local - - 608 60B Apacketca. ® =
m
iy = =)
Network traffic 0T M Ethemet2  dst modbus top 2 182b4121648_2 00 o Local 548 54B A packetca.. ﬂ
or Ethemet2  dst medbus tep 2 182b4127648_2 00 Loca ax = 54B 54B Apacketca. 14
I | ki ’2
Alarms o
o7 M Ethemet?  dst modbus 1ep 2 18204121648 2 00 O Local 558 § Expor phoker
oT Ethemet2 dst odb t 2 182b4121648_2 00 Local = = 548
Web o o Etheiy = bt il o o 2 Q, Add this value as a sesrch criterion
. Lglels MY Ethemet2  dst modbus tcp 2 182b4121648_2 00 O Local - - 558
Wulnerabilities @, Gopy the selected line 1o the clipboard
LoTels M Ethemet2  dst modbus tcp 2 182b4121648.2 00 O Local - - 548 N O IO e o
E-Mails L olens M Ethemet?  dst modbus tep 2 182041216482 00 O Local = = 558 % Gowhe comesponding secury rule
VPN Lylolg W Ethemet2  dst modbus tep 2 18204121648 2 00 O Local - - 558 %, Go1oalarm configuration
Lglels M Ethemet2  dst modbus 1cp 2 18204121648 2 00 O Local - - 558 2 Open helpto see details on this alarm

Quetam avents
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How to test aiadal o

FW ControlExpert RESRIC
172.16.12.200

4l PLC SIMULATOR
% 192.168.0.1

A

° ‘
»

InetAutomate 192.168.0.254
192.168.0.0/24 172.16.12.110
10.0.0.1
= PCO (3™ card Connected to InetControlExpert)
u IP = 172.16.12.110 (fOI" example) C:\Users\user\Desktop\Script>python ./"Attaque Modbus Backup.py" 50
. . Connexion sur port : ('192.168.0.1', 502)
n Open cmd in C:\users\Deskop\ScnptS Envoi de la commande de Marche Moteur

Envoi de la nouvelle consigne de vitesse : 50
Envoi de la nouvelle consigne de vitesse : 26
Envoi de la nouvelle consigne de vitesse : 45
Envoi de la nouvelle consigne de vitesse : 38
Envoi de la nouvelle consigne de vitesse : 18
Envoi de la nouvelle consigne de vitesse : 0
Envoi de la commande d'arrét Moteur

_ hFermeture —
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Outline aliadaly o

Erasmus +

Network address translation
LAB-3 : NAT

A word about UMAS

Final : cybersecurity ?
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Network adress translation (SNAT FACT o

Erasmus +
El s - =

82.112.1.1
82.112.1.254

Serveur WEB

192.168.1.0/24 37.0.89.20
fr— — 'F = —
PCA: B, o B
- | o, 192.168.1.254
192.168. 117 €28 19216812
Internal parameters (local) Internal parameters (global) External parameters (global) Comments
IP port IP port IP port

4 3




Network Address translation (DNAT) FACT o

Erasmus +

Serveur WEB El:
192.168.1.3 82.112.1.0/24
82.112.1.1

82.112.1.254

-

[ W] Client 18.1.2.3
.y 192.168.1.254
PCA:
192.168.1.1 192.168.1.2
Internal parameters (local) Internal parameters (global) External parameters (global) Comments
IP port IP port IP port
L1
L2

4 3




_ Cf. Book p. >‘ i

LAB-3 : Nat anplication FACTORI
FW ControlExpert Erasmus +
172.16.12.200
l- PLC SIMULATOR (1 ) 172.16.12.254 fg
:[ 192.168.0.1 Cl D

| |
InetAutomate 192.168.0.254 :
192.168.0.0/24

10.0.0.254 ]
PCO

ControlExpert
172.16.12.200

1

B PLC SIMULATOR 172.16.12.254

l[ 192.168.0.1 192.168.0.254 .

- InetControlExpert 172.16.12.0/24
InetAutomate

PCO

10.0.0.1
10.0.0.254 —

192.168.0.0/24
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NAT demo in ITC lab room T .0

Erasmus +

PC Wifi interface

ControlExpert
DHCP : 10.0.2. 172.16.12.200

-
i PLC SIMULATOR _UNAI 172.16.12.254
. 192.168.0.1 192.168.0.254| - & " °

— InetControlExpert 172.16.12.0/24
InetAutomate

PCO

10.0.0.1 I

192.168.0.0/24

10.0.0.254
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Rules

Cf. Book p. y

FACTORI

= New rules to allow traffic towards internet

" Traffic HTTP and HTTPS allowed
= DNS allowed : google DNS : 8.8.8.8

£ B == & on © pass Any

= NAT RULE

<} SECURITY POLICY / FILTER - NAT
85 11C v | Edit~ | "% Export | @

FILTERING MNAT

| 4 MNewmule = X Delete | *

= Original traffic (before translation)

Status

Source Destination

B any € 55 Network_internals

¥ np
€ 35 Network_internals [ x ¥ htips
¥ dns_udp

Ohject name Metwork_internals
Read only Yes

Dbjects in this group:

-Network_admin_local {10.0.0.0/255.255.255.0}
-Network_dmz2 (169.254.0.0/255.255.0.0)
-Metwork_in (172.16.12.0/255.255.255.0)
-Network_OT {192:168.0.0/255.255.255.0)

i om [= Copy ¥ Paste | EE:.‘;. Searchin logs E Search in moenitoring

Traffic after translation
— Protocol
Source Src. port Destination Dest. port

L] Firewall_out E any

4.0

Erasmus +




Control Expert access to internet

PC Wifi interface

IIIIIIIIII>

ControlExpert
172.16.12.200

T i a ‘ ‘g:i;
§ PLC SIMULATOR ek .17.2..15.1.2.-2;4. memEt
192.168.0.1
- InetControlExpert 172.16.12.0/24
InetAutomate

192.168.0.0/24

10.0.0.254 o ___j

FACTORI
4.0

Erasmus +

Internet Protocol Version 4 (TCP/1Pv4) Properties X
General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
() Use the following IP address:

IP address: | 172. 16 . 12 . 200 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 172. 16 . 12 . 254 |

Obtain DMS server address automatically

(®) Use the following DNS server addresses:

Preferred DMS server: | 8 .8 .8 .8 |

Alternate DMS server: | ’ : : |

[Jvalidate settings upon exit
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Outline aliadaly o

Erasmus +

= A word about UMAS

= Final : cybersecurity ?
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A word about UMAS alidalor~

Erasmus +

* An extended protocol used by Control Expert (function code 90=0x5a)

" SIN-EOE

WThat is UMAS °

Function rame

7 e Rt

¥ umas CueryfieleaseP | CRessrvation

QueryBatCanTnfao (url e Wud +1Y, WE + 1, al, WM
LeBTL _13;

s,
goto
ca

® UMAS(Unified Messaging Application
Services)

® UMAS protocol is used to configure and
monitor the Schneider-Electric PLCs.

® UMAS is based on the well-known Modbus |~
protocol and use one of the reserved
Function Code-Ox5A.

115 *)Joff_12FESC =a v B& *(_E¥TE *)off_1ZFESC )

0 “yoff_12F8801

https://conference.hitb.org/hitbsecconf2021sin/sessions/going-deeper-into-schneider-modicon-pac-security/
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FACTORI

ssssss

= Session key required for some operations (Not ALL)
= Some attacks are however possible to break the key ?

HITB
55.&8

UMAS message format

2Bytes 2Bytes 2Bytes 1Bytes

Modbus TCP protocol D | Length | unit> | Funcionode | pa |

1Bytes 1Bytes 1Bytes N Bytes

UMAS Request Session key  Function code Data(ID/offset/length/......)

1Bytes 1Bytes 1Bytes N Bytes

UMAS Response OX5A Session key Error code Data

—A
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Some UMAS function codes T .0

Erasmus +
UMAS function codes management
PUBLIC OPERATIONS
. Searching.. | %.|| DBlock by function'group™ | Janalyze by function group™ | Modify all operations
Code « > Function Action

@ Application Management

BO Umas_CSA & Scan

= Application download to PLC

Ag Limas_BeginDownload @ Scan
A5 Limas_Download & Scan
50 Umas_EndDownload @ Scan

= Application upload from PLC

a1 Limas_BeginUpload &® Sean
52 Limas_Upload & Scan
53 Uimaa_EndUpload &® Srcan
54 Umas_BackupRestare & Scan
3 Configuration Information requests

2 Umas_GetPlcinfo @ Scan
112 limas_ReadioObjec & Scan

4 2
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Cybersecurity on industrial systems PR

o SIN-EOE

Ransomware attack targeting level 1

The target is a server or a PC, usually running application software

||||||

rrrrrr

HUMAN

ACHINE
rrrrrrrr
(AT
EEEEEE

Is there a ransomware for level 1 embedded
....... controllers???
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