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Outline
 LAB-0 : Preparing set-up : Firewall in router mode

 VMS
 Initial state with basic router
 Connectivity tests (see exercices on routing)

 LAB-1 : Filtering
 Pass all
 Filters with a firewall

 MODBUS frames
 IDS/IPS with a Stormshield Firewall
 LAB-2 : Analysing frames with Wireshark and IPS

 Network address translation
 LAB-3 : NAT

 A word about UMAS

 Final : cybersecurity ?
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LAB-0: Firewall Stormshield in router mode
 Get the stormshield VM 
 Configure an internal network on VirtualBox (intnet5)
 Import Stormshield VM
 RUN PLC VM, run ControlExpertVM
 Import PCO – adapt the network configuration – Run PC0
 PC0 : Connect to the FW interface : https://10.0.0.254
 SET TIME on ALL MACHINES

 On FW :
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Initial state :

InetAutomate
InetControlExpert

PLC SIMULATOR
192.168.0.1

PC0
10.0.0.1

ControlExpert
172.16.12.200

10.0.0.254

FW

InetAutomate
InetControlExpert

PLC SIMULATOR
192.168.0.1

PC0
10.0.0.1

10.0.0.254

FW

1

2

3

1

2

3

5

5

ControlExpert
172.16.12.200

172.16.12.254

172.16.12.254
192.168.0.254

192.168.0.254
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remind: test routing with FW

InetAutomate

PLC SIMULATOR
192.168.0.1

192.168.0.128192.168.0.0/24
172.16.12.254

172.16.0.0/24

ControlExpert
172.16.12.200

InetAutomate

PLC SIMULATOR
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192.168.0.0/24 172.16.12.254

172.16.0.0/24

ControlExpert
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FW

3
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FW

2
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Initial state :
 Update OT IP address if necessary – Don’t mind about OUT
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Basic rules implementation
Initial state

Pass all

Tab for filtering management

Write mode !Configuration tab
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Connectivity tests
 From ControlExpert

 From PLC
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Outline
 LAB-0 : Preparing set-up

 VMS
 Initial state with basic router
 Connectivity tests (see exercices on routing)

 LAB-1 : Filtering
 Pass all
 Filters with a firewall

 MODBUS frames
 IDS/IPS with a Stormshield Firewall
 LAB-2 : Analysing frames with Wireshark and IPS

 Network address translation
 LAB-3 : NAT

 A word about UMAS

 Final : cybersecurity ?
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Lab 1 : Basics filtering rules
 Prepare the PLC

 Upload a configuration with the proper parameters

192.168.0.254
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Lab 1 : Basics filtering rules

 Modify rules so that
Only CE VM (172.16.12.200) could access the 192.168.0.0/24 network

- pings allowed
- Modbus allowed
- http/https allowed ( ! cannot be tested in virtual env on PLC simulator)

→Verify ControlExpert has the required access.

Change the IP of CE to 12.16.12.100
→Verify that no acces is possible any more
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Solution
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About rules evaluation
 Rules evaluated one by one 
 If a packet is matching a rule => Rule applied
 Otherwise, Go to next rule.
 When a rule is applied, stop evaluation (next rules not evaluated).
 If the packet is matcing no rule => destroyed
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logs
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Outline
 LAB-0 : Preparing set-up

 VMS
 Initial state with basic router
 Connectivity tests (see exercices on routing)

 LAB-1 : Filtering
 Pass all
 Filters with a firewall

 MODBUS frames
 IDS/IPS with a Stormshield Firewall
 LAB-2 : Analysing frames with Wireshark and IPS

 Network address translation
 LAB-3 : NAT

 A word about UMAS

 Final : cybersecurity ?
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TCP/ModBus
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ModBus Application Header (MBAP)
 Transaction id : Transaction number
 Protocol Id : 0 for MODBUS TCP
 Length : nb of bytes after this field
 Unit ID : Slave ID, usually 255 with modbus TCP
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Protocol Data Unit
 Function code : role of the frame
 Data

 Example : FC=16
(Writing multiple registers)

 FC : Function code
 Ref Nb: starting adress
 Word count = Nb of registers
 Byte count = 2 * nb of registers
 Value = Values for registers

FC Ref Nb Word Count Byte 
Count value

1 byte
0x10

2 bytes
0x03F6

2 bytes
0x0001

2 bytes
0x0000

1 byte
0x02
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MODBUS Data model
 In a MODBUS PDU each data is addressed from 0 to 65535.

 MODBUS data model composed of 4 blocks that comprises several elements numbered 
from 1 to n.

https://modbus.org/docs/Modbus_Application_Protocol_V1_1b3.pdf
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MODBUS function codes
 See also : https://www.youtube.com/watch?v=JBGaInI-TG4
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Modbus Frame Analysis
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IDS/IPS
 IDS : Intrusion detection system
 IPS : Intrusion prévention system

 It is possible to configure the firewall to capture frames and to store 
them for further analysis

 Principle :
 Block the frame
 Transmit to the IPS system

 Accept the frame
 But capture it

 Requires configuring the IPS
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 Step 1 :
 Configure or Verify sets of rules for a given protocol :

Set of rule
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 Step 2 : inspection profile
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 Step 2 -a: Global
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 Step 2 -b: inspection profile
 Configure or verify mapping between profile and inspection profile

(4) Read-Only
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 Step 3: alarms
 Configure or verify mapping between profile and inspection profile

IPS_O2

Allow

Allow

Allow
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Lab 2 : Using IPS to capture packet
 The IDS will allow packets but will capture each packet
1. Protocol/modbus

Verify properties of the application profile «(4) READ ONLY »

2. Inspection profile :
IPS_02 =>ModBus => (4) READ_ONLY

3. Verify Global configuration (IPS_00 for input packets)
4. Set alarms and allow packets (see screen next page)

 Function code denied
 Memory access denied

5. Modify the filter rule
IPS (IPS__02)
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 Allow packets
 Function code denied
 Modbus memory access denied

 Set packet capture

 Allow packets
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Logs (Alarms) and packet capture
 Expand all the elements (actions dropdown button)

 At the end of rows :
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How to test

 PC0 (3rd card Connected to InetControlExpert)
 IP = 172.16.12.110 (for example)
 Open cmd in c:\users\Deskop\Scripts

InetAutomate
InetControlExpert

PLC SIMULATOR
192.168.0.1

PC0
10.0.0.1

ControlExpert
172.16.12.200

10.0.0.254

FW

1

2

3

5

172.16.12.254

192.168.0.254

192.168.0.0/24

172.16.12.0/24

C:\Users\user\Desktop\Script>python ./"Attaque_Modbus Backup.py" 50
Connexion sur port : ('192.168.0.1', 502)
Envoi de la commande de Marche Moteur
Envoi de la nouvelle consigne de vitesse : 50
Envoi de la nouvelle consigne de vitesse : 26
Envoi de la nouvelle consigne de vitesse : 45
Envoi de la nouvelle consigne de vitesse : 38
Envoi de la nouvelle consigne de vitesse : 18
Envoi de la nouvelle consigne de vitesse : 0
Envoi de la commande d'arrêt Moteur
Fermeture socket

172.16.12.110
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Outline
 LAB-0 : Preparing set-up

 VMS
 Initial state with basic router
 Connectivity tests (see exercises on routing)

 LAB-1 : Filtering
 Pass all
 Filters with a firewall

 MODBUS frames
 IDS/IPS with a Stormshield Firewall
 LAB-2 : Analysing frames with Wireshark and IPS

 Network address translation
 LAB-3 : NAT

 A word about UMAS

 Final : cybersecurity ?
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Network adress translation (SNAT)

Internal parameters (local) Internal parameters (global) External parameters (global) Comments

IP port IP port IP port

PCA:

192.168.1.1

PCB:

192.168.1.2

E0

192.168.1.254

E1

82.112.1.1
82.112.1.254

82.112.1.0/24

Serveur WEB
37.0.89.20NAT192.168.1.0/24
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Network Address translation (DNAT)

Internal parameters (local) Internal parameters (global) External parameters (global) Comments

IP port IP port IP port

L1

L2

PCA:

192.168.1.1

PCB:

192.168.1.2

E0:

192.168.1.254

E1:

82.112.1.1
82.112.1.254

82.112.1.0/24

NAT192.168.1.0/24

Serveur WEB
192.168.1.3

Client 18.1.2.3
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LAB-3 : Nat application

InetAutomate
InetControlExpert

PLC SIMULATOR
192.168.0.1

PC0
10.0.0.1

ControlExpert
172.16.12.200

10.0.0.254

FW

InetAutomate
InetControlExpert

PLC SIMULATOR
192.168.0.1

PC0
10.0.0.1

10.0.0.254

FW

1

2

3

1

2

3

5

5

ControlExpert
172.16.12.200

172.16.12.254

172.16.12.254
192.168.0.254

192.168.0.254

192.168.0.0/24

192.168.0.0/24

172.16.12.0/24

172.16.12.0/24
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NAT demo in ITC lab room

InetAutomate
InetControlExpert

PLC SIMULATOR
192.168.0.1

PC0
10.0.0.1

10.0.0.254

FW

2

3

5

ControlExpert
172.16.12.200

172.16.12.254
192.168.0.254

192.168.0.0/24

172.16.12.0/24

PC Wifi interface

VirtualBOX virtual Route ( NAT)

Interface N°3 NAT MODE

1
DHCP : 10.0.2.15

( NAT)
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Rules
 New rules to allow traffic towards internet

 Traffic HTTP and HTTPS allowed
 DNS allowed : google DNS : 8.8.8.8

 NAT RULE
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Control Expert access to internet

NAT

NAT
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Outline
 LAB-0 : Preparing set-up

 VMS
 Initial state with basic router
 Connectivity tests (see exercices on routing)

 LAB-1 : Filtering
 Pass all
 Filters with a firewall

 MODBUS frames
 IDS/IPS with a Stormshield Firewall
 LAB-2 : Analysing frames with Wireshark and IPS

 Network address translation
 LAB-3 : NAT

 A word about UMAS

 Final : cybersecurity ?
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A word about UMAS
 An extended protocol used by Control Expert (function code 90=0x5a)

https://conference.hitb.org/hitbsecconf2021sin/sessions/going-deeper-into-schneider-modicon-pac-security/
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 Session key required for some operations (Not ALL)
 Some attacks are however possible to break the key ?
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Some UMAS function codes
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Cybersecurity on industrial systems

FW

FW

FW

FW ?


