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Using the Stormshield firewall
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Outline
Firewall reinitialization

 LAB-1 : Reinitialising The Hardware Firewall

 LAB-2 : Configuring a Firewall as a split Firewall (Bridge  mode)

CUSTOMS patterns

 LAB-3 : Custom patterns
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Firewall réinitialisation
 Connect the serial console
 Parameters : 115200 8N1 no XON/OFF

 Login as admin
 Reset the configuration : 
 defaultconfig -f -r -p
 After reboot, the following configuration is available for interfaces :

 Default access : admin/admin
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LAB-1 (Hardware Stormshield only)
 Save your config
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 Connect to the console
 (use serial line if firewall = a real device)

 Login as admin
 Reset the configuration with defaultconfig -f -r -p

 After Reboot
 The default address is now 10.0.0254
 You can now login with admin/admin
 The FW is in BLOCK ALL state by default
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LAB-2 : split mode
+ : You can use it on an existig network
- :  Architecture less easy to interpret.
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LAB-2 :  (On VM)
 Backup your configuration
 Restore the initial VirtualBox Snapshot
 load the configuration file :  SNI40-TP2-0.na
 Now you are working with a bridge mode

 Verify your configuration – choose the « pass all » filtering slot.
 Adapt the configuration of ControlExpert VM.

 Create a new filtering SLOT so that :
 Anybody can ping anybody
 Modbus is allowed from anywhere but the IPS will capture the frames

 (see previous labs)
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Custom patterns
Goal
 Filter some packets with bad characteristics
 Can we filter speed commands so to accept only some defined values for 

speed ?

Speed encoded here
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Example of Custom pattern definition file
What is the meaning of this expression ?

[modbus:client.global]
revision=1

[modbus:client.4096]
type=asq
severity=2
classification=1
action_fw=block,block,block,block
level_fw=minor,minor,minor,minor
resource="greater than 50Hz"
description="Block Write of Speed Setpoint > 50Hz - FC 16"
description_fr="Blocage Ecriture Consigne Vitesse > 50Hz - FC 16"
ldescr="Block Speed Setpoint > 50Hz"
ldescr_fr="Blocage Consigne Vitesse > 50Hz"
comment="modbus speed"
1="\x00\x00\x00\x00\x00\x09\xff\x10\x03\xf6\x00\x01\x02\x00[\x32-\xff]"
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Outline
Firewall reinitialization

 LAB-1 : Reinitialising The Hardware Firewall

 LAB-2 : Configuring a Firewall as a split Firewall (Bridge  mode)

CUSTOMS patterns

 LAB-3 : Custom patterns
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LAB-3 : Custom patterns (1)
 Active update should work with last versions
 OUT should be connected to Internet

 In CLI
CONFIG SECURITYINSPECTION COMMON INIT CustomPatternMatching=1
CONFIG SECURITYINSPECTION ACTIVATE
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LAB-3 : Custom patterns (2)

With SCP, copy the custom pattern in /usr/Firewall/ConfigFiles

On the firewall console (Connect first with SSH to the Firewall)
enpattern -t /usr/Firewall/ConfigFiles/Prohibit50ormore_FC16.in
enpattern –afv
enasq
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LAB-3 : Custom patterns (3)
Now an additional rule !
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ConneXium Switch
 The effective IP on the set-up is 192.168.0.10

 The login is admin password private

Web Access: ! Old browser with JAVA support !

 SSH access with putty
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Stormshield Firewall labs : Balance
TP0 : return to initial conditions

Initialization – Hardware connections – Virtual environments 
TP1 : inherent PLC protections

Enforced security, access control
TP2 : Flow Analysis

IDS/IPS – Use IPS to capture frames – Frame Analysis
TP3 : Protection by Custom Patterns
TP4 : Attack script
TP5 : Network Segregated Firewall

Routing, gateways, using the FW as a router
TP6 : Setting up an Manageable Switch
TP7 : Internet access through the SNi40

NAT setup, OUT interface configuration, filtering
TP8 : Attacks and Protection
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PLC serial connection
 If  a WRONG configuration is uploaded to the PLC
 May loose contact with PLC
 No further connection possible

 Serial LINE required (USB USB)
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 If COntrolExpert in a VM
 Associate the USB connection to your VM
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ON the VM carying ControlExpert ( or on  real OS if ControlExpert on 
the real machine)
 A specific driver is required
 Install SchneiderPLCUSBDriverSuite.exe
 You may have to reboot the VM

 In device manager :
 SERNDISPSXM580 Controller
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 In Schneider Driver manager 
 IP defined for client and server
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 Control Expert can now communicate other the USB line
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Some other tools
 IP ANGRY SCANNER (IP Scanner)
 https://angryip.org/

 TFTPD64 (DHCP server and some other small services)
 https://www.intel.com/content/www/us/en/docs/programmable/683536/current/tftpd64-by-ph-jounin-installation.html

 Connexium Switch Management
 Ethernet switch Configurator

General Network Discovery and Management
 Connexium Network Manager


