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PACTORL - - i ﬁ:%
fffffff The platform is working! e

Now we have to begin to

Asean-Factori 4.0

Of course 10 are not
configured yet!

play with it!

4 - P10, P3

The GICS simulation card is
working, despite the left

« fixation » has been broken
during the travel!
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FACTORI

Various possible uses of the
platform

 Platform
* PLC programmation (sequential) => SFC (Grafcet), Ladder => GICS card
Control the engine available on the platform
Develop a small application (lift)
Network applications => communication, wireshark
Cyber-security aspects

* Project expectations
 Discuss: dissemination, next meetings

* Training expectations
* 1. PLC Programmation (VERY IMPORTANT)
» 2. Networking aspects (VERY IMPORTANT)
» 3. Cyber-security (OPTIONAL)
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Global methodology for labs Qea
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1. Define in « Control Expert » the exact architecture, corresponding to the actual physical one, all the slots should be configured (it is
equivalent to add the required libraries in IT)

Configure all the variables (I, O, M...)
Configure precisely the network interface (crucial step!), external clock for synchronization

Write a programme, the actions, possibly specific memories for Modbus frames

AR A

You can first work in simulation
1. Choose the simulation
2. Compile your programme (HW and SW)
3. Send your programme to the PLC (here in simulation)
4, Then run

6. You can then work with the real PLC

Choose the actual PLC

Compile your programme (HW and SW)

Send your programme to the PLC (here on the actual PLC)

Then run, you will need to interact using the GICS simulation card

You can also observe what's going on on the PLC using the debug mode

v wn o=

7. Never forget to save from time to time what you do !

®

Always stop running and the debug mode when you want to send a new programme to the PLC
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PLC Configuration g,

E: e e New Project

File View Tools PLC Help [ Show al versions
o 2 % B ¥ o | | e | " = - 8 =

¥-Gier— DAk 8 = J*J%Lf,\--\ PLC Min OS Version  Description E | %
= G Modicon M340 | ‘

2} Modicon M580 Help
[~ Modicon M580 Safety
1 Modicon MC80

&1 Premi

@ Quantum

O

Rack Description o)
E1 Modicon M580localdop |

£ Rack i
BME XBP 0400 | 4SLOTS ETHERNET BACKPLANE
BME XBP 0602 6 SLOTS REDUNDANT ETHERNET BACKPLANE

|10 SLOTS REDUNDANT ETHERNET BACKPLANE
Project Seltings |
[ Settings File: <default settings>

~ BME XBP 1002

Lolx.

|| [RI<TT¥ N\ Build { impot/epot__J, Uscremors_}_ FOTlogevent ), Seach/Repace [
Ready

MR oFrune Q

INS
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PLC Configuration

[[] Show all versions L 0K
i ‘ PLC Min.OS Version ~ Description | Cancel
@ Modicon M340 \ | =
£ Modicon M580 \  Hep
| BMEH582040 | 0320 | CPU580-2 ETH HSBY remote and distributed 10
. BME HS58 4040 | 0320  |CPUS5804 ETH HSBY remote and distributed 10
~ BMEHS586040 | 0320 | CPU 580-6 ETH HSBY remote and distributed IO
BME P58 2020 | 0320 | CPU580-2ETH distributed 10
. BMEP582040 | 0320 | CPUS580-2ETH remote and distributed IO
| BMEP583020 | 0320 |CPU 5803 ETH distributed IO
" BMEP583040 | 0120 CPU 580-3 ETH remote and distrbuted 10
BME P58 4020 | 0320 | CPU 5804 ETH dstributed 10
BME P58 4040 | 0320 CPU 5804 ETH remote and distrbuted 10
BME P58 5040 | 0320 | CPU 5805 ETH remote and distibuted 10
BME P58 6040 0320 | CPU 580-6 ETH remote and distributed 10
&1 Modicon M580 Safety
& Modicon MCB0
E| & al
& Quantum
Rack Description -
& Modicon M580 local drop
BME XBP 0400 45L0TS ETHERNET BACKPLANE
BME XBP 0602 6 5L0TS REDUNDANT ETHERNET BACKPLANE
BME XBP 1002 | 10 SLOTS REDUNDANT ETHERNET BACKPLANE v
—  Project Setlings E
[] Settings File: <default settings>
i ) FDTlogevent )  Search/Replace [
M1 R/ mode ReLIUE

Asean-Factori 4.0
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PLC Configuration .,
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P EcoStruxure Control Expert : PROJET_PP

File Edit View Services Tools Build PLC Debug Window Help

i e ~ 7 s 1 o Oh S RSP A |z :
AEHE |[(DiBca|g|eapB|senu|EED %5 % |0 R | @& T o |=mem 2%
AT B || - New Device X
Project Browser B
i3
g structural view Topological Address: 02 [l
Cancel
S Project ~ —
2 & Configuration v Part Number Descrigtion Al | Heb
Hardware Cataleg u
= Modcon M580 local drop 4
® Mdog =1 7"?'"""6'-'_""*.'”?"_'“""" ‘Fﬂ l
P Comrkestin e e il
i L ion Module (SV >=2.05)
Can Ethemet Commurscation Moduie (5V >= 2.11)
&~ Dicrete Factory Cast Ethemet Module (5V >= 101) -
& M“"‘" Factory Cast Ethemet Module (SV >= 2 04) r ert
g Factory Cast Ethemet Module (SV = 205) b
Supply Factory Cast Ethemet Module (SV >= 2.11)
@ - Third party products i —
i M580 NOC with P forwarding
M0 Netwark Optn Swtch
BME NUA 0100 M580 BME NUA 0100
BMX EIA 0100 ASirtedace Modue V3
BMX NGD 0100 'M580 Global Data Module
BMX NOC 0402 Bthemet 4 Port 10/100 RJ25
T BMXNOM02002 Bus Module 2 R3485/232 port (SV = V12)
BMX NOR 0200 Ethemet 1 port 10/100 RI45 -RTU
T BMXNRP 0200 “Fier Converter MM/LC 2CH 100Mb
BMX NRP 0201 Fiber Converter SM/LC 2CH 100Mb
k & Counting v
W]« ¥ T*] X CANopen ), RIOBus ), PLC bus j DTMcatalog
= 0
A[4]>IP\Build { mpot/expot ), Useremors ), FDTlogevent J, Search/Replace [
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PLC Configuration .,

m Eco

ure Control E

PROJET_PP

File Edit View Services Tools Build PLC Debug Window Help

AEH.

RiBloo|EeaEDsieq|EEa

te HME A~

New Device
Project Browser
2 stocuralvew Topoiogical Address: &5
5
7 1@ Configuration Part Number Description ~
RS
|
|
Hardware Catalog | '
e ster Module
e . Ehemet Conmuncaton Hode (5V>= .01
® s 9 Ethemet Communication Module (SV >= 2.04)
e Ethemet Commurication Modue (SV >=2.05)
E Discret : SV >=2.11)
e “ Factory Cast Ethemet Module (SV >= 1.01)
Rack Factory Cast Ethemet Module (SV >= 2.04)
g Sk Factory Cast Ethemet Module (SV >= 2.05)
¥ Cast Ethemet Module (SV >= 2.11)
® Eﬂd party products NOC with IP forwarding
i BME NOP 0300 IEC61850 Commurication odule
EME NOR 220 WxB0 advanced RTU module
__ BMENOS 0300 MxB0 Network Option Switch
BME NUA 0100 M580 BME NUA 0100
BMX EIA 0100 ASirterface Module V3
| BMXNGD 0100 1580 Global Data Module
BMX NOC 0402 Ethemet 4 Port 10/100 RJ45
1 BMX NOM 0200.2 Bus Module 2 R5485/232 port (SV >=V1.2)
EMX NOR 0200 Ethemet 1 port 10/100 RJ45 - RTU
BMX NRP 0200 Fiber Converter MM/LC 2CH 100Mb
BMX NRP 0201 Fiber Converter SM/LC 2CH 100Mb
[ 4] > TH T} Chliopen J, RIOBus ) PLC bus { DTMcataog / i Colrtng o

|

pert

impot/expot ), Useremors ), FDTlogevent i Seach/Replace [

Asean-Factori 4.0
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PLC Configuration

.5 B | Expert: PF

File Edit View Services Tools Build PLC Debug Window Help

LR R R I Y - AN L RN — |
Q~ New Device X
Project Browser [ x |
[ o |
PR Structural view Topological Address: 03
= L | Cancel
B o, Events ~
b e v -] [
Hardware Catalog n
5 Modicon M580 local dop
- Analog
& - Communication
Pt BMENOCO3014
‘;‘, i e BME NOC 0311 Factory Cast Ethemet Module v
il SMENOCOITIZ  Facton Cost Enemet Modue (S = rt
@ BME NOC 03113 h
® - Supply
4
B ey i T BMENOCO31.
# - Weighing
MxB0 advanced RTU module
Mx80 Network Option Swich
‘Ethemet 4 Port 10/100 R4S
8 620 Bus Module 2 RS435/232 port (SV = V1.2)
BMX NOR 0200 Ethemet 1 port 10/100 RJ45 - RTU
BMX NRP 0200 Fiber Converter MM/LC 2CH 100Mb
T BMXNRPO201 Fiber Converter SM/LC 2CH 100Mb
WIS ToF R Cavopen  RIoBw )\ PLC bus f Bcaimeg 7 || 7 | Coeod =
x
|
WA\ Build {_impot/expot__J, Useremors_j,__FDTlogevent _}, _Search/Replace _/

Ready

UGA

Université
Grenoble Alpes
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PLC Configuration
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E EcoStruxure Control Expert : PROJET_|
File Edit View Services Tools Build PLC Debug Window Help
QFEES | RYR | co M| &%E O x| ol GERBR Al 0000000 viHna D2 @atYo| @R B0

T EICE

Project Browser n
Bg  structural view TPLC bus e i=]

Bus: 0 BME P58 1020 03.20 v |

& i), Events A
(5, Timer Events
p=

v T i

| EXpe

[ 4] r]>F )\ cANopen ) RIOBus ) PLCbus £ DTMcatalog [ .@ PLC bus
x|
|

|| [AT<I*1¥ M\ Build £ impon/expot ), Useremors J,  FDTlogevent J,  Search/Replace ]
Ready I R/W m
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File Edit View Services Tools Build PLC Debug Window Help

CL A G - N T - — |

PLC Configuration

BRDE Q-

i
Project Browser

Hardware Catalog

= Modicon M580 local drop

P EEEREEEa

Asean-Factori 4.0

BMX DAO 1615

Dig 16 O Triacs

BMX DDI 1603 Dig 161 48 Vdc Sink

BMX DDI 1604 Dig 161 125 Vdc Sink

BMX DDI 3202K Dig 321 24 Vdc Sink

BMX DDI 6402K Dig 641 24 Vdc Sink

BMX DDM 16022 Dig 81 24 Vdc 8Q Source Tr
BMX DDM 16025 Dig 81 24 Vdc 8Q Relays
BMX DDM 3202K Dig 161 24 Vdc 16Q Sour Tr
BMX DDO 1602 Dig 16Q Trans Source 0.5A
BMX DDO 1612 Dig 16 O Trans Sink

BMX DDO 3202K Dig 32Q Trans Source 0.1A
BMX DDO 6402K Dia 64Q Trans Source 0.1A

13 - P10, P3

£ % | R | @ 8RR Y % R
New Device
Topological Address: 0.4
Part Number Description A~
= Discrete
BMX DAI 0805 Dig 81 220 Vac
BMX DAI 0814 Dig 811 100to 120Vac Isolated |
BMX DAI 1602 Dig 161 24 Vac/24Vdc Source
BMX DAI 1603 Dig 161 48 Vac
BMX DAI 1604 Dig 161 100to 120 Vac
BMX DAI 1614 DIG 16X1 SUPERVISED IN 100 TO 120 VAC
BMX DAl 1615 DIG 16X1 SUPERVISED IN 220 TO 240 VAC
BMX DAO 1605 Dig 16 O Triacs

UGA

Université
Grenoble Alpes
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E EcoStruxure Contrel Expert : PROJET_PP*

File Edit View Services Tools Build PLC Debug Window Help
AEHE BIE (oo U SANE D s SodgEaBRaA 000000 %% (DR ERYY0 (%] B
: HMB Q-

B Project Browser 8| = _

Pg  Structural view TP PLChus >|3ﬁ

& T, 0 : BVE x8P 0800 R Bus: 0 BME P58 1020 03.20 v
| @,(P)(‘P):woswoz 5

AP L e mEA sAnA

| EX|

M1 " TP} CaNopen }, Ri0Bus ) PLCbus { DTMcataog / || 7B  PLCbus l

(<] >1»N\Build £ impot/expot Useremors ), FDTlogevent ),  Seach/Replace [
Ready HMI R/W mode JelZ3HIN3
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- Here the gateway is
192.168.0.12.

- The choice of the
gateway depends of
course on the actual
architecture

- If you work on a
local network, you
don't need any
gateway !

- Several interfaces
are proposed:

Main IP address is the
normal address

|IP address A

Asean-Factori 4.0

Network Configuration

¥ EcoStruxure Control Expert : PROJET_PP

File Edit View Services Tools Build PLC Debug Window Help

AR LB o o

LEICE

21 ol B wal 0 ] mEs M| @m0

Grenoble Alpes

v @% BBO 2

g Structural view

(3, Project
- {2, Configuration
E——RR, 0:PLCbus
&, 0 : BME XBP 0800
T, ) ) : BMX CPS 4002
- i, 0 (1) : BME PS8 1020
-l 2 BME CXM 0100
B, 3:BMENOC 0321
1., 4:BMXDDO 1602
M., 5:BMXDDI 1602
., 6 : BMX DDI 1602
a7
R , 2 EIO Bus
Pﬂ, 3: CANopen
[_1, Derived Data Types
[_1, Derived FB Types
1 {31, Variables & FB instances
| o, Elementary Variables
@R, Derived Variables
@), Device DDT Variables
B, 10 Derived Variables
&%, Elementary FB Instances
4R, Derived FB Instances
(3, Motion
[, Communication
[sf5), Ethernet Network
=) fj‘ Programs
™ S

$2/0.0: E10: CommHeadDIOL2
= DIO Communicator Head
L] CommHeadDIOL2 1 Secury | {0 1PContiq | 10} £572 | 0 swme | 00 wre | 10t Swecy | {00 Gos | T Serviceror | 0} Advanced S
B Chamnel 0
1P address configuration
Main IP address 192.168 . 0 1
Main IP address +1 (Used for Hot Standty)
1P adiress A
1P addressB (Used for Hot Standby)
Subretmork mask
oy
CRA IP address configuration
Update CRA IP address configuration
Function: Services configuration
DIo
o —_—
D rPichus FFoo:Eo0:C.|

L=lx

15 - P10, P3
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Network Configuration:
M580 Addresses

eeeeeeeeeeeee

For the M580, the Main IP Address is the address of the CPU and the IP Address A (& B) is the IP
address of the EIO scanner service (IP address B — used for Hot Standby).
NOTE: If you change IP address A, the system may recalculate all IP addresses (including those of

the drops) to keep all devices in the same subnetwork.

For the M580 Hot Standby, the Main IP address will always be assigned to the Primary PAC and the
Main IP +1 will be the Standby PAC, this is an automatic switchover. The A and B IP addresses
however will always be assigned to the A and B specific hardware (switch setting), they do not

change on switchover
Schneider website: Last Modified on:9/29/2021
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*

| f
lEaSt:'ud:t.lrai\-'lew m =l 2|l l@]|)=

DID Communicator Head ’ I

‘2, Project A
{3, Configuration - - - - . . .
R, 0:PLCbus | EmeeadDEOLZ f&m]@fpc«f,g i rsre | I svme | T W7e | [ Swich | 10 Gos | T SenvicePor | T} Advanced Settings ]
%g, 2:E108us Channel =
3, 3 : CANopen Global policy

), Derived Data Types

(1, Derived FB Types

‘2, Variables & FB instances
@, Elementary Variables
@, Derived Variables
@, Device DDT Variables
., 10 Derived Variables

v DHCP /BOOTP : Enabled

&, Elementary FB Instances S SNMe Disabled B
R, Derived FB Instances FrE
(1, Motion ¥ ' Enabled bl
1 Communication
"_b Networks
i3, Ethernet Network
‘2, Programs Access Control
&, Tasks 5
Q mast Ercted
', Loge Subnet | 1P Address | subnetmask | Fwe | vere | vre| ponsoz | Ep | snme | A
& Evm—:’ SR Sections Function Yes |l 192.168.0.1 255.255.255.0 O 0 BOE O O 0
(L3, Timer Events DIo No [ O O O O O O
~ v
& 143 Events 0 PLChus | Bhemet Ne. | T7J0.3: BMEN. | TF]05: BMxD. [FFj06: BMxD. [ Tflo4:BMxD. §3 00:E0 C..|
d ll"rnjrr«:t settings [“I‘.i2]|l|['l| . Maintain output links on disabled EF [EN=0]
{Channel [0.0.0) DIOBML2Z} : [BME CXM 0100 {0.070.2]] This module doesn't work when TFTP, EIP and DHCP_BOOTP settings are disabled. Enable these services from the Security screen of the CPU Ethernet Embedded

Process failed : 1 Error(s) , 2 Warning(s]
| «I»I» ]\ Analyze Project § Impot/expot ) Useremors ), FDTlogevent )  Seach/Replace [

eady HMI R/W mode feldZU1}13 - NOTBUILT

May be you may have the red error, in this case you should go to the Ethernet
interface, and Enable the requested services, as it is done on this screen.
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Network Configuration .,
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Topo Configuration = DHCP Gateway : s
Type Subtype [ | Profiles _JF0 SO Enoble  |PAddress  SubnetMask o2 Identified By Identifier NTP State

= (] [ =
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Configuration of the variables

If we take as an example this application:

VP M VP2

Séquence _ .
~—P<F 1. vpir We have 3 sensors P1, P2 and E, which are
P2 T1: P11, VP1], VP21 Inputs for the PLC
Tif P2T~‘8’21- Mi1 - We have four actuators VP1, VP2, VE and
Pl E; ,“,42111 =l M which are Outputs for the PLC
E T5:Pl1)
T6: VE|
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Configuration of the variables

When using the EIO rack, it is not possible to use directly the topologicl addresses %l and %Q.

The topological address is possible only on the “main rack”.

The addressing for the EIO bus is in “Device DDT Variables”. The name of the variables will be for

instance something like DDM_MOD3_16.DIS_CH_OUT[16].VALUE

In order to use more easily the variable names, we can create “aliases”. These aliases are actually

names which can be used in programmes.

See in the next slides how to configure these variables.
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Configuration of the variables
(original French version, as a reminder)

Grenoble Alpes

L'automate M580 ne permet pas d'utiliser directement des adresse topologiques d'entrées /sorties telles que
%I et %Q des racks déportés sur le bus EIO.

L'adressage topologique n'est en effet possible que sur le rack principal.

L'adressage sur le bus EIO est en DDT d’équipement uniquement. Les variables ont alors des noms" a rallonge
", exemple : DDM_MOD3_16.DIS_CH_OUT[16].VALUE

Pour pouvoir utiliser des variables de fagon simplifiee dans le programme, il est nécessaire de créer des "Alias",
ces alias consiste a leur donner un nom qu'il sera possible d'utiliser dans le programme.

Les alias apparaitront dans la liste des variables en types EDT et non DDT d’équipement. Dans la colonne "Alias
pour" vous pourrrez retrouver le nom complet pour mémoire.

Consulter le document joint pour exemple
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Configuration of the variables

UGA

niversit
Grenoble Alpes

So the 10 variables are not configured directly. There are « structured variables ».

We should proceed through an alias.
Double-click on « Device DDT Variables »

1.

el e e e w e = g g —

‘3 Variables & FB instances

Elementary Variables
Derived Variables
Device DDT Variables

10 Derived Variables
Elementary FB Instances
NDerived FR Tnstances

Asean-Factori 4.0

B Data Editor =N ECE %"
Variables DDT Types FunctionBlocks DFB Types
Filter
T % Name [=] [* | [Jept []oDT []ioDDT [v]Device DDT
Name Ty ¥  Value Com.. ¥ _ Alias Alias of Addre.. ¥ = HMivariable ~ RIW Rights of Refere...
A28 :
S0 BMEP58 ECPU EXT 1 BME E =
[+ #5@ CAN3_d1_ATV320_V2_9 T_CAN... ™ __l
[+ #3@ CANopen_Master | T_PLCO... | | = =
[ #S@ PLCO_dO_r0_s4_DDO1602 T_U.DL. = |
[+ #3@ PLCO_dO_r0_s5_DDI1602 |TUDL. | | | =
[ #2@ PLCO_dO_r0_s6_DDI1602 T_U_DL. | | L |
& B vl | TUDOL. | | | | PLCO_d0_r0_s4_DDO1602DIS_C... | | =
[ = |

22 - P10, P3 UGA Grenoble — August 2022



FACTORI
4.0

Erasmus +

Configuration of the variables UCA

2. Then open DDO1602 for example (Digital Output slot)
3. Here we see that VP1 has been configured on the Channel_Out 0O
4. Let's configure VP2 on the channel_out 1

Asean-Factori 4.0

Unlversuté
Grenoble Alpes

1 i
Data Editor F=N ey "%
;uj Variables DDT Types FunctionBlocks DFB Types
Filter
Y % Name =] | Oeor Ooot (JioodT [Device DT
Name Ty. ™ . Value Com.. ¥  Alias Alias of Addre.. ¥  HMivariable ~ = R/WRightsofRe.. A
[+ A58 CAN3_d1_ATV320_V2. 9 T_CAN... = |
i r&. CANopen_Master T_PLCO. | = E
|[=] #5@P PLCO_d0_r0_s4_DDO1602 T_U_DI ‘ ‘ = =
\ »5 4 MOD_HEALTH BOOL | Module hea... | = =
\ #54® MOD_FLT BYTE | Module faults E =
= A5 B DIs_cH_ouT ARRAY.. = =
[+ #5 B DIS_CH_OUT(0) T_U B | VP1 | = =
[+ #5@ DIS_CH_OUT[1] T_U_DL. | = E
+| #58 DIS_CH_OUT[2) T_U_DI.. = =
+| #58 DIS_CH_OUT[3] T_U_DI.. = [
[+ #S@ DIS_CH_OUT[4) T_U_DL... | = E
1 [+ 258 DIS_CH_OUTS] T_U_DL. | = =
| [+ #S@ DIS_CH_OUT(6] T Bl = (i
\ [+ #5 @ DIS_CH_OUT[7] T_U_DI = |
i [+ #5@ DIS_CH_OUT(8) T_UDI = =
i [+ 5@ DIS_CH_OUT9) T_U_DI = =
\ T 4@ DIS_CH_OUT[10] T_U_DI =i |
=i [+ 2@ DIS_CH_OUT[11] T_U_DI =l |
1 [+ #58 DIS_CH_OUT[12] T_U_DI | = E
| + #5880 DIS_CH_OUT[13] T_U_DI = |
| £ ,@. DIS_CH_OUT[14] T_U_DI = | %

23 - P10, P3
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Configuration of the variables

4. Let's configure VP2 on the channel_out 1
5. We just add VP2 as an alias of Channel_out 1 (DIS_CH_OUT[1])
6. You need to confirm that you add an alias

Bats Editoi [=rEre
“‘f Varnables DDT Types Function Blocks DFB Types
Filter
r % Name [= [* | [CJeot [JooT [JIopDT []Device DDT
Name Ty.. ¥  Value Com.. ™  Alias 4 Control Expert v  HMivariable ~ = R/W Rights of Refers
| «5@ BMENOC0321 T_BME... | | | | =
(i 258 BMEPS8_ECPU_EXT T_BME.. . P |- L
| [+ 258D CAN3_d1_ATV320 V2 9 T_CAN.. [ [ o Alias does not exist, o =l
[+ 5@ CANopen_Master [T_PLco.. | [ ‘ [] Createits | [= E
| =] #5 @ PLCO_d0_r0_s4_DDO1602 T_UDL. | [ | o E
‘ #54® MOD_HEALTH | BOOL | Module hea... | [ |
5% MOD_FLT BYTE Module faults m i
= T T 1 Yes No E t

—l-#5% B DIS_CH oUT ARRAY.. | | | = |

[+ #5 B DIS_CH_OUTI0] | T_U_DL.. [ VP1 o E

[+ 5@ DIS_CH_OUT[1] T_U_DL. [ vP2 |l o |

[+] %@ DIS_CH_OUT[2] | T_U_DL.. [ _ | C E

[+ #5@ DIS_CH_OUT[3] | T_U_DL. | m E

[+] 5@ DIS_CH_OUT[4) T_U_DI. [ | =

[+] 258 DIS_CH_OUTI[5] | T_u_DL.. o =

[+ A58 DIS_CH_OUTI6] T_UDL. = =
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1.

Asean-Factori 4.0

Configuration of the variables UCA

Do the same for the other outputs, you will obtain that:

Université
Grenoble Alpes

Variables DDT Types FunctionBlocks DFB Types

@ Name [=| "

| Oeot oot [JioDdT []Device DDT

=] #3@ PLCO_d0_0_s5_DDI1602
o

Ty.. ¥ Value Com.. ¥  Alias Alias of Addre.. ¥  HMivariable ~ = R/W Rights of Refere
A5 4% MOD_HEALTH BOOL Module hea... = =
A5 4 MOD_FLT BYTE Module faults = ]
- #% B DIS_CH_OUT ARRAY... = =
#5 B DIs_CH_oUT[0] T_U_DL.. VP1 C o
#5 B DIS_CH_ouT(] T_U_DL. VP2 m o
[+] »5 B DIS_CH_OUT[2] T_U_DL. VE = uf
#5 B DIS_CH_OUT[3] T_U_DL. M = ]
#5@ DIS_CH_OUT[4] T_U_DL. [~ )
A58 DIS_CH_OUT[5] T_U_DL.. ] o
#5@ DIS_CH_OUT[6] T_U_DL.. = C
A58 DIS_CH_OUT[7] T_U_DL.. C O
A5 @ DIS_CH_OUT[8] T_U_DL. = =]
[+] #5@ DIS_CH_OUT[9] T_U_DI. = ]
25, DIS_CH_OUT[10] T_U_DI.. = o
5@ DIS_CH_OUT[11] T_U_DL. = ]
5@ DIS_CH_OUT[12] T_U_DL. ] =
#2@ DIS_CH_OUT[13] T_U_DL.. = E
AS@ DIS_CH_OUT[14] T_U_DL. C o
A58 DIS_CH_OUT[15] T_U_DI.. = =]
T_U_DLI. ] =
= -y
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8. Do the same for the inputs on the Digital input (the first one, slot5 (the one on slot6 is
not connected yet), you will obtain that!
@8 Data Editor =B
Variables DDT Types Function Blocks DFB Types
Filter
Y % Nemel-I[f | [Jeot [JooT []ioDDT [“Device DDT
Name Ty.. ¥ . Value Com.. ¥ . Alias Alias of Addre.. ¥ HMIlvariable ~ = R/W Rights of Refere A~
#5® MOD_HEALTH BOOL Module hea.. L [
254 MOD_FLT |BYTE Module faults = |
Ehc1 B0 | ARRAY
[+ ,@. ] DIS _CH _IN[0] T_U_DI. Ei i
[+ ,“_J. B DIs_CH_IN[1] [T_UDL. | ‘ Pl | |
[+ #5 B DIS_CH_IN[2] | T_UDL. | | P2 | =
[+ 258 DIS_CH_IN[3] | T_U_DL. | O
[ A28 DIS_CH_INM4] |T_UDL. | | C
+| 5@ DIS_CH_IN[5] T_UDL | C C
[+ A58 DIS_CH_IN[6] | T_UDL. | C
[+] #Si@ DIS_CH_IN[7] | T_U_DL.. | = —
[+] #5/@ DIS_CH_IN[8] [T_UDL. | | E
[+ #5@ DIS_CH_IN[9) [T_UDL.. | | £
[+ #5@ DIS_CH_IN[10] | T_UDL. | o
+ A28 DIS_CH_IN[11) |T_UDL. | | £
[+ 5@ DIS_CH_IN[12] 'T_UDL. | E o
[+ #5@ DIS_CH_IN[13] | T_UDL. | = =
[+ A58 DIS_CH_IN[14] T_U_DI. E E
[+] 25 @ DIS_CH_IN[15] T_U_DL.. | | —
[+ #3@ PLC0_d0_r0_s6_DDI1602 T_U_DL. 4 o 9
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0. Now all the variables are configured !
MData Editor | = | (=] |ﬁ
Variables DDT Types FunctionBlocks DFB Types
Filter
%‘ Name =/ |* ] []JeoT []oDT []10DDT [«]Device DDT
Name Ty.. ¥  Value Com.. ™ Alias . Alias of Addre.. ¥ = HMlvariable ~ R/W Rights of Refere ~
[+ »5 @ DIS_CH OUT | ARRAY.. ~ f
50 B | T_UDL.
+ A0 PLCO_d0_r0_s6_DDI1602 T_U_DI.. - -
+ @ v T LB 7 | PLCO_d0_r0_s4_DDO1602.DIS_C... | A | .—J
+ @ vP2 TUIDL. | PLC0_d0_r0_s4_DDO1602.DIS_C... | i | = N
+- B VE T LB ‘ PLC0_d0_r0_s4_DDO1602.DIS_C... | o -
= B ™ T.U. DL | PLCO_d0_r0_s4_DDO01602.DIS_C... | = | =
+- B E | T.U. DL | ‘ | PLCO_d0_r0_s5_DDI1602DIS_C.. | = | =
+ B P | T_U_DL. | ‘ ‘ | PLC0_d0_r0_s5_DDI1602.DIS_C... | . |
+ B P2 T.U.DI.. | | PLC0_d0_r0_s5_DDI1602DIS_C... | B | =
- [ L ||
v
< >
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Configuration of the variables .,
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10. These variables (like E or M for instance on the screen below) are actually « structured variables ».
A structured variable is composed of several « elementary variables »: here E.CH_HEALTH to use for

diagnosis, and E.VALUE which is the actual variable we are interested in !
11. Just for information, you can see that the « Discrete output » itself is EBOOL

- 1 EBOOL better than BOOL!
Contains the present value
The previous value

One information indicating if the bit has been forced or not

: M - UIU_\JI I_VUI My ...
; g@n . DIS_CH_OUTI0] U by, ‘
»54® CH_HEALTH | BOOL
»54 VALUE EBOOL
7 @ W onie AU NLITENM TIIMN
: g‘ff.. CANopen_Master | T_PLCO... |
- BE T_U_DL.
® CH_HEALTH BOOL
& VALUE EBOOL
= K T_U_DI.
@ CH_HEALTH BOOL
® VALUE | EBOOL
+ B P1 T_U_DL.
<. po ‘T 11

Asean-Factori 4.0

VP1
Channel he...

Discrete out... _
\Yipks]

Channel he... '

| Discrete inp...

jChanne] he... |
| Discrete out...

' PLCO_d0_r0_s5_DDI1602.DIS_C... |

| PLCO_d0_r0_s4 DDO1602.DIS_C...

| PLCO_d0_r0_s5_DDI1602DIS_C... |

PICDO A0 D o8 DNDITRN? NIS
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>
- SFC (Grafcet) to be
programmed

e S

M VP2

~— D<=

Séquence
TO: E|, VP11

‘ Attente \

Not E

Produitl

P2 T1: P11, VP1}, VP21 .l.pl
T2: P21, VP2|, MI?
T3: M1], VE1 Produit2 n
£l T4: P2|
E T5: P1] + P2
08 VE Mélange m
== 10s/XMelange
-I- NotE ,
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= Implementation of the SFC programme

e 2 sections
* One section of the finite state machine
e One section for the actions

 Click on Programs then Task then MAST then « new section » then SFC

» Then give a name (for example « main »)

Lt
Ll i |

General Localization Condition Comment

<+ Name: [
= |main [

] Language: C specific Protection: _ 1:

SFC Area number: IU_ < |None v | I

L . 'k

A [ "] operator control ._[

£

[

. i

1 OK Cancel Apply Help F

b
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* Then open the « chart »

* We will draw the behavioural part of the SFC

Implementation of the SFC programme

* There is an editing area for the steps and transitions of the SFC

UGA

Université
Grenoble Alpes

AEES colU|LAE D & S M aEOBRRRAST o] Swn (D2 | @aEt o @% RE0 TR
& Do "B |2E00
Project Browser u »
CeE—— VM]‘ EIO : CommHeadDIOL2 = | =] " 23 E
¥ 4 :8Mx 00O 1602 — DIO Communicator Head
B 5:BMXDDI1602 = —
§ =sneinie B B8 oo | "/ chart: IMAST - main) F=SfEcE
LB Variables
CRiEE e L1 1 | 2 ] 3 | 4 [ s [ e ] 7 ] 8] of 10 1
= :
[#}-~~ &= 1 : CANopen drop ' s . . . . .
[# [ Derived Data Types 1
(11 Derived FB Types Name
[+ {3 Variables & FB instances e
& Elementary Variables [F= (&59 =
@ Derived Variables “f,r'g.
~ @ Device DDT Variables L B v 2
B 10 Derived Variables @
& Elementary FB Instances 167, L D
- @k Derived FB Instances LE B Vel
1 Motion HEaM 3
[ Communication + M E
5 Ethernet Network F ] | T P T
[+ {3y Programs m@e2 | T T s
=& Tasks Tw
£ &, MAST 4
=, Logic < =
&= Gestion_ATV312_CANopen : ATV_32
B hgﬁin Senvices configuration
Chart
(23, Unused Macros o
(1, Adions Function:
- (2, Transitions DIO
(21 SR Sections Y
—1. N Events

Asean-Factori 4.0
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FACTORI - L;\% 5-35%/\
— =
sssssss ' Implementation of the SFC programme UGA
» Creation of the first state, let’s call it « WAITING » forr example then select « initial step »
« Validate the choice
* Now this first step, called « WAITING » is ready
e '
il BB Data £l [8] Chart : IMAST - main] Step properties: 5_1_2 x D@‘@ j
V?:?::bs i l 1 | ) | 3 | General Actions Comment 11 2
= B R L CEEE
Ca o & ; ariables ]
‘_1'_%;% . (O 'SFCSTEP_TIMES' variable @ Literals Filter l 1 | f | 3 |
el 2 I : : T | VAT,

& B e i ' .
EEE L R —

eIl ] . ,
eH|El | | —
Lﬂ ' E 3 | . . Delay
H-@eyy B
[ B P2
. 4
v
< < >
Cancel Apply Help
Function:
DIO -
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= Implementation of the SFC programme

 Creation in the chart of the states « Product1 », « Product2 », « Mixing » and « Draining »

0.0: EIO: Comr i_l’.}Chart:[MAsf_ main]
= DIO Communicatd | 1 2 l 3 [ 4 |
m- m Data Ed 1 W c
Variables
Fi"ar . ¢ e e e e e L
1
Name 2
|
H S0
Gl Productt
[+ B vy 3
[+ ¥ vq
M - vill— i - e e e
H @M
mme| 4
I | |
-8 P ; . .
- . i
)| )
< . B
/.32 T T L T
(r\
Function:
DIO ||

Qe
7

Grenoble Alpes
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2 Implementation of the SFC programme

Asean-Factori 4.0

—_— 1 1 L

X corresponds to the fact that the state is activated or not

T indicates the time spent within the state

1 L 1 1

Following the creation of the states, some variables (type « Structure ») have been created,
corresponding to the states

Tmin and Tmax are two two limiting variables of the residence time in the state

B8 Data Editor

f=]e

Filter

Variables DDT Types Function Blocks DFB Types

T % Name [=] |* | [Jept [~]oDT []IoDDT [JDevice DDT
Name v . Ty.. ¥ . Value Com.. ¥  Alias Alias of Addre.. ¥ = HMlvariable ~ = R/W Rights of Refer...
| @@ main | SFCCH. E =
| @@ Mixing | SFCST.. | | = =
il @ OTB_CANopen_l0_7 | Byted_ | InputCANo... | | |
| ] @ oTB_CANopen_I8_11 |Byted_.. | Input CANo.. = |
| [ @ OTB_CANopen_Q0_7 | Byted_ | Output CAN... = =
|[F @@ Productl | SFCST. = =
|5 8@ Produce SFCST.. | s
| 8@ | TIME = ]
8@ x BOOL [ =
&% tminEr BOOL | |
89 tmaxEn | BOOL | ]
[+ &@ WAITING SFCST. = ]
=L ‘ = |
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2 Implementation of the SFC programme UeA

Grenoble Alpes

« Implementation of the transitions by clicking btween two states
» Qur variables are Structure-type based, so not visible at first
» So let’s click on « Inside structure »

SFC-Editor : Instan

I

Product Vi me | @arro | @ eemiee)

Variables Function Blocks Interface

r % Name = |* | [inside structure

Name Type ¥  Value Com.. ¥  Alias Alias of EA jiart - (MAST - main]
@& ATV32_. BOOL | | Emergency... | ! | I 1 I 5 I 3 | 4 | 5 | 6 ‘
@& ATV32_.. |BOOL Fault Status... |
& ATV32_.. |BOOL Activate/De . : :

@ Base_de.. BOOL | Time Base.. | | ‘j

|

|

0 v |
& HM_AT. [EBOOL | | HMI Press.. | ‘ ; [ ) S

|

1

© HM_AT. |EBOOL |HMI: Press.._ | | E B ——— ' Bo o os w0
@® HM_AT.. | EBOOL HMI: Press... B 1 e RPIORETRE &l - :
R T Pesen 1 - ! |
< > 3 Transition condition Comment
Cancel [ [Jinverttransition condition
‘ﬁl 1 Type of transition condition
B 10 Derived Variables Ll [ (O TRANSITION section @ Variable
i Elementary FB Instances - .
= & Derived FB Instances 1 BOOL variable, value or address
1 Motion 5
2] ] Communication 4 . l “’u
i) Ethernet Network 1
=~ {3, Programs = o e
| Q) Tasks
-, MAST 5 OK Cancel Apply Help
=@ Logic ! T —— "
S | Gestion_ATV312_CANopen : ATV_32 J— L . . . L
=B main ! ; 3 .
[, chart ~
[Z3, Unused Macros i <
— Function:
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FACTORI

=2 Implementation of the SFC programme

* Now we see our structured variables E, M, P1, P2, VE, VP1, VP2
* First transition is « E » or mo®e precisely « E.VALUE »
this is actually « not E.VALUE »

Université
Grenoble Alpes

* |t should be « inversed » becau

SFC-Editor : Instance Selection X
[EvaLUe ~|GLoBAL = EVALUE Vi ne | @arro mEwam|ie
Variables Function Blocks Interface
T % Name = ‘i' | Minside |
Name Type ™  Value Com.. ¥  Alias Alias of A pmain
& @ BMENO.. | T BMENO. | | | | | | | | | | |
[+ @ BMEPS8.. | T_BMEPSS.. | | | [ | = 3 4 S 6
[+ @ CAN3_d.. |T_CAN3 d.. [ | 5 :
[ @ CANope.. | T_PLCO_dO.. | | [ [ | . ‘
[+ @ Draining | SFCSTEP_... | | | | —1 ) )
- WE |TUDS... | ‘ | PLCO_dO_... | B . - )
( @ EC. |BOOL Channel he... . W ERREIE
| | " Discrete in -
I LR [TuDis_. , , :PLCD_dﬂ_r,. . Transition condition Comment
|_ @ main | SFCCHAR... | | 1 [~]Inverttransition condition
|+ @ OTB_CA.. |Byted_Cha.. | Input CANo... | | .
|[+] @ OTB_CA.. |Byted_Cha... | | Input CANo... | [ . Type oftransition condition
[+ @ OTB_CA.. |Byted Cha.. | | Output CAN... | | | (O TRANSITION section (@ Variable
[ B P [Tups . | | | | PLCO_d0_r.. | ; )
([ B P2 | T_U_DIS_.. | | | PLCO_dO0_r... | . BOOL variable, value or address
[ @ PLCO_dO.. | T_U_DIS_. | [ ; [EVALUE "u
[ @ PLCO dO.. | T U DIS_.. L
[ @ PLCO_d0.. | T_UDIS_..
|E @ Producti | SFCSTEP_... | | | | | .
|i _. Produc2 | SFCSTEP_... | | | | 3 0K Cancel Apply Help
| 8 vE JTUDS... | | | JPLCO dbr { |
| ve1 T 11 NS PICN AN ¢ .
[ < > .
| e
encsl P2VAIUE
T &= & Fuwents T T«
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2 Implementation of the SFC programme

* We can create all the
transitions, except the one
after Melange for which
we need to create a
timeout (it will be done
later)

Asean-Factori 4.0
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= Implementation of the SFC programme

« We cIose the SFC by usmg the tool « Link »

5 #\-pug,;\Q SO

EY00-£10 Conf %/ Chart: [MAST - main]
X000 1602 SN 2o | 1+ | 2 | 3 | 4 | 5 [ 6 | 7 | 8 | 9 | 10 | 11 |2
: BMX DDI 1602 L
: BMX DDI 1602 L commHeadol | . : . : . : . :
Channel 0 1 _
2en | 1S _
4Nopen drop . .
2Types - [wamnG || -
Iypes 2 : :
FBinstances iR N I . . . . s e
ryvanables 1 0 I & 00 g HEVN B ¥ EE B R RUESR F R PHE B ¥ EZH R & @
llllllll .
)T Variabl 5
d Variables 3 -NOT EVALUE ) '
ry FB Instance: W - - (" " i W =% P on OB BEY W OB N S N N BEW R & RSN R ¥ B :
‘B Instance! . @ i :
jon 4 : : : ;
) | o : .
. 5 : P1.VALUE .
ogic L
3 Gestion_ATV312_CANopen : ATV_32 1. . | R A e m n e m momr m o mome m m e m wmoww we m m e s w w e e
&, main ! E - . . . . . . . . .
), chart 6 - - . 8 3 . . s ‘ : E
-3, Unused Macros oo “P2.VALI . ¥ i . . . . -
(3, Actions Function: F ﬂ o i - i i 3 i . E ;
&, Transtiocis B = | : ‘ R S NP v
R Sections £ - | Mixing S
- Y ||| 7 Picow w04 eMX w05 : . ;
:d : 0 Error(s), 2 Warning(s) )
—
Draining +
—
NOT EJALUE
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FACTORI

22 Implementation of the actions in ladder

« Definition of a new section for the programme in ladder
* This section is in Ladder (LD) and is called « Post »

» « Post » is a traditional name, which means post-processing, bacause the
actuators are activated after the programme

» Another important aspect is that the sections are run in the alphabetic order;
soO « Post » Is after « Main » (SFC programme)

rrrrrrr

LD - Asoun
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2 Implementation of the actions in ladder

For the state Produict1, there is one action => VP1.VALUE
We add a ladder contact

The condition (click on the contact) will be Product1.X (we will find it in the
structure)

: B { Chart [MAST - m
g Structural v ew = o =
T e Ll 1+ | 2 | 3 | 4] 5 | & | 8 | 9 | 10 |
=—ha 3:CANopen = =
[ 1 : CAMopen drop Data Editor EG
) Derived Data Types u
& Derh T Types Function Blocks Types
S va
@ Elementary Variables =IF | Oeot Foor Ciocot o
®
o lias of Addre.. ~  HMivariable ~ RMWRig
B opervedvariables W @@ Daimng 200 |SFCSTL !
@ clementryFBhstances || T @@ man | sFccH [
o =
d Mo =
W Ethe M 1=
Soerogams N (B S eaen . g [sFesT - |=
5 &3 Tasks | 1=
S 5 MAS [ |
513 Legic | =
[F] Gestion_ATV312_CANopen : ATV_32 ]
SR — = =
B cha = =
1 Unused Macros <
3 Actions < .
(L1 Transitions | K3
Fost
(23 SR Sections g
= 3 Events
(2 Timer Events
21 VO Events <
4 [ Animation Tables v
Soa 2 o= 7D PLCbus | ¥ Chart [M_] & Post: [M__ @ Data Editor[ffj0.4: BMX | 05 BMX_] @00 EI0- ]
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FACTORI

**  Implementation of the actions in ladder

* The output is VP1.VALUE

* This ladder means that VP1.VALUE is On when the step Product1 is On
(actually when the variable Product1.X is On)

 The Coil VP1.X here is activated where Product1.X is On, and then deactivated
(monostable)

— | 1 1 . | — l - ] . I - ] - ] . | - ] — ] — ] ] ‘
m \':\'IEHI‘S‘R\]‘

o/ Post: (MAST) E=SEoE %
1 2 3 4 5 6 7 8 9 10 11 8
1 Producln Ry VP1!.VALUE
_| ] . _ . . . A . | o\
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2 Implementation of the actions in ladder

 We can then create Product2.X => VP2.VALUE
 and Draining.X => VE.VALUE

1 1 1 ! | = 1 ~ I T | ~ 1 =l ]

e e
T =Rl |]‘
oo =)o

1 2 3 4 5 6 9 10 11 &
Product1.x VP1.VALUE
| {
Product2.x VP2 VALUE
2 {
Draining.x ' VE.VALUE
S {
\
4
Asean-Factori 4.0 42 - P10, P3 UGA Grenoble — August 2022



**  Implementation of the actions in ladder

* You need to configure M.VALUE as a function of Mixing.x (validation of the
engine from the step Mixing)
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 Each actuator activation should appear once only.

G| e e s e = =

Timeout are function blocks

We will use the tool « FFB Input
ladder programme), to add t

Timeout are objects

Implementation of the timing on the

engine

For « Mixing », we need to activate both the engine (M1) and the timeout.

sistant », you should click in the « Post » window (the
« TON » function on the ladder

\‘\r:';lh 4

Jen

Grenoble Alpes

WP Sl crart: s
Bus: | ] 1 [ 2
| Post : [MAST]
| 1+ | 2
Product1.x
1 i
| Product2 x
2 |

the type TO N wpm o :
| FFBtype: ITON| w u
Instance : ‘TON_U kd Iml
Prototype
A LN . T
22 Function Input Assistant X Name Type no. Comment Entry field
0 " =] &5 <inpu... |
g G e ‘ @ IN |BooL [1 | Stantdelay
frstence: -1l ‘ ® P.|TIME |2 | Presetdelay time
Protatype . - - ) i a <outp... | | |
| Name Type no. Comment Entry field r | ® a | BOOL |1 | Delayed output
‘ ® E.|TIME |2 | Intemal ime
| 8 «<inpu.. |
Add Pin Remove Pin(s) Help On Type
Al Pir n Typ
o o [ Special Assistant Help

Asean-Factori 4.0
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FACTORI

Implementation of the timing on the
eng ine e

* EN means Enable (should be used
for the block to be executed)

« ENO will be activated at the end of
the execution of the function code.
Very useful if we need some

sequences (chain) of functions (for a I P 4 5 o [ 7 8 s [ 10 [
instance ADD before a Fi e gl
. . . Misiiici M.VALUE
multiplication...) gt I e
TON_O
TON

* IN is the input of the function : for a
timeout, it is here we should put the
signal for the beginning of the
timeout

-|EN ENO|-

PT ET

* PT (Preset Time), here 10s (t# means
this is a variable with the type

SR N N N

« Ti me ))) = PLC bus | Chart: [M... €8 Post:[M.. [@Data Edito] [5]0.4 - BMX | T]05 . BMX_.|gal0.0 - EI0- ]

» Q is the input, which is active at the
end of the timeout. It will be used
for our SFC
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3.0 Implementation of the timing on the =

-
e n g I n e Université A
Grenoble Alpes

4 M ir].gx TON 0
I
oy TON
5 TON_O
— TON ‘ ‘ EN ENO|-
) EN ENO M'riqlg.x i |l
7 — i
| e HPT ETR
4 —-PT ETF
9
1| 3 4
Draining.x
3 P
CHH
4 _fﬂwx
— [
5 TON_O
— TON
g EN ENO
Mixing.x
! IF IN Q
8 #10s—H{ PT ET
9
10
<

Asean-Factori 4.0
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Implementation of the timing on the
eng ine s o

* |In order to create the
transition with the

« timer » yOU need: ] src-ditor : Instance Selection X
* To look for the variable = — ~ [T Z o wsine @ o o ssmn]te

you are interested in: | O e — ———

TON 0 which means | 2 e JEmenegre T T [ s [ 6 [ 7]

the Q output of the 5 —— -

TON_O timer) T e R A
» To find it, you need to T so0t Co N -

look for in « Function | — == TDIdd

blocks », and also if

necessary you need to/ TSN @

click on « Named by L o

default » Betiod

oK Cancel Apply Help
OT?TUE ’
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3.0 Implementation of the timing on the
eng ine s o

Sl §

i Transition properties X P2VAL£

Transition condition Comment ‘ 1T

[Jinverttransition condition Mixing

Type oftransition condition
(O TRANSITION section (@ Variable

L .
BOOL variable. value or address ’
' ITON_0.Q - [ ; “TON_O.
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