
TP1 Cybersecurity TI - inherent PLC protections

Operational objectives:
- Understand the role and scope of the configuration of the M580 ePAC Central Unit's Ethernet

security-related services (flat network vs. separate networks)
- Be able to define and modify this type of configuration, globally or selectively, and to explain

its effectiveness, with supporting traces

Prerequisites:
- Have a general knowledge of the principles of Ethernet protocols and addressing (IPV4)
- Know how to change the IP address of a PC's local Ethernet port and specify a route for it
- Master the basic operations of Control Expert and Unity Loader
- Master the operations required to configure the CPU module and the Ethernet couplers of the

ePAC M580 via Control Expert
- Be able to run Vijeo Designer in simulation mode
- Understand the basic structure of a Modbus frame and its main functions
- Be able to perform a Wireshark capture, and filter addresses and protocols

The problem posed:
Understand and deploy the inherent cybersecurity defenses of the ePAC M580

Resources:
- Manufacturer's documentation

- Schneider Electric (website)
- Specific documentation (in ressources)

- Architectures Maquette Cybersec_anglais.pptx
- Applications made available for this exercise:

- M580 application (Control Expert): md1ae58ecyb.stu
- HMI application (Vijeo Designer): MD1AE58ECYB

- Software provided, to be installed on the work PC (console) for the realization of this TP:
- Control Expert (Schneider Electric) : Programming of Schneider Electric M340, M580,

…
- Unity Loader (Schneider Electric) [optional]: loading of M340/M580 PLC firmware
- Vijeo Designer V6.2 SP8: Magelis HMI Application Design
- (execution including in Simulation mode on the Workstation)
- Web Gate Client (Schneider Electric): complement to Vijeo Designer [option]. (remote

client of the Magelis HMI, running in an Internet browser)
- Internet Explorer : Microsoft's Internet browser
- Angry IP Scanner (angryip.org): check for accessible IP addresses in a given range

[option].
- Wireshark (Wireshark Foundation): observation of Ethernet frame details
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- Evaluation criteria :

😀 😐 😟

Understanding flat architecture vs. separate networks

Interpretation/justification of the protocols considered
(MB/TCP, HTTP, FTP)

Implementation / justification of global control manipulations

Implementation / justification of selective control manipulations

Handling of tools (Control Expert / Loader, IE, VJD Simulation
and Wireshark)

Autonomy - Quality of work/restitution

Time spent: 2h Objective(s) : Comment(s) :

Evaluation : / 20 Achieved Not achieved
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TP1 - The intrinsic protections of the PLC (ePAC) in terms of Cybersecurity

The programmable logic controller, and in particular the Schneider Electric ePAC M580, provides a
number of functionalities that can rightly be exploited as defensive measures in terms of cyber
security.

These include, in particular, for entities with Ethernet connectivity (CPU or communication coupler):

- The ability to explicitly enable or disable the service of Ethernet communication protocols
such as HTTP, FTP ... for example

- Filtering on IP addresses explicitly designated as eligible accessors (clients). This filtering
will, for each designated IP address, validate/inhibit the service of such or such protocol
(Modbus502, HTTP, FTP, ...)

This tutorial aims at highlighting these possibilities, solicited in a static way (i.e. by configuration)

NB: Dynamic filtering (i.e. by program) is beyond the scope of this course

NB: The implementation of the IPSec protocol is beyond the scope of this tutorial

—----------------------------------------------------------------------------------------------------------------

1. With the help of the documents provided (see Architectures Maquette
Cybersec_anglais.pptx), identify and comment on the various components of the target
architecture, in accordance with the Phase 1 architecture diagram.

2. The first step is to lay the Ethernet cables on the board, in accordance with this so-called
Phase 1 architecture.

3. Load the M580 PLC using the default application program (md1ae58ecyb.stu), which does
not involve filtering on services or filtering on the IP addresses of the accessors.

NB: the HMI is the owner of the Vijeo Designer application program (MD1AE58ECYB)

Check access to the drive speed setpoint modification, initially from the local HMI, and also
from an Internet Browser requesting the HMI's IP address (Web Gate client).

________________________________________________________________

4. Check the access to the drive speed setpoint modification, from the HMI application (Vijeo
Designer) running in simulation mode on the Workstation.

From an Internet Browser running on the Workstation, check access to the HTML pages
served by the M580 CPU.
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Try using the M580 PLC from the Workstation, using the Unity Loader utility to test the use of
the FTP protocol

NB: The demonstration of Modbus/TCP, HTTP and FTP exchanges will be supported, if
necessary, by a Wireshark trace (the service port of the CPU is configured in mirror mode, in
order to restore all the traffic passing through the different Ethernet ports)

5. Sequentially test the persistence or not of the service of these protocols, depending on
whether or not they are enabled/inhibited by the ePAC M580 configuration.

NB: The demonstration of these behaviours will be supported by a Wireshark trace (the
service port of the CPU is configured in mirror mode, to restore all the traffic transiting on the
different Ethernet ports).

6. Set up IP address filtering in the configuration of the Ethernet communication on the
idkétayCPU port. Check first that, when this filtering mode is activated, the Workstation is not
able to operate anything on the ePAC if it is not on the list of declared accessors (whether it
is an HTTP, FTP ... or simply Modbus/TCP access).

Then check that if the IP address of the Workstation is recorded in the list of authorized
accessors on the ePAC CPU, it now has full access to the ePAC.

Next, examine the behavior of the Workstation if its IP address is present on the list of
authorized accessors, even though the admissibility of the Modbus/TCP, HTTP and FTP
protocols is successively invalidated.

NB: Idem, support the demonstration of these behaviours with a Wireshark trace.

___________________________________________________________________

7. Now perform a test sequence identical to the one performed so far (points 4 to 6) considering
the Phase 3 Architecture, i.e. by accessing the ePAC not directly via a CPU Ethernet (DIO)
port, but via an Ethernet (DIO) port of the BME NOC 0321 coupler installed on the rack of
this ePAC. (See document Architectures Maquette Cybersec_anglais.pptx)

Note: The workstation (as well as the observation station) will be assigned a new IP address
- see document Architectures Maquette Cybersec_anglais.pptx - which is supposed to
correspond to the addressing domain of the 'Control Network', while the 'devices' will remain
in the previous addressing domain, which is supposed to be that of the 'Device Network’.
Consequently, the workstation (as well as the observation station) will have to be initialized
with a route command to designate the 'internal' IP address of the NOC coupler to the PC as
the access point to the ‘Device Network’.
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Bonus: Provide a short summary of the scope of the Modbus502, HTTP vs FTP clients,
depending on whether the target IP address is the main port of the M580 CPU or the external
address of the BME NOC 0321 coupler.

—----------------------------------------------------------------------------------------------------------

Note: The BME coupler service port N0C 0321, as well as the M580 CPU service port, is
configured in mirror mode by the M580 application program, to allow all traffic passing
through the other coupler or CPU ports to be restored if required.

Details of expected operations

1. Architecture components Phase 1

● Identification and commentary on the components of the target architecture (Phase 1)

2. Installation of Ethernet cables according to the Phase 1 architecture

3. Loading the program with the default application (md1ae58ecyb.stu)

program to be open: md1ae58ecyb.stu
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3.1. Checking the IP address of the workstation

Make sure, as simply as possible by means of an IPCONFIG, of the IP address of
your workstation, on your local (wired) network: 192.168.0.200

3.2. Checking the IP address of the M580 ePAC

Before wiring the SNi40, make sure that the ePAC/M580 (main address 192.168.0.1)
is accessible by means of a PING
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3.3. Reloading the PLC program (optional)

Using the Control Expert software, reload (if necessary) the ePAC M580 with the
application program (md1ae58ecyb.stu), free of any protocol/service limitation and
address filtering (using if possible the Ethernet link --- main address 192.168.0.1) or
alternatively the USB link.
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At the end of this loading, put the automaton in RUN.
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3.4. Checking the accessibility of the ePAC for the HMI
- From the HMI, go to the speed controller control view

NOTE: If the ePAC is inaccessible, the base of the HMI display will show a message like:

If this error occurs, check the wiring. If necessary, check the HMI and ePAC applications.

- Changing the speed setpoint
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- Start the engine by pressing the "Activate" button, and ensure that the engine is
running.

Play with the speed setpoint and check that the motor speed matches the setpoint.

- Switch off the engine by pressing the "Disable" button, and ensure that the engine is
stopped.

3.5. Verification of ePAC accessibility for the Web Gate replica of the HMI

Proceed in the same way, using a Web Gate access of the HMI on the workstation
through an Internet Browser (Internet Explorer).

- Change the PC screen resolution to 800x600

- Install "Web_Gate_Client_Files_6.2_SP8" available in the "Software" folder in 3Web
Gate”
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- Open Internet Explorer and enter the address of the HMI (192.168.0.30) in the
address bar. Validate if necessary the Vijeo Web Gate add-on (Allow)

- Select the English language

- Then click on the Visualization tab and then on the entry Webgate | In Frame to
display the HMI screens.

- Proceed as on the HMI to reach the drive control screen
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NOTE: the commands operated from WebGate will, within the framework of this practical work, only
be effectively taken into account if this view is simultaneously displayed on the HMI

4. Checking the availability of the Modbus/TCP, HTTP and FTP protocols by the M580
Central Unit

4.1. Verification of ePAC accessibility for Modbus/TCP requests requests issued by
Vijeo Designer in Simulation Mode

- First check with Control Expert, through an Animation Table, the possibility to
read/write the speed setpoint value of the drive, i.e. the possibility to read/write the
variable IHM_ATV32_Consigne (%MW1014)
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- Also, ensure that the ePAC (main address 192.168.0.1) is accessible via a Modbus
request. Check that a read access on the word %MW1014 (which corresponds to the
drive speed setpoint address) gives the same value as the one identified via Control
Expert.

Use the Vijeo Designer application, running in Simulation mode on the working PC

13



- The welcome screen displayed by the simulator is as follows:

- Click on the ATV32 button.

Proceed as on the HMI to control the drive

- Check via Wireshark, that Modbus/TCP frames are exchanged between My
Computer and the M580 CPU.

We are going to filter all the frames captured by this expression:

ip.addr == 192.168.0.1 and ((modbus.func_code ==16) or (modbus.func_code ==
03))
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Example: Cyclic multiple register read frame (function code 03) and specific multiple register write
frame (function code 16)

- Discontinue the Vijeo Designer Simulation after use.

4.2. Access to HTML pages served by the M580 CPU (HTTP protocol)
- From Internet Explorer (the Internet browser of choice for web servers built into

Schneider Electric PLCs), enter the IP address of the main CPU port.

Check that the machine responds, and allows browsing of the HTML pages served.
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- Check via Wireshark, that HHTP frames are exchanged between Workstation and
M580 CPU.

We are going to filter by the following expression:

ip.addr == 192.168.0.1 and http and tcp
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- Quit the browser after use.
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4.3. Access to the M580 CPU firmware download service (FTP protocol)
- Launch Unity Loader, go to the second tab (Firmware) and connect to the M580 CPU

via Ethernet.

- Check via Wireshark, that FTP frames are exchanged between My Computer and
M580 CPU.
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Disconnect from the M580 CPU after use.

5. Selective inhibition, by configuration, of the HTTP and FTP services of the Central Unit

5.1. Access to HTML pages served by the M580 CPU (HTTP protocol)
- With Control Expert, in off-line mode, in the M580 CPU configuration, and open the

section presenting itself as the EIO Bus configuration section.

Disable the HTTP protocol service
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Validate this configuration modification (Ctrl-W), generate, load the PLC and put it in
run.

- From Internet Explorer, enter the IP address of the main CPU port.

Check that, under these conditions, the PLC CPU does not allow browsing its HTML
pages.
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- Check via Wireshark that, given the current configuration of the Ethernet port of the
M580 CPU, there are no HTTP frame exchanges with the workstation

Filter the results by: ip.addr == 192.168.0.1
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It can be seen that the ePAC M580 systematically rejects the attempts made by the
Workstation with a reset request

- Re-enable the HTTP protocol service.
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5.2. Access to the M580 CPU firmware download service (FTP protocol)
- Continuing with Unity, still in off-line mode, in the M580 CPU configuration, open the

section presenting itself as the EIO Bus configuration section.

Disable the FTP protocol service.
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Validate this configuration modification (Ctrl-W), generate, load the PLC and put it in
run.
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Launch Unity Loader, go to the second tab (Firmware) and connect to the M580 CPU
via Ethernet.

Check that, under these conditions, the PLC CPU does not allow any manipulation on
the firmware side (neither read nor write).

- Check via Wireshark that, given the current configuration of the Ethernet port of the
M580 CPU, there are no FTP frame exchanges with the workstation
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It can be seen that the ePAC M580 systematically rejects the attempts made by the
Workstation with a reset request

- Reactivate the FTP protocol service.
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Validate this configuration modification (Ctrl-W), generate, load the PLC and put it in
run.
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6. IP Address Filtering: M580 CPU Access Control

When this IP address filtering (Access Control) is disabled, no filtering is performed
on the IP addresses of clients accessing the port in question (in this case the CPU
Ethernet port).

On the other hand, when this filtering is activated, only those whose IP addresses
have been logged will be recognised as legitimate clients. Thus, for a logged address,
the admissibility of the protocols corresponding to the Modbus/TCP, HTTP, FTP,
TFTP, SNMP and EIP services will be checked individually for each designated
accessor.

6.1. IP address filtering in the Ethernet configuration on the CPU port
- With Unity, go (in off-line mode) to the M580 CPU configuration, and open the section

presenting itself as the EIO Bus configuration section.

Enable Access Control i.e. filtering on the addresses of the accessors (clients) to the
services managed by the CPU
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6.2. IP filtering enabled in the Ethernet configuration on the CPU port, without
designated accessor

- Firstly, ensure that the filtering log table does not indicate any authorized accessors
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If necessary, comply with this configuration, validate (Ctrl-W), generate, load the PLC
and run.

- Under these conditions, check that the workstation is no longer able to operate a
Modbus access (via the Vijeo Designer simulation)
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Example of a Wireshark trace with cyclic readings and speed setpoint modification

We check that we oscillate between requests for retransmission and synchronization
issued by the Workstation; but that the automaton does not respond to these
requests.

- Also check that, under these conditions, it is no longer possible to access the M580
CPU web pages from the Workstation.
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Example of a Wireshark trace

32



We check that we oscillate between requests for synchronization and retransmission
before abandonment, by the Workstation; but that the automaton does not respond to
these requests.

- Finally, check that, under these conditions, it is no longer possible to connect to the
M580 CPU from the Workstation via Unity Loader.

Example of a Wireshark trace
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We check that we oscillate between requests for synchronization and retransmission
before abandonment, by the Workstation; but that the automaton does not respond to
these requests.

6.3. Validated IP filtering in the Ethernet configuration on the CPU port, with
designated accessor and all validated protocols

- Ensure that the filtering log table now designates the Workstation as an authorized
user, by validating each of the FTP, TFTP, HTTP, Port502 (Modbus), EIP and SNMP
protocols

If necessary, comply with this configuration, validate (Ctrl-W), generate, and load the
PLC and run if necessary.
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- In these conditions, check that the workstation is able to operate a Modbus access
(via the Vijeo Designer Simulation) (read or even write)

Example of a Wireshark trace with cyclic readings and speed setpoint modification
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- Also check that the M580 CPU web pages can still be accessed from the Workstation
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Example of a Wireshark trace

- Finally, check that you can still connect to the M580 CPU from the Workstation via
Unity Loader.
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Example of a Wireshark trace

filter by: ftp

6.4. IP filtering enabled in the Ethernet configuration on the CPU port, with
designated accessor with selective protocol disabling.

Now ensure that the filtering log table designates the Workstation as an authorized
user, but by successively and alternately disabling the Port502 (Modbus) protocol,
then HTTP, and finally FTP.

6.4.1. Modbus protocol disabling

As we are enabling the access control for the PLC, we need to mention all the host
addresses and protocols they will be allowed to use, so the platform could work
properly.

We have added in this order the following addresses:

PC address: 192.168.0.200

HMI address: 192.168.0.30

CAN address: 192.168.0.110
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- Disable Modbus protocol (Port502) against IP address 192.168.0.200

If necessary, comply with this configuration, validate (Ctrl-W), generate, and
load the PLC and run if necessary.

- If this is the case, check that the workstation is no longer able to access
Modbus (via the Vijeo Designer simulation) ( reading or even writing)

39



- Example of a Wireshark trace

We check that we oscillate between requests for synchronization and
retransmission issued by the Workstation; but that the automaton does not
respond to these requests.
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6.4.2. Disabling the HTTP protocol
- Disable the HTTP protocol against the IP address 192.168.0.200

If necessary, comply with this configuration, validate (Ctrl-W), generate, and
load the PLC and run if necessary.

- Under these conditions, check that the workstation is no longer able to access
the web pages of the M580 CPU

Example of a Wireshark trace
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We check that we oscillate between requests for synchronization and
retransmission issued by the Workstation; but that the automaton does not
respond to these requests.

6.4.3. Disabling the FTP protocol
- Disable the FTP protocol for the IP address 192.168.0.200
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- Check that, from the Workstation, you are no longer able to connect to the
M580 CPU via Unity Loader.

- Example of a Wireshark trace
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We check that we oscillate between requests for synchronization and
retransmission issued by the Workstation; but that the automaton does not
respond to these requests.

7. Architecture components Phase 3
- Identification and commentary on the components of the target architecture (Phase 3)

8. Installation of Ethernet cables according to the architecture Phase 3
9. Modification and verification of new IP addresses

9.1. Workplace
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● To find out which routes have been previously defined on the Workstation, view them with the
command route PRINT

● If necessary, run a route DELETE command to remove the routing used so far, before
changing the IP address of the PC, and declaring a new routing

ex : route DELETE 192.168.0.0

● Record the new Workstation address (172.16.12.200) Check via IPCONFIG
● Issue the route command designating the 'external' address of the NOC coupler

(172.16.12.1) as the entry point to the Device Network (192.168.0.0)

Route ADD 192.168.0.0 mask 255.255.255.0 172.168.12.1

● Check the accessibility of the main address of the M580 CPU (PING)

9.2. Observation post (frame capture)
- Logging of the new Observation Station address (172.16.12.230)

Verification via IPCONFIG
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10. Verification of service availability of Modbus/TCP, HTTP and FTP protocols by the CPU
through the BME NOC 0321 coupler

Note:

When requested on its IP address via a protocol for which it has its own resource, the BME
NOC 0321 coupler responds with respect to this resource. Thus, when requested through
HTTP or FTP protocols, the coupler responds by displaying its web pages and giving access
to its firmware, respectively.
On the other hand, if the BME NOC 0321 coupler is requested via a protocol for which it does
not have its own resource, as this is carried by the CPU, it responds with regard to this CPU
resource. Thus, when requested via the Modbus/TCP protocol, the coupler responds by
giving access to the application database.
In any case, the manipulations envisaged below will be limited to soliciting the main address
of the M580 CPU, through the BME NC 0321 NOC router module. There will be no question
of directly requesting its resources (e.g. HTML pages or coupler firmware).

Replay the previous chapter 4 in the present context:
- Check the accessibility of the ePAC (main address) for Modbus/TCP requests issued

by by Vijeo Designer in Simulation Mode
- Verify access to HTML pages served by the M580 CPU (HTTP protocol)
- Check access to the M580 CPU FW download service (FTP protocol)
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11. Selective inhibition, by configuration, of the CPU's HTTP and FTP services through the
BME NOC 0321 coupler

Replaying the previous chapter 5 in the present context

- Access to HTML pages served by the M580 CPU (HTTP protocol)
- Access to the M580 CPU firmware download service (FTP protocol)

12. IP address filtering: Access control to the CPU through the BME NOC 0321 coupler

Replay the previous chapter 6 in the present context.

- Filtering on IP addresses in the Ethernet configuration on the CPU port :
- without designated accessor
- Modbus502 access
- HTTP access
- FTP access

- with designated accessor (global and then selective allocation of protocols)
- Modbus502 access
- HTTP access
- FTP access

47


