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TP2 - IT Cybersecurity - Flow Analysis

Operational objectives :

- Understand the operational philosophy of the SNi40 Firewall, with the objective of
analysing and identifying flows between the Supervisory Control Station and the
Automation System.

- Be able to configure the SNi40 firewall in Block All vs Pass All + Analyse mode

- Be able to implement the RealTime Monitor software to render in Wireshark the
details of the Modbus frames exchanged

- Be able to isolate and interpret the details of a Modbus read or write request

Prerequisites:
- Master the basic operations of Control Expert
- Be able to run Vijeo Designer in simulation mode
- Understand the basic structure of a Modbus frame and its main functions

The issue at hand:
- Configure an SNi40 Firewall to allow logging and analysis of data flows between the
Control Station and the Automation System.

Resources :
e Manufacturer's documentation
- Schneider Electric (site web)
- Stormshield : SNS - User and Configuration Manual
e Specific documentation

- Architectures Maquette Cybersec 28-05-2019.pptx

e Applications made available for this exercise:
- M580 Application (Control Expert) : cybersec M580 called md1ae58ecyb.stu
- HMI application (Vijeo Designer) : cybersec IHM called MD1AES8ECYB
- Default SNi40 Firewall configuration file (SNI40-TP2-0.na)
e Software provided, to be installed on the working PC (console) for the realisation of
this TP:
- Control Expert (Schneider Electric) : Programmation Automate Schneider
Electric M340, M580, ...
- Vijeo Designer V6.2 SP8: Magelis HMI Application Design (execution
including in Simulation mode on the Workstation)
- Web Gate Client (Schneider Electric): complement to Vijeo Designer [option].
(remote client of the Magelis HMI, running in an Internet browser)
- Internet Explorer : Microsoft's Internet browser
- Angry IP Scanner (angryip.org): check for accessible IP addresses in a given
range [option].
- Wireshark (Wireshark Foundation): observation of Ethernet frame details
- RealTime Monitor (Stormshield): redirection to Wireshark of frames captured
by the SNi40
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Evaluation criteria :

Connecting the SNi40

Setting up a Block All security policy

Configuration of a Pass All security policy

Setting up a Pass All + Analyse security policy

Handling the RealTime Monitor + Wireshark software

Interpreting the details of a Modbus read or write request

Autonomy - Quality of work/restitution

Time spent : 2 h [Objective(s) : Comment(s) :

Evaluation : /20 |Reached(s) | Not reached
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TP2 - Network flow analysis

The implementation of the Stormshield SNi40 is intended to increase the cyber security
defence capabilities against external attacks on the automation system.

The course of this TP will involve successively :

The SNi40 connection between the ePAC M580 (Ethernet DIO port of the CPU) and
the Workstation.

The latter will behave as a client towards the ePAC, in particular by displaying a
supervision station by means of an Internet browser which allows the Webgate of the
HMI.

The SNi40 Firewall will first have a default filtering configuration, and it will be seen
that all the exchanges are blocked, reads as well as writes of data on the ePAC:
nothing will work any more. (This is intended to draw the user's attention to the fact
that, by default, the behaviour of the platform is modified simply because of the
insertion of the SNi40 Firewall)

The configuration and adoption of a Security Policy (Block & Trace All) offering a first
level of analysis (logging) will then take place, such that the entire flow emitted from
the Control Network will be considered from the outset to be blocked, while
maintaining the transit of the administration flow.

The configuration and adoption of a new Security Policy (Pass & Trace All) offering a
first level of analysis (logging) will then take place, such that the entire flow emitted
from the Control Network will be considered from the outset to be authorised.

This behaviour will then be modulated to allow detailed packet analysis of the frames
targeting the M580 ePAC, e.g. those Modbus frames operating in write mode. This
will require, in addition to maintaining the global authorisation previously given,
specifically blocking these Modbus write functions. This will decide the production of
as many events, whose packets will be requested to be captured. In the end,
however, the transit authorisation of these targeted frames will be maintained.

Thus, in the end, no request will be blocked, but we will have captured and archived
in the firewall, for later analysis, the frame packets for which we wish to proceed with
a detailed analysis.

The behaviour of the motor controlled by the variable speed drive will be modified by
changing the speed setpoint from the simulated HMI application on the Workstation.
We will be particularly interested in the detail of the restitution of the exchanged
frames - via the RealTime Monitor + Wireshark software - corresponding to these
modifications of setpoint operated on the ePAC M580.

This test sequence will be replayed with a separation of networks: Control Network
vs Devices Network. This time the SNi40 firewall will not be connected to an Ethernet
DIO port on the CPU module, but to an Ethernet DIO port on the BME NOC 0321
module. The elements present on the 'Control' network will be registered in the
172.16.12.0 addressing domain, while those present on the 'Devices' network will be
registered in the 192.168.0.0 addressing domain (i.e. the same as before).
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1. Using the documents provided (see Cybersec Model Architectures document),
identify and comment on the various components of the target architecture, in
accordance with the Phase 2 and Phase 4 architecture diagram, in comparison with
the Phase 1 and Phase 3 architectures, respectively, discussed in TP1. In particular,
identify and comment on the front panel ports of the SNi40 box.

2. First, install the Ethernet cables on the board in accordance with the Phase 1
architecture.

3. Load the M580 PLC with the default application program (cybersec M580 called
md1ae58ecyb.stu), which does not involve filtering on services or filtering on the IP
addresses of accessors.

NB: the HMI is loaded with the Vijeo Designer application (cybersec IHM called
MD1AES58ECYB)

Check the access to the drive speed setpoint modification, first from the local HMI,
then from an Internet Browser requesting the HMI IP address (Web Gate client), and
then from Control Expert (address %MW1014).

4. Modify the placement of the Ethernet cables on the board to comply with the Phase 2
architecture.
5. The SNi40 Firewall must be configured as a bridge by default.

We will first check the accessibility of the Firewall, and after connecting to it, we will
proceed to the setting of the minimum authentication time.

Check that the serial number of the unit matches and align the time with that of the
workstation, in accordance with the Europe/Paris time zone. If the time zone is
modified, the SNi40 will, after validation of this modification, start an automatic reboot
sequence.

In particular, check also that the SNi40 is allocated an IP address that corresponds to
the cut-off network (i.e. the network on which this SNi40 is installed)

CAUTION: If the Ethernet cabling to the SNi40 is modified, it is advisable to turn off/on the
test board. Indeed, connecting a machine on the external interface of the Firewall and then
on an internal interface of the same Firewall will be interpreted by the latter as an attempt to
usurp the IP address of the bridge and consequently, it will block all traffic generated by this
machine. The firewall will then have to be restarted to unblock this situation.

6. The configuration considered at this stage for the SNi40 does not currently call for
any specific filtering (security policy not including any particular filtering rule).

Ensure that all exchanges through the SNi40 firewall are blocked.

Result: Nothing works anymore in the relationship between the Workstation (PLC
programming/loading applications, Webgate application on the HMI) and the Process
Level (PLC and peripheral elements). This is intended to draw the user's attention to
the fact that by default, the platform's behaviour is modified simply because of the
insertion of the SNi40 firewall.
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Demonstrate this by using the Wireshark utility, which can operate even from the
Workstation, as well as on the Trace Station.

(As a reminder, both the CPU Service Port and the NOC 0321 BME Module Service
Port mirror the flows on the other ports of the CPU vs NOC Module, respectively).

Modify the security policy in place in the SNi40 firewall configuration or adopt a new
security policy for the SNi40 box, which continues to block exchanges (except for the
admission of transit of administration flows), while logging events (blocking logging).

Provide an assessment of the strategy used so far for the characterisation of
exchanges.

Now adopt a new security policy for the SNi40 firewall configuration that allows the
entire flow to pass. Check the effectiveness of this policy, for example by observing
the behaviour of the Webgate application on the HMI.

Modify this security policy to require, in addition to the passage of the flow, the
logging of exchanges with a view to their analysis.

Provide an assessment of the strategy used so far for the characterisation of
exchanges.

Complement the previous policy by ensuring that, with respect to the type of frames
targeted (e.g. Modbus write functions) and for which a detailed analysis is desired,
these are defined as prohibited, and therefore interpreted as events, but nevertheless
allowed to transit.

By configuring these event-generating frames as justifying the capture of their
packets, the details of these frames will be available, which can be exploited by
means of the Stormshield Real Time Monitor software, coupled with the Wireshark
software.

To carry out now a test sequence identical to the sequence carried out until now
(points 1 to 10) by considering specifically the Phase 4 Architecture, i.e. by accessing
the ePAC - through the SNi40 firewall - not directly via an Ethernet CPU port (DIO),
but via an Ethernet port (DIO) of the BME NOC 0321 coupler installed on the rack of
this ePAC. (See document Architectures Cybersec model)

(Focus on the transpose of step 11)

Note: The workstation (as well as the observation station) will be assigned a new IP
address - see document Architectures Cybersec Model.pptx - which is supposed to
correspond to the addressing domain of the 'Control Network', while the 'devices' will
remain in the previous addressing domain, supposed to be that of the 'Device
Network'. Consequently, the workstation (as well as the observation station) will have
to be initialised with a route command to designate the 'internal' IP address of the
NOC coupler to the PC as the access point to the Device Network.

Provide a short summary of the scope of the Modbus502, HTTP vs. FTP clients,
depending on whether the target IP address is the main port of the M580 CPU or the
external address of the BME NOC 0321 coupler.
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Note: The BME coupler service port NOC 0321, as well as the M580 CPU service port, is
configured in mirror mode by the M580 application program, to allow all traffic passing
through the other coupler or CPU ports to be restored if required.

Details of expected operations

1. Components of the target architectures / SNi40 front panel ports

(See document " Architectures Maquette Cybersec.pptx ")

- Identification and commentary on the components of the target architecture

(Phases1/2/3/4)
- ldentification and commentary on the Sni40 front panel ports
2. Installation of Ethernet cables according to the Phase 1 architecture

System M580 — Phase 1 (IP 192.168.0.0)

Flat (single) network

182 168 0230 193 1620300

I = &

192 1680010

Eibam s cable Fani

CEMCFEh cable

ATUZ2

3. Loading the program with the default application (cybersec_M580)
3.1. Checking the IP address of the workstation

Check the IP address of your workstation on your local (wired) network with a PING:
192.168.0.200
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BN Administrateur | CRMANDOW Shaystern3emd exe

licrosoft wind ]
‘c) Microsoft Corporation. Tous droits réserwés.

hUsershAdministrateursping 192.168.8.268

nvol d’une requéte 192. L2883 32 octets de données :
1 de 19Z.1 H

de

de
téponse de :

tatistiques Ping pour 192
Paque

urée approxim
Minimum =

hUsershAdministrateurs

3.2. Checking the IP address of the M580 ePAC

Before wiring the SNi40, make sure that the ePAC/M580 (main address 192.168.0.1) is
accessible by means of a PING

CihvUsershAdministrateurs:ping 192,

Envol d’une requéte 'Ping' 19: LB.1 avec 32 octets de données
Réponse de 192.168.8.1 : temps=4 ms TTL=64
Réponse de BL1 temps=2 ms TTL=64
Réponse de 168.8.1 : temps=2 ms TTL=64
] 1 temps=2 ms TTL=64

Réponse de

Statistiques Ping pour 192.168. :
Faguets : envoyés = 4, recus = 4, perdus = @ (perte

Durée approximative des boucles en millisecondes
Minimum = 2ms, Maximum = 4ms, Moyenne = 2ms

3.3. Reloading the PLC program (optional)

Using the Control Expert software, reload (if necessary) the ePAC M580 with the application
program ( ), free of any protocol/service limitation
and address filtering (using if possible the Ethernet link --- main address 192.168.0.1) or
alternatively the USB link
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FLC  Debug Window Help

Connect

Set Address..,

Chrl +E

IE Standard Mode
BL: Sirulation Maode

Carmpare..,
Fq Transfer Project to PLC

Eﬂﬁansferprujectfrnm PLC Ctrl +Shift+L

Transfer Project frorm Prirmary to StandBy PLC

Crl+L

Save Data from PLC to Eile
Festore Data from File to PLC

Safety/Maintenance Ctrl+Ehift+ kA

Run/Stop
Irit
Init Safety

Ctrl +F.

Update Upload Inforrmation

Update Init Walues with Currernt Walues,
Update Local kit Walues with PLC Init Walues,

Project Backup...

temory Consumption..,

State Ram Wiewer

Sirmulator

Addresz

192.168.0.1

v 1127.001

kMedia

v @

Media

T pet

| Bandwidth..

| T est Connection |

|TEF'IF'

v| |TEF'IF'

S |

Lok |

| Communication Parameters |

Communication Parameters |

| Cancel |

Speed rate auto-adaptation at the end of download

| Help |
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BLC  Debug Window Help

Disconnect Crl+K
Set Address,.,

Eﬂ Standard fMode
B Simulation Mode

Cornpare..
ﬁ:ﬁ Transfer Project to PLC Ctrl+L

Fg Transfer Praject frarm PLC Ctrl+Shift+L
Transfer Project frorm Prirnany to StandBy PLC

Sawe Data from PLC to File
Festore Data from File to PLC

safety/Maintenance Ctrl + Shift+ A
Stop Ctrl+R.
Init

Init Safety

Update Upload Information

Update Init Malues with Current Walues,
Update Local Init Walues with PLC Init Walues,

Project Backup... ’

Mermary Consurnption...

State Ram Wiewer

At the end of this loading, put the automaton in RUN.

3.4. Checking the accessibility of the ePAC for the HMI
e From the HMI, go to the drive control view
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CYBERSECURITY PLATFORM

M ernu

CYBERSECURITY
PLATFORM
ATWA20 ()
Schneider % - -
PElectric STORMSHIELD
> .-:. .-"J _
'.\: : : /_.' "\QJ

A s a1l
Frequency Command = 0 Hz +

Run Controller: [Deau:ti\-'ate] [ Activate ]
hlotor Frequency Feedback : 0 Hz
Contraller State Feedback (ETA) 0231
Contraller Command (ChD) 0006

Fautt (@) run @
<

NOTE: If the ePAC is inaccessible, the base of the HMI display will show a message like :

o e | X
L )

dfouverture de conmexion vars I'n—u]lli;n—-r-|»—-r|'.

If this error occurs, check the wiring. If necessary, check the HMI and ePAC applications

e Changing the speed setpoint

CYBERSECURITY PLATFORM

ius CanOpen Management

Frequency Command : = 0 Hz +

Run Controller : [Deacti\rate] [ Activate ]
Motor Frequency Feedback 0 Hz
Controller State Feedback (ETA) . 0231
Controller Cammand (ChAD) 0006

Fault () run (@

<

10
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e Start the engine by pressing the "Activate" button, and ensure that the engine is
running.

CYBERSECURITY PLATFORM

Frequency Command ; = 150 Hz | +

Run Contraller : [Deal:ti\u'ate] [)’-‘kcti\rate ] h

hdotor Frequency Feedback : 147 Hz
Controller State Feedhack (ETA) 0237
Controller Command {ChiD) : 000F

Fault O Run @

<

Play with the speed setpoint and check that the motor speed matches the setpoint.

e Switch off the engine by pressing the "Disable" button, and ensure that the engine is
stopped.

3.5. Verification of ePAC accessibility for the Web Gate replica of the HMI

Proceed in the same way, using a Web Gate access of the HMI on the workstation through
an Internet Browser (Internet Explorer).

e Change the PC screen resolution to 800x600

e Install "Web_Gate_Client_Files_6.2_SP8" available in the "Software" folder in “Web
Gate”

e Open Internet Explorer (do not use another browser) and enter the address of the
HMI (192.168.0.30) in the address bar.

Validate if necessary the Vijeo Web Gate add-on (Allow)

&7 Web Gate x  + ~ - x

< C A Nonsécurisé | 192.168.0.30 e % O a

Scléneider Vijeo Designer™

Electric

You need to install the Viieo Web Gate ActiveX control

WEB GATE

11
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e Select the English language

& Web Gate x + v - x
<« C A Nonsécurisé | 192.168.0.30/html/english/index.htm e % O &
. = 3
Schneider Vijeo Designer™
Glectric Home _ Documentation

@ Wonitoring Diagnostics
Wonitoring
5 Web Gate

n Frame

New Window =

Install Web Gate Control

5 Variable Browser
In Frame
New Window

Website version - 1.0.0.0
‘Copyright © 1998 - 2012, Schneider Electric. All Rights Reserved.

e Then click on the Visualization tab and then on the entry Webgate | In Frame to
display the HMI screens.

: ‘8 hittp://192.168.0.30/ ~c H Rechercher.
& Web Gate x ‘_‘ ‘

Schneider Vijeo Designer™
LElectric Home  Documentation

@ ontorng
Monitoring WEB GATE
E]Web Gate

In Frame

New Window

Install Web Gate Control PLATINE
[E] Variable Browser CYBERSECURITE

In Frame:

New Window

Schneider %

PElectric

STORMSHIELD

e Proceed as on the HMI to reach the drive control screen

[& netpr192.1680307 - ¢ || Rechercher..
7 Web Gate x ‘_ ‘

Schneider Vijeo Designer™
gElectrlc Home  Documentation
Mantorng
Monitoring WEB GATE
[E1Web Gate PLATINE CYBERSECURITE
n Frame
New Window G on ATY320

Install Web Gate Control Cersiongieazency
Run wariateur

] Variable Browser

In Frame Retour fréquence moteur

New Window

Retour état variateur (mot ETA)

Commande variateur (CMD)

12
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e & hitp://192.168.0.30/ ~ & || Rechercher.. RO EAES R
&7 Web Gate x| @4192.168.0.1 1
Schneider Vijeo Designer™

PElectric Home _ Documentation
& Monitoring
Monitoring WEB GATE

(] Web Gate PLATINE CYBERSECURITE

In Frame
New Window s Ca
Install Web Gate Control

E] Variable Browser

In Frame
New Window

NOTE: the commands operated from WebGate will, within the framework of this practical

work, only be effectively taken into account if this view is simultaneously displayed on the
HMI

3.6. Verification of ePAC accessibility for Vijeo Designer in Simulation Mode

e First check with Control Expert, through an Animation Table, the possibility to
read/write the speed setpoint value of the drive, i.e. the possibility to read/write the
variable HMI_ATV32_Setpoint (%MW1014)

Variables DDT Types Function Blocks DFE Types

Fitter
T % Name [=] [ | EDT [JDDT [J10DDT [ Device DDT
MName Type - Walue Comment - Hlias Alias of Address - HMI variable -
- @ ATV3Z Cortrol UINT Control of the Contral... CAN3_d1_ATV320... I
----- & ATV32_Courant_Moteur INT HMI : Motor Cument EMW1020 e
i & ATV3I2_Frequence_Moteur INT HMI : Motor Frequen... EMW1012 e
o B ATV32_Retour_Fréquence UINT Frequency Feedbac... CANI_d1_ATW320... |
- B ATV32_ Status UINT Controller Status CAN3_d1_ATV320... I
----- & ATV32_Status_Emergency... | BOOL Emergency Stop Sta... I}
----- & ATV32_Status_Fault BOOL Fault Statug of the C... I
----- & ATV32 Status_Op_Enabled | BOOL Activate/Deactivatio... I
- B ATV32_Target_Velocity INT Target Velocity of th... CAN3_d1_ATV320... I
----- @ Base_de_Temps_ls BOOL Time Base of 1seco... 56 =
----- @& cupanel INT HMI : Cumrert Panel ... MW 2 =i
----- & IHM_ATV3Z_Accel INT HMI : Velocity Aceel... AMW1015 [
----- & IHM_ATV3Z_BP_Acquit EBOOL HMI : Press Button A... %M103 I
----- & IHM_ATV32_BP_Amet_visi.. | EBOOL HMI : Press Button V... %M300 [
----- & IHM_ATV3Z_BP_Amét EBOOL HMI : Press Button 5... “M102 I
----- & IHM_ATV32_BP_Marche EBOOL HMI : Press Button ... %M100 I
----- & IHM_ATV32_BP_Marche_v... | EBOOL HMI : Press Button ... M3 [
fIHM e i [ ]
----- IHM_ATV32_Decel INT HMI : Velocity Decel... EMWI1016 I
----- & IHM_Del EBOOL HMI : Delete M2 [
----- & |HM_Panel_to_Display_ID INT HMI : Number of the ... EMW18 e
..... - T

e Also, ensure that the ePAC (main address 192.168.0.1) is accessible via a Modbus
request. Check that a read access to the word %MW1014 (which corresponds to the
drive speed setpoint address) gives the same value as the one identified via Control
Expert.

Use the Vijeo designer application, running in Simulation mode on the working PC

13
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[E] MD1AESBECYE - Vijeo-Frame - [STUS - Base Panels] * - X
File Edit [Guid | AMI Amange Varisble Report Tools Wind
Gean .
Validste Al e L= [ e e
Build All F7 ‘ < ==l B z
Ee- I
Clean Target AN A1) - Langue1 ' STUS - ase Panels x S
Validste Target Ao s Favortes E]
4[] suild Target 9
& [ STUS 3 Simuation g
S start Device smutation CYBERSECURITY E
R PLATFORM 3
Download All =
18 Download Target hneider - E
Options
& 5 HelpZ TAIT =
T MAIN 2 Menu 3: Aftvar_32_CANopen

404 Hacked [AIl
Popup Windows

YOU HAVE BEEN
HACKEDI =

e The welcome screen displayed by the simulator is as follows:
Vijeo-Designer Runtime 8.2.1..  — | = Vijeo-Designer Runtime 6.2.1...  — O *

CYBERSECURITY PLATFORM

e

Wain Screen

CYBERSECURITY
PLATFORM

_ X N @
Schneider "'

LElectric STORMSHIELD

e Click on the ATV32 button.

Proceed as on the HMI to control the drive

14
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Vijeo-Designer Runtime 6.2.1...  — O >

Frequency Command :

Run Contraller : [Deactiuate] [ Activate ]

0 Hz
0231
0006

Fault O Eun @

hlotor Frequency Feedback :
Controller State Feedback (ETA) -
Controller Command (ChaD)
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Vijeo-Designer Runtime 8.2.1...  — O >

CYBERSECURITY PLATFORM

Bus CanOpen Management

- | 150 Hz | +

Frequency Command :

Fun Controller : [Deau:tixrate] [ Activate ]

0 Hz
0231
0006

Fault O Eun @

hlotor Frequency Feedback :
Controller State Feedhack (ETA) :
Controller Cammand (Chiln) -

<

<4

e Check via Wireshark, that Modbus/TCP frames are exchanged between the
Workstation and the M580 CPU.

We are going to filter all the frames captured by this expression:

ip.addr == 192.168.0.1 and ((modbus.func_code ==16) or
(modbus.func_code == 03))

[i |ip.addr == 192,168.0.1 and ({modbus. func_code ==16) or (modbus.func_code == 03))

M “Ethenet
Fichier Editer Vue Aller Capture Analyser Statistiques Telephonie Wireless Outils  Aide
Am [ ® BRE Qez=F o5 aqan

1 [ip.addr == 192.168.0. 1 and ((modbus.func_code ==16) or (medbus.func_code == 03))

No. Time Source Destination Protocol  Length Info

1288 34.818469 192.168.0.200 192.168.8.1 Modbus.. 66  Query: Trans: @; Unit: 255, Func: 3: Read Holding Registers
1289 34.822727 192.168.0.1 192.168.0.200 Modbus.. 69 Response: Trans: @; Unit: 255, Func:  3: Read Holding Registers
1290 34.829257 192.165.0.260 192.168.8.1 Modbus.. 66  Query: Trans: @; Unit: 255, Func:  3: Read Holding Registers
1291 34.834953 192.168.0.1 192.168.8.200 Modbus.. 65 Response: Trans: @; Unit: 255, Func: : Read Holding Registers
1297 34.232409 192.168.0.200 192.168.8.1 Modbus.. 69 Query: Trans: @; Unit: 255, Func: : Write Multiple Registers
1293 34.237856 192.165.8.1 192.168.0.200 Modbus.. 66 Response: Trans: @; Unit: 255, Func: : Write Multiple Registers
1299 34.264607 192.168.0.260 192.168.8.1 Modbus.. 66  Query: Trans: @; Unit: 255, Func: : Read Holding Registers
1300 34.267837 192.168.8.1 192.168.8.200 Modbus.. 69 Response: Trans: @; Unit: 255, Func:  3: Read Holding Registers
1301 34.275497 192.165.0.260 192.168.8.1 Modbus.. 66  Query: Trans: @; Unit: 255, Func:  3: Read Holding Registers
1302 34.280889 192.168.0.1 192.168.8.200 Modbus.. 65 Response: Trans: @; Unit: 255, Func: 3: Read Holding Registers
1316 34.511854 192.168.0.260 192.168.8.1 Modbus.. 66  Query: Trans: @; Unit: 255, Func: 3: Read Holding Registers
1211 32 1870 192 162 0 1 197 152 A 206 Madh, sa B - T . G linit. 255 E 3. Bead Haldi i

Frame 1368: 69 bytes on wire (552 bits), 69 bytes captured (552 bits) on interface \Device\NPF_{32D39FE1-BFFD-4CAB-9ASB-B17052763484), id &
Ethernet II, Src: Telemech_17:89:7f (00:80:74:17:80:7f), Dst: Private 32:ee:84 (80:6d:07:32:ee:34)
Internet Protocol Version 4, Src: 192.168.9.1, Dst: 192.168.8.209
Transmission Control Protocol, Src Port: 502, Dst Port: 12337, Seq: 8517, Ack: 9676, Len: 15
~ Madbus/TCP
Transaction Identifier: @
Protocol Identifier: @
Length: ©
Unit Identifier: 255
¥ Modbus
008 @211 = Function Code: Read Holding Registers (3)
[Request Frame: 1299]
[Time from request: B.883238088 seconds]
Byte Count: 6
> Register 1012 (UINT16): @
> Register 1813 (UINT16): &
> Register 1014 (UINT16): 120

Example: cyclic multiple register read frames (function code 03) and specific multiple register
write frames (function code 16)

e Discontinue the Vijeo Designer Simulation after use.
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4. Installation of Ethernet cables according to the Phase 2 architecture

System M580 — Phase 2 (IP 192.168.0.0)

Flat isingle) netwark, with Stormshield firewal|

192 1620330 10000330 193 1620300

193_1FEN 354 Aridge mode :
SN0 IP addre==on the
Deconnected Nebuork

192 162010

EikdrH okl Rans

—_—
CehCFEh caHs

ATL32

5. Configuring the Sni40 Firewall in Bridge Mode
5.1. Accessibility of the SNi40

On PCQO, set the Ethernet port
IP address: 10.20.0.230
Subnet mask: 255.255.255.0

Connect PCO to interface 5 of the Sni40 and check that the SNi40 is accessible by means of
a PING
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CivUsersiAdministrateur:ping 18.

Envol d’une requéte 'Ping 16.28.8,] au ' s de données
Réponse de 16 Z :

Répo

Réponse
Réponse de 18.

1w wnwn
PP

)

Paquets : enwvoyés = 4, regus = 4, perdus
Durée approximative des bou en millisecond
Minimum = 2ms, Maximum = 2Zms, Moyenne = 2ms

CihvUsershyadministrateur:

5.2. Connection to the SNi40
e Open an Internet Browser (e.g. Internet Explorer) and connect to the SNi40, address

10.0.0.254

https://10.0.0.254/admin

If necessary, override the reporting of a certificate problem

aw There is a problem with this website’s security certificate.

e The SNi40 Home screen is then automatically displayed
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e Pleage wall whilis loading._.
Cargande, por fawor asparns. ..
Chargement an cours, waulllez patisher...
Lade... Bitte warben.
Caricamsanto in corso, aflendene praga...

b dicria s w bk, proses craket..
Bediibée, karem varjon...

5.3. Authentication
e Authenticate with default ID and Password, i.e. admin and admin

A

STORMSHIELD

Network Security

admin

O Authentication with SSL certificate

LOG N

« Options
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5.4. Setting the duration of a connection on the SNi40 before requesting
confirmation (option)

For security purposes, the SNi40 GUI in the browser periodically returns to the identification
screen.

INACTIVITY DETECTED

¥our ses5ion has expired as no activity was detected for sereral minutes.
¥ou can configure the minirnunn idle tirmeout in the interface preferenoes.

RETURMN TO THE AUTHENT IZATION PAGE

The method (by default, the so-called sponsorship method) dictating this identification and
the associated renewal period can be decided.

e Go to the USERS sub-menu, Authentication section. Specify the minimum duration
desired and validate.

f&b STORMSHIELD vi2.11 -

\ f"-JeT"-.-"-.-’OI'K becuﬂty MONITORING CONFIGURATION SNI40 SHIABAMIZAIAS
Ho- <

£+ CONFIGURATION =

A USERS/ AUTHENTICATION

] AVAILABLE METHQDS AUTHENTICATION POLICY CAFTIVE PORTAL CAFTIVE PORTAL PROFILES

[ETRp— + Addamathed ~ X Delate Spansorship method

. Method

== METWORK i i - -

[z Sponsorship methed B"L‘I?é?;:n BUUSTECSt o] 0 + hour(s) 15 - minutels]

€ 0BJECTS
Maximum authenticatian 4 2 haurs) 0 2 minutels)
duration

& UsERS

Users and Groups
© SMTP server configuration
Temnporary aceounts
AGORSS privileges
I Authentieation

Enralment
Directaries configuration

')]" SECURITY POLICY

% APPLICATION PROTECTION

m vPN

M NOTIFICATIONS

5.5. Checking the SNi40 Serial Number match (optional)
e Check that the serial number on the dashboard matches the one on the side of the
Stormshield SNi40
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% DASHBOARD

£

#

NETWORH

FROFERTIES
Name: SNI4LAAGI3ADOAS
hedel: SNidn
Serial number: SNIA0AA0IIA0HAT
Wersion: 4211

Backup partition:

Uptime:

Cate:

Maintenance expiry date:

5.6.

3.11.15 (04/25/2022)

2h 52m 358

0o/ 0/ 2022 T228:26 FM

0Os2E8/2026

Aligning the SNi40 time stamp with the PC time stamp

e Expand the SYSTEM submenu and then click on the Configuration entry

COMNFIGURATION

SYSTEM

Canfiguration

MONITORING

CONFIGURATION

Ll SYSTEM / CONFIGURATION

GENERAL CONFIGURATION

Genaral eonfiguration

Firgveall narme:

FIREWALL ADMINISTRATION

.
SN |40 SNI4DAADITA0AD

NETWORK SETTINGS

SNI40A401340945

Administrators Firewall language (Jogs): English -

License Keyboard (eonsole) French A

Iaintenanee

Active Update Cryptographic settings

High Availability [0 Enable regular retrieval of certificate revocation lists (CRL)

Ianagement Center

[0 Enable "AMSS| Diffusion Restreinte (DR)" mode

cL

aTn NETWORK Fassword policy

& osJecTs Minimum passvard length 2 :

L Users Mandatory character types Mone -
Users and Groups Minimum entropy: 20 - bid
Temporary ageounts
Aceess privileges Date/Time settings - 05/02/2022 12:29:36 FM
Authentication O Manual mode
Enralment [0 Synehronize with your machine - 05/02/2022 12:29:30 PM
Directories configuration O Synehronize firewall tirme (NTF)

s} SECURITY POLICY Time zone: EuropesParis -

¥ APPLICATION PROTEC..

Applications and prote. .

w Advanced properties
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e In the lower part of the screen, (data and time settings section), click on the
Synchronise with your machine button (option)

NB: it is preferable to select the time of the local time zone rather than GMT

Europe/Minsk

EuropefMonaco '
Europe/Moscow
Europef/Nicosia

Europe/Oslo

Europe/Paris
Europe/Podgorica
Europe/Prague

Europe/Riga

Europe/Rome

EuropefSamara
EuropefSan_Marino
EuropefSarajevo
Europe/Simferopol
Europe/Skopje

et v

5.7. Configuring the SNi40 as a Bridge

Here we will check that the SNi40 in question is configured as a Bridge (i.e. as an Intelligent
Switch)

e Go to the CONFIGURATION menu and select the NETWORK sub-menu, heading
Interfaces.
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I A SNIA0AA0340855@10,20.0.254 < X I G howto enable LDAP in starmsh X -+

« > C O G httpsf/10.20,0.254/acmin/admin htm#interfaces

/At STORMSHIELD z N
"&:& Netwi S ty WMONITORING CONFIGURATION SN0 snaossmanss

H-
!.E METWORK / INTERFACES
£+ CONFIGURATION
Q, Enter a filter # @ D | it 4+ asd - X Dalete | B Monior B Goto menitering | @ Chack usage
Ll
Interface £} BRIDGE CONFIGURATION
M svsTEM B i | bridge L4
. i GENERAL ADVANCED PROFERTIES
s NETWORK " EE—
IMSED ‘
I Interfaces libre General settings
virtual interfaces ot Name: bridge
M admin_local -
Routing Comments
Multicast routing
Dynamic DME Addressrange
DHER P4 address ©) Dynamic IP (abtained by DHCP) @ Fixed IP (static)
DN& cache proxy + Add X Daleta
2 oBJECTS Addraas/ Mask Commenta
A UseRs 192.168.0.:254/24
172.16.12.254/24
*# SECURITY POLICY
& AFFLICATION PROTECTION
m VPN
@ NOTIFICATIONS Managing members
AVAILABLE INTERFACES MEMBER INTERFACES
" out ™ in
M admin_local 530
dmzd 5 Mliore
dmzs
+

NB: check here that the IP address to which the SNi40 responds is compatible with the
network currently cut by this SNi40.

Example: IP address 192.168.0.254 allocated to the network 192.168.0.0

e We can even anticipate here the cut-off of the 172.16.12.0 network, which will occur
in Phase 4.

To do this, we must add an IP address, in this case: 172.16.12.254
n o bridge

Type: Eridge

hemibers:
™ in [Ethernet)
M M520 (Ethernat)
M libra (Ethernet)

IPvd addresses:
1921680254249
1721612254524
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6. Configuration of SNi40 without a specific filtering rule

Here we are interested in whether the SNi40 in question complies with the "security policy"
decided upon (SECURITY POLICY sub-menu, Filtering and NAT section)

The first step is to check that it is easy to block all the frames passing through the SNi40.

e Select an undefined policy (e.g. Policy Filter_05) from the list in the top left-hand
corner of the central area of the screen.

*]‘) SECURITY POLICY / FILTER - NAT

(5) Filter D5 [<]l Edit~ | "% Exort |

FILTERING NAT

| + Mewrsle~ X Dalete | * & | & | o [ copy P Paste | B Searchinlogs B Search in monitering

I
4

Status = Action = Source Destination Dest. port Frotacal Security inspestion == Comments

e |f necessary, rename this policy "No Rule", for example

"]‘) SECURITY POLICY / FILTER - NAT
(5) Mo rule ~ | Edit~ | "¥Export | @

FILTERING NAT

| + Newrule~ X Dalete | * 3 | & 2| Fom [Boopy 3 Paste | B Searchinlogs B3 Search in moniaring

Stats =y Action v Source Gestination Dest. port Protocol Securityinspection =¥ | Comments

e Click on the Activate this policy command

‘*]’ SECURITY POLICY / FILTER - NAT
B(5) No rule ~ | Eit | " Epr | @
FILTERING NAT

| + MNewrule > X Delete | £ & | & @ | #ow @ copy ¥ Paste | B Searshinlogs B3 Search in monitoring

il
.

Status =~ Astion =  Source Gestination Deat. port Protecol Security inspection  =v  Comments

» U
Note: The symbol refers to the Active Security Policy

We will normally check that nothing is passing through the SNi40 and that, for example, the
HMI Web Gate service cannot be accessed.
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- (@ @ hitps//192.168.0.30 &

(q]

The connection has timed out

An error occurred during a connection to 192.168.0.30.

+ The site could be temporarily unavailable or too busy, Try again in a few moments,
« |fyou are unable to load any pages, check your computer's network connection,

« |fyour computer or network is protected by a firewall or proxy, make sure that Firefox is permitted to access the
Web,

Try Again

Similarly, we check that the Vijeo Designer Simulation is not able to access the M580 PLC.

Wijeo-Designer Runtime 6.2.1..  — O ot

CYBERSECURITY PLATFORM

ATY320 Bus CanOpen Management

Frequency Command :
Run Controller: N [Deactiuﬂ [ Amiuatﬂ
hotor Frequency Feedhback 0 Hz E
Controller State Feedback (ETA) : E

Controller Command (Chiln

7. Configuring the SNi40 in Block All mode with Logging

We will now reconsider the policy adopted, which, like the previous one, aims to block all
traffic, except for administration traffic, but also to trace the frames blocked by the SNi40.

e Call the first policy "(1) Block All", in the list of available security policies,

(CONFIGURATION menu, SECURITY POLICY sub-menu, Filtering and NAT
section),
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+]» SECURITY POLICY / FILTER - NAT
#3,(1) Block all ~ | Edit~ | ¥ Export | @B
FILTERING MAT

| 4+ Mewrula ~ X Dalets | * & | & 7| Pow [#oop F) Paste | Bh Searchinlogs B3 Search in monitoring

Statug = Action B Source Cestinaticn Cast. port Protocol Security ingpecticn v Comments
I Remcte Management: Go to System -» Configuration 1o setup the web administretion application access {contains 2 rules, from 1 1o 2)

¥ firewall_srv

1 & on € pass Any 34 firewall_all ¥ heips iP5} Admin frem everywhere
2 &on € pass Ay 3 firewall_all Ay icmp [Echo reques BB Al Ring from every...
= Default pelicy (comains 1 rules, frem 3 10.3)
3 & & block Any B ~ny Any B Créée e 2020-03-24 16...
€ ¢ | page 1 1| > % | T Cisplaying 1-5¢f 5

Note that this policy has 3 rules:

- The first two rules are derived from the SNi40 setup (see menu SYSTEM |
Configuration)

The first two rules are derived from the SNi40 setup (see SYSTEM menu |
Configuration) and allow the reception/transit of requests dedicated to the Firewall
Service as well as HTTPS frames to the Firewall, and ICMP requests (PING), all
destinations.

- The third rule is the rule that will be applied by default, and will block all frames that

escape the administration (see first 2 rules) but the exchanges are not recorded to be
analysed.

> Important note: for all the proposed exercises, the filtering policies "(1) Block
all" and "(10) Pass all" must not be modified.
In the drop-down list, policies 5 to 9 will be used for the exercises.

e Call policy "(6) Block All + verbose", from the list of available security policies

'>]'> SECURITY POLICY / FILTER - WAT

‘ () Block all + verbose |v“ Edit ~ | "% Export | &

FILTERING NAT
| + Mewrule v X Dalate | * & | # 2| o [P copy ¥ Pase | B searcninlogs B3 Search in monitoring =~
Status == Action Eud Source Cragtinaticn Ciast. port Protocol Security inspaction == Comments
=l Remacte Management: Bo to System -+ Configuration to setup the web administration application access (contains 2 rules, from 1to2)

¥ firewall_srv

1 & on € pass B sy g firewall_all ¥ nps iPs] Admin fram everywhare
2 aon & pass B any S6t firewall_all Ay iemp (Eche reques [ Allow Fing from every.
=l pefault pelicy (ecntains 1 rules, from 3 1o 3)
3 & on & B block B any B any Ay E Créde le 2020-03-24 16..
E3 < | Page 1 of1| > » vt Cisplaying 1-52f 5

X CANCEL ~ APFLY
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- Click on the "Activate this policy" button

e When you go, a moment after having validated this policy, to the menu LOGS AUDIT
LOGS, submenu LOGS - LOGS, heading Filtering, you will see the logged
exchanges

e When the Anonymized indication appears in the Source Name column, you can right
click on the Restricted Access to Logs link in the top banner.

P
Then, after refreshing the screen ( = L ), you get a screen like the following,

which shows the IP addresses of the 'sources' in clear text

B LoG/ALLLOGS

-

iy
>« Shut down
NB : Last hour - H g

As long as the indication of the possible stop (refresh) command in the upper banner is
visible, this means that the screen refresh is in progress. Wait or stop.

e Right-click on the selection list at the top of the Source Name column and click on the
Group this field choice

Source Name ¥ De Destination Nam
10.10.3.12 m Columns »
10.10.3.12

i  Group by this field
10.10.3.12

11217

The display then shows the result of a group sort
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Last haur ~ Bl < Rafresn | #  Advanced search

SEARCH FROM - 05/02/2022 01:10:21 PM - T3 - 05/02/2022 02:10:21 FM

Saved at Action User 5o Source Name [e  Destination Mame Dest,
Spurce Mame : 10.10.3.12 (12)

Spurce Mame : 10.10.3.13 (1)

Spurce Mame : 10.10.3.28 (3)

Source Mame : 10.10.3.6 (32)

Spurce Mame : 10.10.3.7 (19)

Source Mama : 10.10.3.9 (8]

Source Mama : 10.10.80.31 (18)

Source Mame : 10.20.0.230 (230)

Source Mame : 192.168.0.200 (526)

Source Mama : Firewall_out (1)

e We can 'unfold' this or that group to look at its contents.
For example, the snapshot below shows the characterisation of a frame passed

between the 192.168.0.200 device (the PC) and the 192.168.0.30 device (the HMI)
(traffic a priori produced by the Web Gate application)
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~ B sae

Sc Source Name

192.168.0.200
192.168.0.200
192.166.6.260
182.168.0.200
182.168.0.200
192.168.0.200
192.168.0.200
192.168.0.200
182.168.0.200
182.168.0.200
192.166.0.200
192.168.0.200
192.168.0.200
182.168.0.200
182.168.0.200
192.168.0.200
192.166.0.200
192.168.0.200
182.168.0.200
182.168.0.200
192.166.0.200
192.168.0.200
192.168.0.200
182.168.0.200
182.168.0.200

Erasmus +
B LoG/ALLLOGS
Last hour -~ B T Refresh |
' SEARCH FROM - 05/02/2022 01:57:52 PM - TC - 05/02/2022 02:57:52 PM
E Saved at Aotion User
al
=2
§ Spurce Name : 10.10.80.39 (1)
|
2
S ESource Name: 192.163.0.200 (315)
T msrmem & Elock
025752 FM @ Block
L5752 PM @ Block
02:57:52 P @ Block
025752 Pt @ Black
025752 Bt @ Black
025751 P @ Black
025750 PM & Black
02:57:50 P @ Block
0257560 P @ Black
02:57:49 Fr @ Black
025748 B @ Block
025748 PM & Black
02:57:45 P @ Block
02:57:4% P 2 admin
C25T:AE P & sdmin
025747 P @ Block
025747 PM & Black
02:57:46 P @ Block
025746 Pi & Black
025746 P @ Black
L5746 FM @ Block
02:57:45 PM & Black
02:57:45 P @ Black
02:57:45 Pt & Black
<
< > Pagel 100Dkgs

| Pericd displaysd: 2m 34z

[t

= o

® Delete & Simpla search

Cestination MName

193.55.50.17

11 dnsT.google.com

@ mE

LR

- -

E &

L]

-

i

142.251 37,163
142.251.37.163
142.251 37.163
142.251 37163
192.168.0.30
192.168.0.30
142.251 37.163
142.251 37,163
142.251 37163
142.251 37,163
193.55.50:17
dns google.com

= 142.251.37.163

192.168.0.30
dns.google.com
192.168.0.30
142.251 37,163
142,251 37.163
193.55.50:17
dns google.com
142.251 37.163

DCest. Port Name  Argument

dns_udp
dns_udp
https
443
https
443

http
[
https
https
https
https
dns_udp

dna_udp

https
[
dns_udp
[
https
https
dns_udp
dns_udp
https

Message

LOG SEAR
LOG SEAR

~

LOG LINE DETAILS
Configuration
Protocol

Intarnet Protocol
Rule 1D

Rulz name

1PS profile (1D

Rule laval

Data

Duratien

Recaivad

Sent

Datas

Saved at

Date and time

Time difference betwaan local t
Destination
Destination Name:
Destination

Dest. Part Nam
Destination Port
Dast. interf.

Dest. interf. (D)
Source

Source Name
Source

Source MAG address
Source Part Name:
Sourca port

4 Pravious

= Actions

ftp
1op

H
17100e2d286_6
0

O Lozal

[

025751 PR
025750 PR

+0200

192.162.0.30
192.168.0.90
http

)

L oNE:N

M Ethemen?

192.162.0.200
192.162.0.200

64006230 ba b
ad2003dyn_top
1396

Next = [ copr

The result of this manipulation is that, due to the (almost) complete blocking of traffic,
no application exchange flow transits through the SNi40 firewall. However, the

firewall, with regard to this configuration (Block & Trace All), records these blockages
and provides a summary report.

However, in order to have a mode of restitution likely to lend itself to an analysis of
the details of the frames, it will be necessary to seek another strategy.

8.

Configuring the SNi40 in Pass All mode

Following the conclusions of the previous manipulations, we will now try to consider a new
policy, conforming to the basic rule of letting all traffic pass through the SNi40.

e Call the policy "(7) Pass All", from the list of available security policies,

To delete a rule, select it (the background will change to pale green) and press the Delete
key

'>]'> SECURITY POLICY / FILTER - MAT

(1) Block all = | Edit~ | "% Export | €@
FILTERING AT
| + Newrle ~ X Dalate | * & | & @ | Poue [# copy ¥ Paste | B} Searchinlogs  E3 Search in monitering
= original traffic (before translation) Traffic aftar translation
Status Frotocol Opticns
Source  Cestination  Dest. port Source  Sro. port Cestinaticn = Cest. port
1 & on B am B Any B any = [ am ¥ ephemeral_fw Firawall
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e If you have a policy without any rules, click on the New Rule command on the menu
visible under the FILTERING tab.

+ Mewrula v X Dalate | + & | & | #cC
Simple rule

Cynamic rule with port address translation (Cynamic BAT)
Separator - rule grouping

Static MAT rule (Bimap)

e Then click on Simple Rule

This install a new default rule, where all exchanges are blocked

e We now need to refine this rule. Since we want to let everything through, we will
modify the desired action via the selector accessible at the top of the Action column.
Select Set pass action

Action: | @ block |~
Log level: © pass

& block
Seheduling:

& decrypt

@ reset TCF/UDP

e Set the activity status of this rule to On
(at its simplest, click on the status cell to switch it on)

FILTERING MAT

| + Hewrule~ X Delate | T B | & & | Bow [Pcopy ¥ Peste | B Searchinlogs B3 Searchin menitering

Status == Action Exg Source Cestinaticn Dest. port Frotoool Security inspection ==

1 T on "o pass Any B any E any IPs]

e Finally, click on the Activate this policy command,

Check that the flows resume through the SNi40 and that, for example, the HTTP
exchanges between Web Gate and HMI are effectively served...
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- x
e & httpi1192.168.0.30/ - & | Rechercher.. P M E @
7 Web Gate |
Schneider Vijeo Designer™

Electric Home  Documentation
m Wonitoring
Monitoring WEB GATE

[E] Web Gate PLATINE CYBERSECURITE
In Frame
New Window

Install Web Gate Control

[ Variable Browser
In Frame

New Window 0637
000F

Faott @ ron @

... as well as the Modbus Read/Write requests presented by the Vijeo Designer
Simulation to the ePAC

PLATINE CYBERSECURITE

Gestion ATY3Z0 Bus CanOpen
Conzigne fréquence : m
Run wariateur : [Désau:ti'u'er] [ Activer ]
Retour fréquence moteur : 148 Hz
Retour état variateur {mot ETA) : 0237
Commande variateur (Chiln Q00F
Fault O Run @
)
L

9. Configuring the SNi40 in Pass & Trace All mode

At this stage we can see that, from the applications and in particular from the Vijeo
Designer Simulation, the flow of exchanges passes through the SNi40. But until now, we
have no trace that allows us to analyse these flows. We will therefore try to reconsider the
policy adopted, by adding to the rule which indicates that all traffic should be allowed to pass

through the SNi40 an attribute which requires the logging of these exchanges (Trace level:
verbose)

Double click on the "pass" field of the rule previously established.
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Erasmus +

EDITING RULE NG 1

General ACTION

Actizn

Source GEMERAL QUALITY OF SERVICE ADWVANCED PROPERTIES

Cestinati

estingticn General

Fort - Protocol

Inspecticn - o pass -
Log level: advaneced (connection log and filkering log) -
Scheduling: - |=
Routing
Gateway - router: v =

X CAMNGCEL W 0K

e Validate this modification of the rule and rename the policy "(7) Pass & Trace All".
e Activate this policy

*]* SECURITY POLICY / FILTER - NAT
#.(7) Pass all - | Eitr | "3 Egort | @

FILTERING AT
| 4+ Newrle =~ X Dalete | T & | & | Pcou [Peopy  F Paste | B Searchinlogs B3 Search in menitoring
Status =v Action = Source Destination Dest. port Frotoco! Security inspection =

1 & on [ 5] pass Ay Ay B any Fiit

e After validating this policy, go to the menu LOGS AUDIT LOGS, submenu LOGS -
LOGS, heading Filtering, and you will see the logged exchanges (proceed as
previously explained, when working in Block & Trace All)
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[E LOB/FICER

Last Fau ~ B 3 pefrast | + B Sme ¥ Cosmte & Simplasaaret

Y SEARCH FROM - 0£/12/2322 02:31:02 PM - TO- 06/02/2022 CH31:62 PM

ﬁ Savec at Meten Lear %t %outoaMamas Soures mbe.. 34 dsetinaton Mams Deet. Fort Mams Puls G IES prefila IE) | Ruls leval Erigrity

A ER SR £ Allow 07 1RE 20 M in B 147 751 3763 ht-r= 1 m Oiowl = Noiire

§ 135198 A & allow BIG3 6 m ou sl a2 ISyl 1 6o O Lol 2 ntive

Z oz Epd © llow Y REAEL) - in EE 1652115106 ht:pe 1 o1 () Lozl 3 Motice

% 03:31 47 Pl £ Allow RIRIE M o 2ACCI8T a2 I03-dvn_Lee I o OLezl 2 Novice

E  jmmasea & Allow O3 REDI0D " in EE 1°6.52215.206 ht-pe 1 o1 (O Lozal 2 Motice
U1 4 H © Mlow I B M oout oaceast ade E-den top 1 o Oriosal 2 ot
L3071 45 Pl & allow “ 921606200 min S 1422510761 ht:ps 1 61 O ol & natios
1321 44 Bl € Allow 03RRI m in BE 3°RERIIE IR ht-p= 1 M Chisaal B Notice
0351 44 P € Al * 521665200 LA [0 133555017 skl s 1 61 O Lusal B Mutive
0331 43 Ful © allow CRADIE o srmaceast ad2303-dyn_t op 1 oo 10 Lozl 3 Motice
0331 42 Ful & allow 92.16E.0.200 mn [0 1sasssnT ans_ua3 1 o1 Oomal & e
0331 11 Bl © llow “D21RE.L.OCO m in EE 142751.37. 63 ht=pe 1 o1 izl = Motice
U 41 H © Mlow ENIFEY oot oaceast addIE-dyn_tep 1 o Oemal = Notce
0331 41 P £ Allow 02.16E.RA0T " in [0 4na1gocgle.cam dna_udz 1 o1 O Lesal B Notics
03.31 40 P © Allow “HZBE G200 M in [0 1335855017 dns udz 1 o1 Oriozal B Natice
L3140 Pl & allow “ 921606200 min S 765R215.206 ht:ps 1 61 O ol B natios
0321 20 Bul €3 llew 07 IRR O m in LB Ans1gocgla ram Ane_id 1 M Qs = Motiee
13.51 59 Al & Allow ‘AR 6 L) e st ael2 30Tyl 1 o O Lozl 2 Mutive
03:31 38 Pul & allow O REA T " in BE5 142751.37 63 ht:ps 1 o1 (Ciiozal & Motice
0331 3T Fvl & aAllow TO216E.0.260 M in [0 ans1aecalecomn dng_uwdz | a1 Oozal R
0331 37 Bl & Allow RIDEE " ot Jrmaccaet ad?I03-dyn_t op 1 o (O ozl & Motice
U 3l H © Allow UL L mon [N LR AN dns 3 1 il Orezal = Notce
03:31 35 ™ £ Hllow pERN " in BE 14205137063 ht:pa 1 61 O Lesal B Motics
1331 35 Pul € Allow NINAR m oot mac st Act? WeA-dlyn_t e 1 O ol 2 Notiee
0201 34 P & allow “ 821605260 M in 55 1422510706 ht:ps 1 6 O Lol & Natiee
03:31 33 Bul © allow “D21RE.LCO m in L0 dnelgssglecam dne_udz 1 o1 Chiozal 3 Motice
03:31 33 Pl & allow RIN3E Mo AL CIET ad2I03-dyn_top | [} O Lozl 2 novce
03:3133 P & Allow “D2ARE.LI00 " in [0 183555017 dne_udz 1 o1 (O iosal 2 Matics
U A © Mlow I B M oout odceast ad E-dvn_top 1 e Orosal 2 ot
1331 36 M © allow 12.166.6.260 " in [0 4na1ascale.cam dna_udz 1 61 Oeal = Notice

B LoG/FILTER

Last hour ~ B 2 Refrash | B save X Dalete € simpla search

4
SEARCH FROM - 06/02/2022 02:21:52 PM - TG -05/02/2022 0313152 PM

o

T, Saved ot Action User 5S¢ Spurce Mame Source inte.. [a  Destination Mame

m

=)

= Sgurce Wama : 10.10.222 222 (1)

[}

% Spurce Mame : 10.10.254.255 (1)

o

g Spurce Mame : 10010310 (1)

=

Sgurce Name :

Source Name :

Source Mama :

Source Mama :

Source Name :

Source Name :

Source Name :

Source Name :

Sgurce Name :

Source Name :
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1010312 (13)
10.10.3.13 [3)
10.10.3.28 [5)
10.10.3.6 (226)
10.10.3.7 (23)
101038 (11)
10.10.30.31 (27)
10.10.80.39 (2)

17221719138 010

192.168.0.200 (685
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El Source Nama 192 168.0.200 (555

03:40:36 P
03:40:36 FM
03:40:36 Ph
03:40: 36 Phi
03:40:36 Pl
03:40:36 P

10.

The aim here is to provide the means to investigate the details of the frames in transit.

The configuration of the SNi40 is then quite specific:

© allow
© allaw
€ Allow
© allow
© sllow
© allow
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192 168.0.200
192 16E8.0.200
192.168.0.200
192.168.0.200
192.168.0.200
192 168.0.200

™ in
™ in
™ in
M in
M in
™ in

192 168.0.1
192 168.0.1
192.168.2.1
192.168.2.1
192.168.0.1
192 168.0.1

http
http
http
http
http
http

1
1
1
1
1
1

o
o
[H]
1
[}
o

O Loeal
O Local
O Local
O Loeal
O Local
O Loeal

The result of this manipulation is that, due to the global passage authorisation
allocated to the traffic, all the application exchanges now transit through the SNi40
firewall. Furthermore, with regard to this configuration (Pass & Trace All), the firewall

records these blockages and provides a summary report.

Notice
Notice
hotice
Meotice
Motice:
Notice

Nevertheless, for analysis purposes, we may want to have the actual details of the
exchanged frames (Modbus frames for example). We will therefore have to consider

another logging strategy, and therefore implement another security policy.

SNi40 configuration in Pass All & Analyse mode

Synopsis of the manipulations

1) Invocation of a security policy involving the passage of ALL the frames passing
through the SNi40 (Pass All), with Trace

2) Adoption of an IPS (Contextual Protection Signature) by default

We will complete the SNi40 configuration by playing with the PROTECTION &
APPLICATION 'module'.

1.

With regard to the protection profile used by the policy in place, we will first

indicate that we are blocking this or that type of request, Modbus and/or
UMAS (these types of requests correspond to those we wish to examine).

The modulated policy will then allow all frames to pass except those
designated, whose blocking will cause an event. In addition, we will
specifically request packet capture for these frames, which we will ultimately
exploit.

For these event-producing (and previously blocked) frames, we will
nevertheless bypass the blocking and explicitly declare that their transit is
nevertheless allowed.

In order to exploit these frames that justify our interest, we can use the Stormshield Real
Time Monitor tool. RTM will indeed allow the extraction of SNi40 from the box; and coupled

with the Wireshark analysis tool, it will allow the examination of its content.

Details of the manipulations

Security Policy: We will rename the policy defined until now " (7) Pass & Trace All "

aS n

(7) Pass All & Analyse ".
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FILTERING NAT
Searching | + Mewrule~ X Delste | 3 | 4 2| PO [Boepy 3 Paste | B Searchinlogs B3 Search in monitoring

Status == Action

i
@

eeeee Destination Dest. port Pratacel Security inspection =¥ Comments

1 o © pass B ny 2 Any 2 Any = Created on 2622-05-03 11:51:06,by ad!

e Click on the Activate this policy command, #¥

Check that the exchanges resume through the SNi40 and that, for example, the Read
requests presented by the HMI substitute running on the Workstation (Vijeo Designer in
Simulation mode) to the ePAC are effectively served (see more yellow triangle)

Wijea-Designer Runtime 6.2.1.. — O x

CYBERSECURITY PLATFORM

0 Bus CanOpen Management

Frequency Command : = 150 Hz | +

Fun Contraller [Deau:ti'u'ate] [ Activate ]
hotor Frequency Feedback : 149 Hz
Controller State Feedback (ETA) : 0237
Controller Command (ChaDn 000F

Fault O Run @

<«

NB: Make sure that the view displayed on the HMI is that of the drive control, so that the
commands/writings issued from Web Gate are effectively taken into account.

e Now go to the CONFIGURATION menu, APPLICATION PROTECTION submenu,
Protocols section
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<« C A MNonsé

{L‘ STORMSHIELD
“% Net

Ho- &
£ CONFIGURATION -

.
WMONITARING CONFIGURATION SNMO SRR ITLERT R

& APPLICATION PROTECTION / PROTOCOLS

. X A
Search, 22 Searching... I
i Y IFProtocals
e SYSTEM ¥ Industrial Protoecls
aln METWORK. § Instant messaging
Micrescft protocols
S opJECTS z
§ WolP 4 Streaming
A UsERS § onS
b SECURITY POLICY e
¥ HTTR
@ APPLICATION FROTECTICHN g NTP
Applications and protectio & FoOP3
§ sMTR
I Protocaols 7 sNMP
Inspection profile ¥ ossL
§ TFTR
Wulnerability manager § others

Host reputation
Antivirus
Antisparn

m PN

@ NOTIFICATIONS

e In the middle section of the screen, expand the Industrial Protocols entry and select
Modbus
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& C A Mon sécurisé | hetps://192.168

fiq  STORMSHELD
N

MONITORING CONFIGURATION SNMO SRk

. «
& APPLICATION PROTECTION / PROTOCOLS
£+ CONFIGURATION -
Search o Searching LS [1) admin_outgoing |~ || Edite | @ | T3 Gatoglebal configuration

9 IF Protasols

H R
M SYSTEM Bl § Industrial Fratosals Ps_IPS-UMAS

s NETWORK ¥ IEC B1850 protonols General parameters

s § BACnsuIF =
OBJECTS Qo Mazimurm number of panding requests . |10 w

A USERS § EtherNst/IF Maxirnmurn request duration (in seconds) @ |16 ;

§ IEC 60BTG-5-104

‘]‘ SECURITY POLICY [ support serial oateways

igkiodos) ALLOWED UNIT DS
@ APPLICATION PROTECTION § oPCAE
+ Add Celete
Applications and protectio ¥ OPCDA
§ OPCHDA Unit IDs
I Protocols § oPCUA o1
Inspection profile § PROFINET 1D 255
§ PROFINET RT
“ulnerability manager
g 57
Host reputation § UMAS Modbus Farameters
Antivinus ¥ Instant messaging Maxirurm size of a message (in bytes) © 260 k=
Migrascft protocol =
§ Micresoht prosacols Maximum file number B5535 :
Antispam 9 VolP / Streaming o
§ DNS ‘
o VFN 5 Fie MODBUS function endes management
@ noTIFIcATIONS Q HTTR FUBLIC OFERATIONS
1 ne Searching.. % || Modify write cperations= Madify all operations =
§ POP3
g sure Code » Functian Action Typs
§ she Read Coils @ Soan Reading
g st 2 Read Discrete Inputs @ scan Reading
§ TR 3 Read Holding Registars @ scan Reading
§ Others P Read Input Register @ Scan Reading
5 Writa Single Coil @ sean Writing
3 ‘Write Single Register & Sean Writing
7 Read Exoaption Status @ 5ean Reading
5 Diagnastic @ Scan Reading
m Get Com Event Counter & Scan Reading
12 Get Com Event Loa & Snan Reading

X CANCEL ~ APPLY
& oBJECTS

e Firstly, by looking at the IPS tab, which relates to Modbus frames, decide on the
actions to be taken against the different types of frame: Analyse (the frame is allowed
to pass) vs Block (the frame is blocked and produces an alarm)

The buttons Modify write operations vs Modify all operations are available to make a
global or group selection.

For this exercise, we will consider wishing to alarm (which implies the choice Block)
for all the traditional Modbus operations of writing on bit(s) or word(s) variables
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MODBUS function codes managemernt

FUBLIC OFERATIONS

Searching... i| Mcdify write cperations = Madify all cperations -

Code Funeticn Action - Type

1 Read Coils A Sean Reading —
2 Read Ciscrate Inputs & Scan Reading
3 Read Holding Registers & Sean Reading
4 Read Input Register 4 Scan Reading
5 Write Single Cail A Sean Writing
& Write Single Register 4 Soan Writing
F Read Exception Status & Secan Reading
B Ciagnostic 4 Soan Reading
11 Get Com Event Counter A Scan Reading
12 Get Com Event Log 4 Soan Reading
15 Write Multiple Coils & Sean Writing
16 Write Multiple Registers A Sean Writing
17 Report Slave 1D & Sean Reading
0 Read File Record A Sean Reading
21 Write File Record & Sean Writing
22 hAask Write Register A Sean Writing
23 Read/Write Multiple Registers & Scan Writing

-

0 blocked on 19
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MODBUS function codes management

FUBLIC GFERATIGNS

Searching... % || Medify write cperaticns = WMedify all cperations »

Code Functicn Action Type

1 Read Coils & Soan Reading

2 Read Ciscrete Inputs & Sean Reading

3 Read Helding Registers A Secan Reading

4 Read Input Register & Span Reading

5 Write Single Cail 'Q Elock Writing

3 Write Single Register g & Elock Writing

T Read Exception Status & Span Reading

2 Ciagnostic & Sean Reading

1 Get Com Event Counter A Scan Reading

12 Get Com Event Log & Span Reading

15 Write Multiple Coils 'Q Block Writing

16 Write Multiple Registers 'Q Block Writing

17 Report Slave I 4 Scan Reading

o Read File Record & Sean Reading

21 Write File Recard g & Elock Writing

22 Wask Write Register rﬂ Block Writing

23 Read/ Write Multiple Registers i & Block Writing .
0 blocked on 19

OTHER OFPERATIONS ALLOWED =

NB: The configuration manipulations operated until now decide :
- to forbid (Block) the Modbus function codes of writing
- to allow (Analyse) the Modbus function codes of reading
e The same type of work could be done concurrently for the IPS-UMAS tab, which
relates to UMAS frames, to decide on the actions to be taken against the different
types of frames: Analyse (the frame is allowed to pass) vs Block (the frame is

blocked and produces an alarm)

The buttons Analyse by function group vs Group by function group are available to
decide which action to take, by group.

This exercise will stick to the classic Modbus operations: the UMAS functions will

thus be limited to actions of type Analyse, rather than Block, and will thus not
produce an alarm
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{1 admin_cutgoing 25|l Edit= @ | 13 Gotoglobal configuration

IFS PS5 - UMAS

Intellectual property of Schneider Electric

UMAS Farameters
Maximurn size of a message (in bytes) © | 1480 =
Maximurn reservation life time (in o C
seconds, O for infinite time) ; -
UMAS function cocdes management
FUBLIC OFERATIONS
Searching. . 1% & Elock by function greup= | @ Analyze by function areup= | Medify all aperations =
Code = Functicn Acticn
= Application Management
57 Umas_TC4 & Scan
B0 Umas_C5A & Scan
= Application download to PLC
48 lImas_EeginCownload & Sean
40 Umas_Downlzad & Sean
50 Umas_EndCownload & Soan
= Application upload from PLC
51 Umas_Beginlpload A& Soan
52 Umas_Upload & Sean
53 Umas_EndUplzad & Sean
54 Umas_BackupRestore & Scan
=@ Configuration Information requests
2 Umas_GetFlcinfo & Soan
112 Umas_ReadlzObject A Sean
114 lImas_ReadRack & Sean
115 Umas_Readhodule & Soan

= Connection Information requests

e Now go to the CONFIGURATION menu, APPLICATION PROTECTION sub-menu,
Applications and Protection section
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& C A Non séc

histps /192,161

Qaimin ~
o [ WRITNE
[ LOGE: RESTRICTED ACCERS

A, sToRMSHELD
& Network S

SN0 suoniomonns

MONITORING | CONFIGURATION

k3¢ «
@ APPLICATIONS AND PROTECTIONS - BY INSPECTION PROFILE
£k CONFIGURATION -
— - 1PS_00 (Default INCOMING ) | Applya model~ 4 Approve newalarms % Switch to contexd view
B SysTEM B3 4l [ applications (O] protection B Malware | | searcn %] Fiker~
m = = o
JA— essage Astian = Ll Naw = comaia Advanced E
BACnet/IP : invalid protoce! @ Blosk A Major bacnetip:432
& oBJECTS N
BACnet/IP : invalid service. © Block A Msior bacnetip:433
s
A USERS BACnet/IP : invalid length @ Black A Major bacnetip:d34
<} SECURITY POLICY BACnet/IP : reserved valus @ EBlock A Major bacnatip:435
G itTorrent protacol low 2 ignore
@ APPLIGATION PROTECTION B @ F2p: BinTorrent protosal © Al g 5% bittorrent:clisnt:1
I B @ F2p: BiTorrent Sync © Allow 2 ignors 2% bt-syne:slient:1
Applications and protectio
o ’ COTP - invald protossl @ Block: B Mojor cotpars
Protocols £OTP - invalid messege length @ Block. A Major cop 85
Inspection profile COTR ; unexpected TRGU @ Block A Major cotp:386
£OTP - unks Block A W
Vulnerability manager unknown cannection @ Elocl ajer co 71
DataHub unicads buffer averflow exploit detected @ Elock A Major k3 datahubselient:1
Host reputation 0
DCERFC: Invalid path in a NetPathCananicalize/Net Path Compare MS-RPC raq @ Block. W vajer E: 3 doerpo requestdata:l
At DOERRG : Microsaft RPGSS service vulnerability (CVE-2003-0352) @ Block A Maior E: 3 doerporequest data?
Antispam DCERFG - Microsoft LSASS senvice vulnerability (CVE-2003-0533) @ Block A Major 2% deerperequest dataid
@ ven DCERFG - Microsoft MSMQ service vulnerability (CVE-2005-0053) @ Block A Major 2% deerperequest data:d
DCERFG - Microsoft DNS service vulnerability [GVE-2067-1748) @ Block A Major 2% deerperequest datas
@ noTFCATIONS "
DCERFG  Invalid path in @ MS-RPG request - MSOE-067 @ Block &' Major 2% deerperequest datas
DCERRC - Microsoft vulnerability in print spooler (CVE2010-2729) allows remo © Allow A major k3 doerperequest data7
DCERRC - WM is usad on the network, it could be abussd by attacksrs © allow & ignore k3 doerperequest dataB
DCERRC : Rotential exploitatian of a vulnerability in Microscft Remote Netlogo © Allow ® ignore k3 doerperaqueat data:d
DCERRC : Rotential exploitation of PrintNightmare vulnerability (CVE-2021-345; © Allow Minor 2% deerperequest data1l
Makware : Conficker Version A payload detected @ Block. & Major 2% deerpe_tepiclient:1
Makware : Conficker Version B payload detected @ Block. & Major 2% deerpe_tepielient:2
Remote Accsss : Desktap Cloud Visualization © allow R Ignore 2% develient]
bash Shellshock dhep vulnerability CVE-2014-6271 © Allew R ignore k3 dheprolient:1
Radhat DHCP Client - Remate Code Exzeution @ Block A Major %5 dheprolient2
Forbidden address in CHOP reply © Block Minor % dhepielient:3 -
Page Tof13l b MR Alarms 1 - 200 of 2430

NB: check that the IPS selected refers to IPS_01 (Default Outgoing Config) by default

e Enter the Modbus keyword in the search field to identify the types of messages that
must justify an alarm and that are linked to the Modbus (and/or UMAS) protocol

@ APPLICATIONS AND PROTECTIONS - BY INSPECTION PROFILE

1PS_01 (Default OUTGOING ..) || Apply amodel~  k Approve newalarms £ Switch 1o comtest view

Maware | [wosbus 5] e

Applications [0 Pratection

Message Astion Level New Context:id Advanced
WIODBUS : invalid header or funetion code & Block A Major madbus 368
MODBUS : invalid PLU & Black & wajor madbus 369
MODBUS : messaqe length greater than the authorized limit @ Elock A Major modbus 370
MEDBLS - response without sorresponding request @ Block R Major medbus 371
WIODBUS : maximal number of pending requests reached & Block A Major madbus 372
MODBUS : the retransmitted request does not match with the ariginal version & Block A" major madbus:373
MODBUS : function cods denled @ Block A Mejor modbus: 374 Packet capture
UBAS - imvalid message @ Block R Major meodbus 375
UMAS ; function code denled & Block A Major modbus:376 Packet capture
UMAS : message |angth greater than the autharized limit & Black A" major modbus:377
UMAS : imvalid resenvation 1T @ Elock & Major maodbus 378
MODBUS : Unit Id denied & Black A Maiar modbus:406
MIODBUS : memory sccess denied & Block A Major mcdbus 18
CVE-208-7854 denial of service on Sehneider Elzciric Modicon MSED device € allow & Major E: 3 medbug: umas:client:1
CVE2018-7853 denial of service on Schneider Electric Modicon MSEG davice € Allow A Major E: madbug umas:client:2
CVE2RE-TE56 denial of service on Schneider Electric Modican M5E0 device € Allow A Maiar i modbus umas:client:3
CVE2018-T844 informatian leak on Sehneider Elzciric Modicon MSED device € Allow A Major k3 mazdbus:umas:olisnt:4
CVE-2018-7852 denial of service on Schneider Electric Modicon MSB0 device € Allow A" major E: 3 madbus:umas:slients
CVE2018-7857 denial of service on Schneider Electric Modicon MSEG davice € Allow A Major E: madbug: umas:client:h
CVE2018-7843 denial of service on Sehneider Elsotric Medicon M5B device € Allow A Major E: 3 medbus:umas:clientT
CVER19-6528 denial of servics on Schneider Eleotric Medicon MSB0 device € Allow & Major E: mzdbus umas:clisnt:s
CVE-2018-6829 denial of service on Schneider Electric Modicon MSB0 device € Allow A" major E: 3 madbus:umas:olient:y
Page. 1/of1 -] Alarms 1 -22 0f 22.

X CANGEL + APPI

40



FACTORI Asean Factori 4.0

4 o Across5outh East Asian Mations: From Automation and Control Training tothe Overall Rolloutof Industry 4.0
- Erasmus+ Project, 808854-EPP-1-201%-1-FR-EPPKAZ-CBHE-IP

Erasmus +

e For Modbus or UMAS frames that warrant a forbidden code (in terms of the frame
types that the previous configuration step had set as Block), if necessary, change the
action to be initiated for these exchanges from Forbid to Allow.

In other words, we will explicitly decide here to override the blocking instruction for
frames that we had previously decided should warrant an alarm. As a result, these
frames, now authorised, will finally be allowed to transit through the SNi40.

e Select successively these types of frames to be authorised, and then click on the
Configure button located on the right of the selected line, in the Advanced column.

& APPLICATIONS AND PROTECTIONS - BY INSPECTION PROFILE

IPS_01 [Defauk DUTGOING .} |~ Applyamodelr 4K Approve new alarms 13 Switch to context view

B Al B spplications [0 Protestion B8 Malwars | wiodbus % Filter~

Message Action = Level = New = Comextid Advanced =
6]  mopsuUs :invalid header or function code @ Blosk & Major medbus: 368

MODBUS : invalid POU © Block & Major medbus 369

MODBUS : message langth greatar than the authorized limit & Block A Major modbus 370

MODELS : response without sarresponding request  Block & Major medbuz:371

MODEUS - maximal number of pending requasts reached © Blosk A Major medbus:372

MODBUS : the retransmitted request does not mateh with the original version @ Block A Major medbus:373

MODBL : function cods denlsd Hslp @ Block A Mejor modbue 374 Packet capture
UMAS : invalid message @ Block A Major madbug:375

] umas : funciion coda denied @ Block A Major modus:376 Packet capture
M umas : message length grester than the authorized limit @ Block A Major modbus: 377

M umas :invalid reservation |G @ Block A Major medbus:3TE

PMODBUS : Unit Id denisd @ Block A Major modbug 406

MODELS - memory access denied @ Block W Majer medbus 418

CVE-2018-7854 denial of service on Sehneider Elestric Modicon MSB0 device € Allow A Major % medbus:umas:olient:1

CVE2018-7853 denial of service on Sohneider Elestric Madicon M5E0 device  © Allow A Major £* medbus:umas:client:2

CVE-2018-7856 denial of servios on Sohneider Electric Modicon MSB0 device € Allow A Major % medbus:umas:client:3

CVE2018-7844 infarmation leak on Sohneider Electric Madicon MSED device € Allow A Major £* medbus:umas client:4

CVE-2018-7852 denial of servios on Sohneider Electric Modicon MSB0 device € Allow A Major % medbus:umas:olient:5

CVE2018-7857 denial of service on Sohneider Elestric Madicon M5E0 device  © Allow A Major £* medbus:umas:client:6

CVE-2018-7843 denial of service on Schneider Electric Modicon MSBe device € Allow A Major 3 medbus:umas:client:7

CVE2013-6828 denial of servics on Sohneider Elestric Madicon M5E0 device  © Allow A Major £* medbus:umas:client:B

] cveonis-eeza denial of service on Schneider Electric Modicon MSEC device  © Allow A Major % medbus:umas:client:3

e This will then open the following dialog box, where we will ensure that the Capture
the packet responsible for the alarm escalation selection is checked, to capture the
packet responsible for the alarm escalation,

ALARM REACTION
[ 8end an e-mail

Murmber of alarms before sending :
During the period of (seconds) ;

[] Place the host under quarantine

For a period of (minutes) ;
Capture the packet that raised the alarm :

Oo%s applied to traffic Cefault QoS quens b

X CAMCEL v ARPELY

At this point, you realise that this progression - which is admittedly a little tortuous - is only
intended to allow the capture for analysis of packets corresponding to the frames in which
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the user is particularly interested (in this example, the Modbus data write frames), while
ultimately allowing the entire flow to pass.

11. Installation of Ethernet cables according to the Phase 4 architecture

System M580 — Phase 4

Segregated Metworks & Firewalls (IFP 182 1683 0.0 /172 168.12.0)

L7 1A, 1223 L7 Le L2

o--a

173_16.13.354

SHA0IP desonthe
DEonmected fetwork

103 1620040

Fibsm cable Fans

CehoFih cabHes

ATUZ2

12. Modification and verification of new IP addresses
12.1. Workstation
e To find out which routes, if any, have been previously defined on the Workstation,
view them using a route PRINT command
e |If necessary, execute a route DELETE command to delete the routing used until now,
before changing the IP address of the PC, and declaring a new routing

e.g.: route DELETE 192.168.0.0
e Record the new address of the Workstation (172.16.12.200)
Check via IPCONFIG

e |ssue a route command designating the 'external’ address of the NOC coupler
(172.16.12.1) as the entry point for accessing the Device Network (192.168.0.0)

Route ADD 192.168.0.0 mask 255.255.255.0 172.168.12.1
Check the accessibility of the main address of the M580 CPU (PING)

12.2. Observation Station (frame capture)
Record the new address of the Observation Station (172.16.12.230)
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Verification via IPCONFIG

13. Configuration of the Sni40 Firewall in Bridge mode
13.1. Checking the accessibility of the SNi40

Check the accessibility of this SNi40 (address on the current cut network: 172.16.12.254) by
means of (at most) a PING

https://172.16.12.254/admin

13.2.  Checking the reachability of the ePAC for Vijeo Designer in Simulation
Mode

Verify the accessibility of the ePAC (main address 192.168.0.1, routed by the BME NOC
0321 coupler) via a Modbus request: check under Control Expert that a read/write access on
the word %MW1014 (which corresponds to the speed setpoint address of the drive) gives
the same value as the one identified via Control Expert or the Magelis HMI for example

14. Configuring the SNi40 in Pass All & Analyze mode

This is simply a matter of maintaining the SNi40 firewall configuration, as defined in
the previous chapter (Pass All & Analyze)

Validate the effectiveness of the dialogue by observing the behaviour, for example, of
the Vijeo Designer application running on the Workstation in Simulation mode

Annexe : Stormshield Real Time Monitor & Wireshark

This "companion" tool to Stormshield allows you to extract packets (e.g. Modbus/TCP
exchanges) archived in the SNi40 firewall, and to sort/interpret them via Wireshark.

e |Install Wireshark on the workstation if it is not already installed
e Ditto install Stormshield RealTime Monitor on the workstation if it does not already

reside there
e Launch Stormshield Realtime Monitor by running the monitor.exe executable
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@ STORMSHIELD REAL-TIVE MONITOR 23 - [Vue d'ensemble]
@ Fichier Fenétres  Applications 7

Yue densenble

ﬁ Wue densemble
Tableau de bard
[ evinements

1} de

Ve densemble de votre réseau
[0 vuinérabiics a &6 détectée sur fensemble des réseauw supervisés
I1Dont 0 vuinérabitté crique
P Dont 0 vuinrabilté réssau

Rochocbers [ [t | A & =

4 7Y a @wno
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(19 wochines
[] itertsees
(2] quai de service
[5] usisaeurs
[]] quarantaine - .

3| routeurs

B ronmetsven
Active Update
B s
Matériel
|5 pottiaue de i,
E‘ Politique VPN
E Traces

PN

ﬁ ystéme

¥ Connexionauto. ¥ Lecture seule  TEtat ¥ Norn ¥ Adresse
=l ‘0 @ Co.. 172160, 17216120
<

¥ Utilisateur

admin

SNig0

4zn @ Activé @ Activé

VModle ¥ Fimware 7 Active Updste ¥ Management dewulngrabilicis ¥ Antivinas ¥ Version de sauvegarde

@ Désactivé 31115

¥ Derniéres alarmes ¥ \ulnérabilités
Majeur 13; Mineu 3 0

¥ Filtrage global
<ducun>

Traces de cornexion

14:15:3% admin@172.16.12,254] Début de connexion.
14115157 [adin@172.16.12,254] Une cormexion est établie
115IS7 [admin@172 16,12 ,254] Authentification en cours
1415157 [advin®172.16,12.254] AuthentFié

e For a first connection of RealTime Monitor to the target SNi40, we will either decide
on a direct connection,

@' Connexion directe

Adresse

Ukilisatewr

192.168.0,254

| admin

Mok de passe : | sesee

Lecture seule

[l

Se connecker

or we will anticipate and create a (new) entry
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@ Firewall 1 ? 4
Mo : Ene
Adresse:  |192.168.0.254

Mok de passe : | Ty

Confirmer : |

|
|
Ltilisateur | admin |
|
|
|

Description @ |

Annuler

in the address book

@ Carnet d'adresses ? *
Rechercher: | Eléments: 1)1
THom ¥ Adresse ¥ Utilisateur ¥ Mot de passe ¥ MN"desérie ¥ Description | & Ajoutsr
SMIA0 192168.0... admin ikl ) Modiier

@ Supptimer

[ afficher les mots de passe

) Imporker

F Exporter

1 entrées

Le carnet d'adresses est chiffré | # Madifier le mat de passe H sauvegarder (0] Annuler

Note: It is possible that the first time you connect to the SNi40, the workstation browser may
be prompted to authorise the certificate associated with that SNi40
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o

Le certificat du site distant n'est pas approuvé et nous ne pouvons pas confirmer que
' la connexion a 192.168.0.254 est siire.
u Sivous acceptez la connexion, ce site sera ajouté 3 une liste de sites de confiance.

Détails technigues
The host name did not match any of the valid hosts for this certificate
The root certificate of the certificate chain is self-signed, and untrusted

Afficher le certificat Faire confiance & ce certificat et se connecter| | Annuler la connexion

Incriminated certificate

@ Détails du certificat e
Sujet
Mom (M) OpENVPNSErver, com
Organisation (0 Stormshield
IUnité d'organisation {OL) sshvpnfull
Emetteur
Mom (M) sslvpn-full-default-authority
Organisation (0 Stormshield
IUnité d'organisation {OL) sshvpnfull
Validité
Depuis 05122018
Jusque 03f12/2028
Empreinte

ThochTai6 18003 1a:bd: 12:01:a8: 1F:

E o EiEid Ja:f2: 74:43:6a: 71:93:65

Close

e As a further precaution, we should ensure that RTM can be automatically coupled to
Wireshark
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@ Settings ? >

Behavior at startup External kools Repork Address bool, Miscelaneous

Packet analyzer

You can add the "$packet_file$" parameter (absolute packet file) to the packet analyzer tool of wour
choice, This parameter will be automatically added as the last parameter if vou do not explicithy use it.

Path:

|C:,|'F‘r-:u;|ram Fileswiresharkwireshark, exe |

Parameters:

Cancel

e Once these preliminaries are set, and having clicked on the address selection
corresponding to the SNi40 Firewall used, we will click on the Events entry. This will
display any events captured by the SNi40 and extracted by RTM.
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@ STORMSHIELD REAL-TIME MONITOR 23 - [Events (102.1630.259]
@ File Windows Applications 7

Il overview [ 1] Events 192.168.0.250)

Bl oveview

 Refresh || W Activated | | ? Showhelp
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Freal: | @ 192.168.0.25¢ ¥

Fiters ~ | Search: |

' Duplicate

Items: 10231023

E Dashboard —

7 Date 7 Logs Action ¥ Priority 7 Canfig ¥ Policy
Events
= 1536 Connection B pass  Hotice 1PS01

[ wutnerabitiy M 1536 Connection B pass  Matice 1pS_01

15:36 Connection B pass  Matice 1p5_01

D] Hosts 15:36 Connection B pass  Motice 1PS 01
15:36 Connection @ pass  Motice 1PS 01

Interfaces 15:36 Connection B pass  Notice 1ps.01
15:36 Connection B pass  Notice 1ps 01

Quality of Service 15:36 Connection B pass  Motice 1ps_01
1535 Connection B pass  Matice 1p5_01

Users 15:35 Connection pass  Motice IPS_01
15:35 Connection B pass  Motice 1PS 01

Quarantine - 5., 15:35 Connection % pass  Natice 1ps 01
15:35 Connection B pass  Motice 1ps 01

Routers 1535 Connection B+ pass  Motice 1PS_01

=3
=3
=3
=3
=3
-3
=3
=3
=3
=3
=3
-3
=3
&) =3
1535 Connection B pass  Motice 1P5.01
E VPN tunnels 1535 Connection B pass  Notice 1PS.01
ﬁ st Uptiote 15:35 Connection B pass  Motice 1PS 01
1535 Connection B pass  Notice 1ps.01
E Services 15:35 Connection 3 pass  Motice 1PS_01
15:35 Alarm 0 Major
E Hardware 1535 Cannection O+ pass  Matice 1301
15:35 Connection B pass  Motice 1PS 01
Filter palicy 15:34 Connection B pass  Motice 1P5.01
1534 Mlam B pass ) Minor 1ps.01
) venpoiiey 1534 Alarm B opass ) Minar 1ps 01
. 1534 Connection B pass  Motice 1ps_01
E Logs 1534 Protocol [ pass  Motice 1P5.01
15:34 Connection B pass  Motice 1PS 01
Ej VPN 1534 Connection % pass  Motice 1ps 01
15:34 Connection B pass  Notice 1ps.01
E e 15:34 Cannection B+ pass  Motice 1PS_01
1534 Connection B pass  Matice 1ps.01
1534 Connection B pass  Motice 1P5.01
15:34 Connection B pass  Motice 1PS 01
15:34 Connection B pass  Motice 1P5.01
15:34 Connection B pass  Notice 1ps.01
15:34 Connection B pass  Motice 1p5 01
1534 Connection B pass  Matice 1ps.01
1534 Connection B pass  Motice 1P5.01
15:34 Connection B pass  Motice 1PS 01
15:34 Connection B pass  Motice 1P5.01
15:34 Connection B pass  Notice 1ps.01
15:34 Connection B pass  Motice 1p5 01
1534 Connection B pass  Matice 1ps.01
15:34 Connection @ pass  Motice [
15:34 Connection B pass  Motice 1PS 01

User 7 Source Destination Dstport
Anonyrmized dnsl.google.com dns_udp
Anonymized dnsl.gongle.com dns_udp
Anonymized espressa-paclientsé google.cam 3
Anonymized dnslgongle.com dns_udp
Anonyrmized dnsl.gongle.com dns_udp
Anonyrrized dnsl.google.com dns_udp
Anonyrmized dnsl.google.com dns_udp
Anonymized safebrowsing googleapis.com 3
Anongmized dnsi.gongle.com dns_udp
Anonymized 33l.gstatic.com 3
Anonyrmized ww.google.com 3
Anonyrrized dnsl.gongle.com dns_udp
Anonprmized translate gaogleapis.com 3
Anongmized cdn.phstck.com hitps
Anenymized bootpbstek.com hitps
Anonymized s3l.gstatic.com 3
Anonyrmized dnsl.gongle.com dns_udp
Anonyrmized signaler-pa.clientsé google.com w3
Anonyrmized dnsl.google.com dns_udp
Anenyrmized dnslgeogle.com dns_udp
Anonymized am-trc-events.tabook.com hitps
Anonyrmized s bingcom hitps
Anonprmized dual-a-0001.de-msedge.net hitps
Anonprmized dual-a-0001.de-msedge.net https
Anonymized dnst.gongle.com dns_udp
Anenymized stidlwindowsupdte.com hitp
Anonymized lactufr hitps
Anonyrmized ssl.gstatic.com 3
Anonyrrized dnsl.gongle.com dns_udp
Anonpmized static.actufr hitps
Anonymized dnst.gongle.com dns_udp
Anenymmized geoftv-askamaihd.ner hittps
Anonymized hdfauth.foven fr hitps
Anonyrrized Ted 77 fwrmm,net hitps
Anonprmized assetswebservices francetelevisions. fr hitps
Anonymized platform twitter.com hitps
Anongmized k7 ftven.fr hitps
Anenymized platformtwittencom hitps
Anonymized fastiane, ubiconproject.com hitps
Anonyrmized platform twitter.com hitps
Anonyrrized dnst.gongle.com dns_udp
Anonymized signaler-pa.clientsé google.com 3
Anonymized 70de.v.fwmrm.net hitps
Anenymmized mapsgstatic.com hittps
Anonymized khms0.googleapis.cam hitps

Details
338 sent; 08 received

35 B sent; 57 B received

35,33 KB sent; 684,37 KB received; Duration: sec 820ms
43 B sent; 886 received

43 B sent; 886 received

378 sent; 53 B received

15 B sent; 618 received

2,30K8 sent; 2,60KB received; Duration: 070ms

3B sent; 182 B received; Duration: 020ms

213 KB sent; 2,62 KB received; Duration: 070ms

2,92 KB sent; 5,84 KB received; Duration: Ssec 450ms

32 B sent; 488 received

4,83 KB sent; 4,76 KB re ceived; Duration: 15sec 740ms
1,06K8 sent; 9842 KB received; Duration: 6m 40sec 400ms
1,07 KB sent; 3,64 KB received; Durations: 6m 40sec 350ms
213 KB sent; 259 KB received; Duration: 070ms

43 sent; 636 received

1,07 K8 sent; 232 KB received; Duration: 210ms

428 sent; 508 received

Admin password: Admin password is set to factory default
1018 sent; 161 B received

119,41 KB sent; 14,33 KB received; Duration: 6m Gsec 130rms
125 B sent; 6,86 KB received; Duration: 100ms

) TL3/1.3 downgrade to TLS1.1.; Filter rule; Rule id: T; Config: IPS.01
] TLS: TLS/1.0 protocol detected; Filter rule; Rule id: 1; Config: IPS_01
598 sent; 1108 received

2668 sent; 250 B received; Durations 010ms

1,07 KB sent; 652 KB received; Duration: 6m 080ms

2,29K8 sent; 2,81 KB received; Duration: 185ec 050ms

1808 sent: 150 B received; Duration: 100ms

1,03 KB sent; 7,07 KB received; Duration: 2m 060ms

76 B sent; 96 B received; Duration: 030ms

1,23 KB sent; 428 KB received; Duration: 6m 43sc 850ms
1,29KB sent; 646 KB received; Durations 6m 45sec 580ms
1,21 KB sent; 3,92 KB recaived; Duration: 6m dSsec 300ms
1,26KE sent; 254,31 KB receivect Duration: 6m d5sec 350ms
4,82 KB sent; 101,90 KB received; Duration: 3m 3sec 750ms
1,36K8 sent; 7,61 KB received; Duration: 6m 45sec 720ms
85 KB sent; 180,50 KB received; Duration: 3m 37sec 810ms
11,47 KB sent; 363 KB received; Duration: 5m 43sec 230ms
4,52 KB sent; 234,67 KB received; Duration: 3 37sec 730ms
33 B sent; 408 received

1,08KE sent; 230 KB received; Duration: 150ms

2,14KB sent; 5,95 KB received; Duration: 7m Bsec 500ms
1,11 KB sent; 75,88 KB received; Duration: 4m 060ms

1,15 KB sent; 25,30KB received; Duration: 4m 060ms

~

To display the content of the Packet column, if it is not already the case, a left click on the
top banner of the columns displays the following dialog box:

v

Filter by this column
Clear column filter
Clear all filters

Clear all ather filters

Hide calumn
Columns

Adjust column width to fit contents

e This will allow you to click on the Columns entry to display the following dialogue box
which allows you to set the details of what you want to be displayed
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Search: |

¥ Filter by this colurnn

3
53
53
535
53
53
53
535
53
53
53
535
53
53
53
535
53
53
53
535
53
53
53
535
53
53
53
535
53
53
53
535
53
53
53
535

Clear calumn filter

Clear all filkers

Clear all ather filters

Hide column
Columns

Adjust colurmn width to fit contents

T
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice

[T |

IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01
IPS_01

Feset columns

Action
Adyertizerments
Alarrm type
Authentication method
Callee

Caller

Category

Caonfig
Connection group
Context

Copy

Date

Destination
Destination add.
Destination interface
Details

Dst port

Dst port nurm
Duration

Firewall

ICMP code

[CRP fyppe

0]

[P

IP wersion

Logs

Media

Message
Fodified source
Modified srec port
Dperation
Original dest
Original dest. port
Packet
Pararmeter

Palicy

Priority

Pratocal
Received

Result

Rule

SPARA level

Source address
Source interface
Src port

Src port nurm
Fart date
Timezaone

UTC date

UTC start date
User

YWirus
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e Click on Package if necessary to have this column Package

Reset columns Source address

) Source interface
~  Action

) Src port
Advertisernents P

Src port hum

Alarrm type
Trart dat
Auythentication rmethod art date
Timezane
Callee
UTC dat
Caller e
UTC start date
Category
v U
v Config e
. Wirus
Connection group
Context
Copy
" Date

" Destination
Destination add,
Destination interface

¥ Details

~  Dstport
Dst port nurm
Duration
Firewsall
ICMP code
ICHP type
0]

IP
IP wersion

~  Llogs
tedia
hessage
Modified source
Maodified src port
Operation
Original dest
Original dest. port
Packet
Parameter

~  Policy

¥ Priority
Protacol
Recerved
Result
Rule
SPAN lewel
Sensitive alarm
Sent

~ Source

Source MAC address
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Date ¥ Logs Action ¥ Priority | ¥ Config ¥ Policy ¥User ¥ Source Destination Dstport ¥ Details

e To more easily isolate alarm-producing frames, you can enter the prohibited
keyword (found in the labels displayed in the Details column)

@ STORMSHIELD REAL-TIME MONITOR 2.3 - (Events (100.168.0.254)]
@ File Windows Applications 7

I overvien 1] Events (192.168.0.254)

Packet

n Oveniew O Refresh ||| Suspended| 7 Show help Frewal : | @192.168.0.25¢ ¥ 7' Duplicate.
E Dashbomd Actions ¥ | Fiters | Search: [macbus % | [eme: 1434720
@ e Date  ¥logs TAction ¥Priorty ¥Config ¥Policy ¥lser ¥Source ¥ Destination ¥ Dstport ¥ Details Packet g
1054 Alarm B> pass 1) Major 1501 Anonymized 19016800 modbus (%) MODEUS: function cade denied (16); Fiker rule; Rule id: 1; Config: IPS_01 =]
() vanerasiy .. 1054 Alarm B> pass 1) Major P01 Anonymized 19216801 modbus (9] MODBUS: function code denied (16); Filter rule; Rule id: 1; Config: IPS_01 ]
et 1050 Alarm B pass 1) Major 75 01 Anonymized 19216801 modbus (%) MODBUS: function code denied (16); Fiter rule; Rule id: 1; Config: IPS_01 =]
(9] Hosts 058 Alarn B> pass ) Major iP5 01 Anonymized 10016800 modbus (] MODBUS: function code denied (16); Fiter rule; Rule id: 1; Config: IP5_01 ]
et 1052 Mlarm B> pass 1) Major IS 01 Anonymized 10216800 modbus (9] MODBUS: function code denied (16); Fiter rule; Rule id: 1; Canfig: IPS_01 =]
[94] nterfaces 1054 Alarm B+ pass 1) Major PS.01 Anonymized 19216801 modbus %) MODBUS: function code denied (15); Copies: & Filter rule; Rule id: 1; Configs PS.01 9
— 1054 Alarm B> pass 1) Major PS 01 Anonymized 19216800 modbus (9] MODBUS: function code denied (16); Filter rule; Rule id: 1; Config: IPS_01 ]
| 5] auaiity of senice 1053 Alam B> pass 1) Major iP5 01 Anonymized 10216801 modbus (9] MODEUS: function code denied (15); Filter rule; Rule id: 1; Config: IP5_01 ]
p— 1053 Alarm B> pass 1) Major pS 01 Anonymized 10216801 modbus (9] MODBUS: function code denied (15); Capies: & Filter rule; Rule idk 1; Corfig: IPS.01 @
2] wsers 1083 Alarm B> pass 1) Major 1501 Anonymized 19016800 modbus (%) MODBUS: function cade denied (16); Fiter rule; Rule id: 1; Config: IPS_01 =]
1053 Alarm B+ pass 1) Major PS.01 Anonymized 19216800 modbus 9] MODBUS: function code denied (15); Filter rule; Rule id: 1; Config: IPS_01 ]
[B] uarantine - a5 1053 Alarm B> pass 1) Major 7501 Anonymized 19216801 modbus [ MODBUS: function code denied (15); Copies: & Filter rule; Rule ic: 1; Config: PS.01 @
= 053 Alamn B pass ) Major iP5 01 Anonymized 10016801 modbus (9] MODBUS: function code denied (1) Fiter rule; Rule id: 1; Config: IP5_01 =]
|_j,‘ Routers 1053 Alarm B+ pass 03 Major 1Ps ot Anonymized 192.168.0.1 modbus W MODBUS: function code denied (15); Filker rule; Rule id: 1; Config: IPS_01 -]
1053 Alam B+ pass 1) Major P5.01 Anonymized 19216800 modbus 9] MODBUS: function code denied (15); Copies: & Filter rule; Rule id: 1; Configs PS.01 09
E VPN tunnels 1053 Alarm B+ pass ) Major 1PS.01 Anonymized 192.168.0.1 modbus @ MODBUS: function code denied (16); Filter rule; Rule id: 1; Config: IPS_01 o
ﬁ Sctive Updite 1052 Alam B> pass 1) Major iP5 01 Anonymized 10216800 modbus (9] MODEUS: function code denied (15); Fiter rule; Rule id: 1; Config: IP5_01 =]
1052 Alarm B> pass 1) Major iP5 01 Anonymized 10216801 modbus  [§] MODBUS: function code denied (15); Capies: & Filter rule; Rule id: 1; Corfig: IPS.01 @
E Serices 10852 Alam B> pass 1) Major 1501 Anonymized 19016800 modbus (%) MODBUS: function cade denied (15); Fiter rule; Rule id: 1; Config: IPS_01 =]
1052 Alarm B+ pass 1) Major P5.01 Anonymized 19216801 modbus 9] MODBUS: function code denied (15); Copies: & Filter rule; Rule id: 1; Config: PS.01 03
[x [T 1052 Alarm B pass 1) Major IP5.01 Anonymized 19216801 modbus  [§] MODBUS: function code denied (15); Filter rule; Rule id: 1; Config: IPS_01 -]

e Once you have identified a frame for which you wish to see the details, a right click
on the annunciating line opens a dialog box where you can select the command

See the packet that triggered the alarm
¥ Filter this column by this criterion
¥ Filter only this calumn by this criterion

Wiews source host..,

YWiew destination host..,

By Addthe source host to the Object base...
E'.|. Add the destination hostto the Object base..,

Ping source host
Traceroute to source host
Ping destination host

Traceroute to destination host

Send source host to quarantine r

Wiewr the packet that raised the alarm
Clear alarms

Copy to clipboard

e This opens the Wireshark tool, which points directly to the selected frame:

The detail provided shows the nesting of the different layers, the application layer

corresponding here to the Modbus protocol.
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