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TP3 - Cybersecurity - Protection by Custom Patterns

Operational objectives:
- Understand the concept of custom signature filtering on SNi40 firewalls
- Be able to configure an SNi40 firewall with a predefined signature
- Be able to define a new custom signature
- Be able to demonstrate the effectiveness of this type of filtering

Prerequisites :
- Master the basic operations of Control Expert
- Be able to launch Vijeo Designer in simulation mode
- Understand the basic structure of a Modbus frame and its main functions
- Have understood the main principles of SNi40 configuration

The problem posed:

Definition and implementation of a custom signature filtering on SNi40 firewall, in order to
allow an automatic rejection of requests with content outside the admissible limits, as
defined by the user.

Application example:

- Restrict the admissibility of a request to modify the speed setpoint to a minimum value of
of 20% of its maximum speed

- Restrict the admissibility of a speed set point modification request to a maximum value of
of 80% of its maximum speed

Resources :
e Manufacturer documentation

- Schneider Electric
-> website
=> protocole-modbus.pdf

- Stormshield :
-> SNS - User and Configuration Manual
=> sns-en-custom_context_based_protection_signatures_technical_note

e Specific documentation
- Architectures Maquette Cybersec_anglais.pptx

e Applications made available for the realization of this TP :
- M580 application (Control Expert): md1ae58ecyb.stu
- HMI application (Vijeo Designer) : MD1AES8ECYB
- Default SNi40 Firewall configuration file (SNI40-TP2-0.na)
- Custom signature file Prohibit50ormore FC16.in
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e Software provided, to be installed on the working PC (console) for the
realization of this TP:

- Control Expert (Schneider Electric): Programming Schneider Electric M340,
M580, ...

- Vijeo Designer V6.2 SP8 : Design of Magelis HMI applications (execution
including in Simulation mode on the Workstation)

- Web Gate Client (Schneider Electric): complement to Vijeo Designer [option]
(remote client of the Magelis HMI) (remote client of the Magelis HMI, running
in an Internet Browser)

- Internet Explorer : Microsoft Internet Browser

- Angry IP Scanner (angryip.org): check for accessible IP addresses in a given
range [option]

- Wireshark (Wireshark Foundation): observation of Ethernet frame details

- WinSCP/Putty: manipulation of Custom Patterns files on SNi40

Evaluation criteria :

Interpreting a custom signature definition file

Configuring an SNi40 firewall with predefined custom signature

Definition of a custom signature file for SNi40 firewall

Modifying a custom signature file for SNi40 firewall

Creating a custom signature file for SNi40 firewall

Demonstration of the effectiveness of filtering by Custom Patterns

Autonomy - Quality of work/restitution

Time spent: 2h Objective(s) : Comment(s) :

Evaluation : /20 |Reached(s)| Not reached
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TP3 - Protection by value limitation
Customized contextual protection signatures (Customs Patterns)

Custom contextual protection signatures (Customs Patterns) are intended for the analysis,
by the firewall, of applications developed within the company or in addition to the signatures
developed by the firewall manufacturer (Stormshield).

These signatures are based on regular expressions (called "variants"). These "variants" are
used to analyze strings of characters in the data of exchanged network packets.

The associated alarms can then block or allow the detected flow to pass, depending on the
settings made within the personalized signature (these settings can then be modified on
each firewall, within the Application Protection > Applications and Protection module).

1. Review of the custom signature file provided

For the execution of this TP a .in file (Prohibit50ormore FC16.in) is provided, which
contains the definition of a "custom signature".

Provide a summary analysis of the contents of this file.
2. Setting up the configuration with Custom Patterns

Note: A pdf document entitled
“sns-en-custom_context_based_protection_signatures_technical_note”.

This document deals specifically with custom signatures.It provides a number of
guidelines that will be used in the execution of this tutorial.

A new configuration will be implemented on the SNi40 Firewall, initially to limit the fan
speed to a maximum of 20% of its maximum speed, i.e. 50 Hz.

This will be done using a custom pattern, pre-configured and pre-mounted on the
case.

By varying the speed on the customer, it will be seen that the fan speed set point is
"limited".

With the available analysis tools, it will be verified that the client was trying to send
values above this limit, but that they were blocked.

3. Use of Custom Signature Variants ('Custom Patterns’)
We now wish to implement a variant of the previous filtering (which blocked setpoints
above 50) by now blocking setpoints below 80% of the drive's maximum speed, i.e.
200 Hz.

In other words, we want to block the setpoints between 0 and 200.
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By varying the speed on the customer, it will be seen that the fan speed set point is
"limited".

With the available analysis tools, it will be verified that the client was trying to send values
below this limit, but that they were blocked.

Note

This test sequence will be played by default according to the so-called Phase 2 architecture,
i.e. integrating the SNi40 firewall, which is connected to an Ethernet port (DIO) of the M580
CPU.

It could just as easily be replayed according to the so-called Phase 4 architecture, i.e. the
one involving a separation of networks: 'Control Network' vs 'Devices Network'. This time,
the SNi40 firewall is not connected to an Ethernet DIO port on the CPU module, but to an
Ethernet DIO port on the BME NOC 0321 module.

With this Phase 4 architecture, the elements present on the 'Control' network will register in
the 172.16.12.0 addressing domain, while those present on the 'Equipment’ network will
persist in the 192.168.0.0 addressing domain (i.e. the same as before).

See TP2, Chapters 11 & 12, for cabling and initialization of routing on the Workstation
Details of expected operations
Important:

The Web Gate application, transposed into an Internet Browser of the HMI application
running on the Magelis (HMI) terminal, connected locally by default, does not produce
Modbus TCP requests as such, whether they correspond to reads or writes. It is in fact the
HMI that ensures the Modbus TCP communication, and synchronizes its data with the image
displayed in the browser.

Consequently, the Vijeo Designer application, running in Simulation mode on the
Workstation, will be used to produce Modbus TCP unit frames from the PC to the ePAC
(PLC) for testing purposes, through the SNi40 Firewall if necessary.

That said, the Web Gate application (as well as the Magelis GUI) may be used concurrently
to place the model in a given preliminary state.

1. Review of the custom signature file provided
e For the execution of this TP, a .in file (Prohibit50ormore FC16.in) is provided,
which contains the definition of a "custom signature". This signature can be
compared with the captured packet corresponding to a requested frequency
of 50 Hz via the Vijeo Designer Simulation.

We will filter the Wireshark capture introducing the following:

(ip.addr == 192.168.0.200) and (ip.addr == 192.168.0.1) and (modbus.func_code == 16)



FACTORI Asean Factori 4.0

4 o Across5outh East Asian Mations: From Automation and Control Training tothe Overall Rolloutof Industry 4.0
- Erasmus+ Project, 808854-EPP-1-201%-1-FR-EPPKAZ-CBHE-IP

Erasmus +

n ||:i|:|.a|:||:|r == 192,168.0,200) and {jp.addr == 192,165.0.1) and {modbus, Func_code == 16)

M *Connexion au réseau local

Fichier Editer ‘ue Aller  Capture  Analyser  Statistiques  Telephonie  Wireless  Outils  Aide
Am 7@ RREBRe==F &5 |Eaqan

‘l |(|D.addr == 192.,168,0,200) and (jp.addr == 192, 168.0,1) and {modbus.func_cods == 16)

Mo, Time Source Destination Protocol Length Info
F1 7.523682 192.168. 8. 220 192.168.8.1 Hodbus fTCRP 69 Query: Trans: @; Unit: 255, Func: 16: Write Multiple Registers
72 7.525961 192.168.8.1 192,168, @, 202 Modbus FTCP 66 Response: Trans: @; Unit: 255, Func: 16: Write Multiple Registers

Frame 71: 62 bytes on wire (552 bits), 69 bytes captured (552 bits) en interface “Device'WNPF_{93537377-FECS-48C6-B3D3-9574247FE376}, id @
Ethernet IT, Src: Dell_9@:ba:h9 (H4:0Q:6a:90:ba:h3), Dst: Telemech 17:89:7f (20:82:f4:17:89:7f)
Internet Protocel Wersion &4, Src: 192.168.0.200, Dst: 192.168.0.1
Transmissien Control Pretocel, Src Port: 11864, Dst Port: 522, Seq: 61, Ack: 166, Len: 15
~ Modbus/TCP
Transaction Identifier: @
Protocol Identifier: @
Length: 9
Unit Tdentifier: 255
~ Modbus
.B21 @@ee = Function Cede: Write Multiple Registers (16)
Reference Numher: 2
Word Count: 1
Byte Count: 2
Register 2 (UINT1G): @

e The content of this file is pure ASCII. The details are given below:

modbus:client.global |
revision=1

[modbus:client.4096]

type=asq

severity=2

classification=1

action fw=block,block,block,block

level fw=minor,minor,minor,minor
resource=greater than 58Hz

ription="Block Write of S5peed Setpoint > 58Hz - FC 16"
description_fr="Blocage Ecriture
ldescr="Block Speed Setpoint > 58Hz"
ldescr_fr="Blocage Consigne Vitesse > 58Hz"

Consigne Vitesse > 58Hz - FC 16

The last line carries the Modbus encoding of a request that will send 9 bytes, indicating that
a request will be made:

On the Modbus device N° 255 ($FF) (default device number, not significant in Modbus/TCP)
(This value may vary, however, depending on the sender of the request).

a multi-word write operation ($16) on address $03F86, i.e. 1014, i.e. the word of address
%MW1014, carrying here the speed setpoint carrying in fact 1 word, i.e. two bytes

Note in particular the end of this last line, enclosed in square brackets
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: [\X32-\xff]. These square brackets define the limits of the range of admissible values for the
byte taking place on this position:

x32 (hexadecimal value) = 50 (decimal value)

xff (hexadecimal value) = 255 (decimal value)

In other words, the admissible values will be between 50 and 255

NB: In the conditions of use envisaged here, the SNi40 firewall will behave both as a recipe

firewall and as a client firewall.

e Reminder on the structure of a custom contextual signature file

The minimum structure of the custom context signature definition file is as follows:

- A'"[context.global]" section, unique for each context, in which the revision of
signatures is specified.

In our example, we have for example :

[modbus:client.global]

revision=1

This means that the context referred to here as modbus:client and the revision number of
the associated signatures is 1

- For each custom context signature, a section "[context.identifier]", containing
the following mandatory fields (the order of the fields in the section is free):

type =

classification =

action_fw =

Clarifies the scope of the
signature

Categorisation of the signature

Action applied by the
associated alarm to the
custom signature

Field composed of 4 values,
separated by a comma,

Value: asq

Value:

0 (Protections)

1 (Applications)

2 (Malware)

Value: pass / block
Example :

pass,pass,pass,pass
pass,pass,block,block
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level_fw =

description =

Idescr =

In our example, we have :

modbus: client. 4096
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without space,
corresponding to 4
predefined security models:
Internet, Low, Medium and
High

Level assigned to the
associated alarm Field
composed of 4 values,
separated by a comma,
without space, corresponding
to the 4 predefined security
models:

Internet, Low, Medium and
High.

Short description of the
signature written in English.
This text is displayed in the
Message column of the
Applications and Protection
module

Complément d'information sur
la signature, rédigé en anglais.
Ce texte est affiché dans une
infobulle, lors du survol du
descriptif de

I'alarme (colonne Message du
module Applications et
protection).

First regular expression used in
the signature

Value: ignore / minor / major

Example :
ignore,minor,major,major
major,major,major

Value: Free text framed by

Exemple
"Access to perdu.org site"

Valeur : Texte libre encadré par
des guillemets

Exemple

"This custom signature is able
to detect when a computer
tries to connect to the website
perdu.org"

Value: Regular expression
enclosed in inverted commas

This means that the context designated here is still modbus:client

and that the identifier of this custom signature filtering is 4096
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We will insert as many "[context.identifier]" sections as we have to define custom signatures
in the considered context (within the limit of 2048 possible signatures per context).

type = asq => Scope of the signature: asq

severity = 2 => Severity level assigned to the detected threat (optional): 2 = moderate

classification = 1 => Category : 1 = Applications

action_fw = block, block, block, block => Action applied by the associated alarm

level_fw = minor,minor, minor,minor => Level assigned to the associated alarm

Idescr => Additional information on the signature:

"speed command greater than 50Hz"

comment => ?! comment

1 => First regular expression: here: framed Modbus frame

"\x00\x00\x00\x00\x00\x09\xff\x10\x03\xf6\x00\x01\x02\x00[\x 32-\xff]"

2.  Setting up the configuration with Custom Signature (‘Custom Pattern’)

21. Custom Signatures and Active Update
e Initial context of the SNi40 Firewall configuration:

Go to the part corresponding to the CONFIGURATION > CONTROL PANEL
menu and look at the ACTIVE UPDATE section (lower right-hand part of the
screen):
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e Check that the contextual protection IPS signatures are up to date
IF5S: contextual protection signatures % Uptodate (2:48:42 FM

e Check that custom context signatures are disabled, i.e. that custom
signatures are excluded from the Auto Update mechanism

Thus, in the SYSTEM > Active Update > Automatic Updates module,
check that the line "IPS: custom contextual protection signatures" is disabled;
this is to prevent custom signatures being overwritten by those retrieved from
the Active Update server.

Lil SYSTEM/ ACTIVE UPDATE

AUTOMATIC UPDATES

Status = Madule

& Enabled |FS: contextual protection signatures
& Enatled Antispam: heuristic engine

& Enabled Wulnerakility Manager

& Enatled Root Certification Authorities

& Enatled Geclocation / Public IF reputation

e As aresult, the DASHBOARD in turn reflects the fact that these custom
contextual protection signatures are disabled

IFS: custom contextual protection sign... Cizabled

2.2. CLI Console: Enable custom signature support
e On the graphical interface, go to CONFIGURATION > SYSTEM > CLI
Console
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C A MNonsécurisé | kttpsi//192.168.0.254,

R 1L p——

MONITORING

CONFIGURATICN

ka0 .
il SYSTEM/ CLI
£ CONFIGURATION =
help
e o BUTH t User authentication.
CHP¥D ndicate If the password nust be updated.
B sysTEM CONFIG : Firewall configuration functions.
GLOBALADHIN : Global administration
HA A functions
Configuration HELP icplay the auailable commands.
L1sT isplay the list of connected users, show user rights (Level) and rights for current session (Sessionlevel).
Admiristrators Loa g related functions.Everyuhere a timezone is needed, if not specified the command is trested with firewall timezone setting.
HODIFY et / loose the modify or the mon_write right.
License HONITOR onitor related functions
NP o nothing but aveid discomnection from server.
Maintenance PKT how or update the pki
qurt og off.
Active Update REPORT andling of reports
SYSTEH ystem commands
High Availability USER ser related functions.
VERSTON icplay seruer version.
Management Center
cu
o NETWORK
2 oBJECTS
2 users
<+ sEcuRITY PoLICY
Filter - NAT
URL fitering
S5 fltering
SMTP filtering
008
Implicit rules
@ APPLICATION PROTECTION
m PN
@ NOTIFICATIONS
X CLEAR DISPLAY LAUNGH O Multiline mode
Type HELF at the end of the command ta obtain help and current settings
T 0RJECTS ‘¥au ¢an record cammands sent to firewall with command recorder buttan, shovr itin Preferences

e Activation of personalized signatures.
Type and validate the following two commands successively, in the lower
input field. First enter the command below:

CONFIG SECURITYINSPECTION COMMON INIT CustomPatternsMatching=1

LiL 8YSTEM/ CLI

help
AUTH
CHFWD
CONFIG

Hé
HELP
LI5T
LoG
HODIFY
HONITOR
NoP

FKI
QuIT
REPORT
SYSTEH
USER
YERSION

User authentication.
Indicate if the password must be updated.
Firewall configuration functions.

GLOBALADHIN : Global administration

H& functions

Display the available commands.

Display the list of connected users, show user rights {Lewvel) and rights for current session (SessionLewel).

Log related functions.Everywhere a timezone iz needed, if not specified the command iz treated with firewall timezone setting.
: get f loose the modify or the mon_write right.

Monitor related functions

Do nothing but avoid disconnection from server.

show or update the pki

Log off.

Handling of reports

System commands

User related functions.

Display serwver wersion.

CONFIG SECURITYINSPECTION COMMON INIT CustomPatternsMatching=1

Success

Then enter the command below:

CONFIG SECURITYINSPECTION ACTIVATE

10
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L5l SYSTEM/ CLI

help

SUTH : User authentication.

CHRWD : Indicate If the password must be updated.

CONF TG : Firewall configuration functions.

GLOBALADMIN : Global administration

HA i HA functions

HELP : Display the available commands.

LIST : Display the list of connected users, show user rights (Level) and rights for current session (SessionLevel).
LOG : Log related functions.Everyuhere a timezone is needed, if not specified the command is treated with firewall timezone setting.
HODIFY : det / loose the modify or the mon_write right.
HONITOR : Monitor related functions

NOFP : Do nothing but avoid disconnection from serwer.
PKI : show or update the pki

QUIT 1 Log off.

REFORT : Handling of reports

SWESTEM : System commands

USER : User related functions.

YERSION : Display serwver wersiaon.

CONFIG SECURITYIWSPECTION COMHOMN INIT CustomPatternsMatching=1
Success

CONFIG SECURITYINSPECTION ACTIWATE

Ok

23. Installing the custom signature file on the SNi40 with WinSCP
e Using the WinSCP utility, copy the file Prohibit50ormore FC16.in (supplied) to the
/usr/Firewall/ConfigFiles folder of the SNi40
e When using WinSCP for the first time, enter the host name (at most the IP address of
the SNi40 Firewall) and the ID and password used to enter the configuration of the
Firewall.

Session
File protocal:

SCP w

Haosk narne: Port number:
|192.168.0,254 || 22 |2

User narne: Passward:

|au:|min | |-"" |

Save Al

Login |" Close Help

e Click on the Advanced button and after selecting the SCP/Shell entry, enter and
validate /bin/sh in the Shell field :

11
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Environment Shell
| | ;- Diectories shell |ibinjsh v]
- Recyele bin
I SCP/Shell Return code variable: |-':'-LI'IDE|E':EE': e |
| Connection
e Proncy Directory listing
= Tunnel Listing comrnand: ||5 -la v |
il i Full ti
- Key exchange Ignore LS warnings Try ko get Full tirmestarmp
- fukhentication _
- Bugs Other options
Mote [M] Lookup user groups Clear national variables

Clear aliases [ ]Use scpz with scpl compatibility

Calar - Cancel Help

The result will be that you will see the development of directory trees on the display
e If necessary, save the settings for this session for later use (Save button ...)

Session

File: prokocol:

SCP e

Hosk name: Port number:
|192.153.u.254 || 22 :|

User narne: Passwiord:

|a|:|min | |-"" |

| Save |V| E Advanced,., | |"’|

in which case you will be asked to enter the password on the keyboard to access the
SNi40

12
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Server prompt - admin@192,168,0,254 ot

Searching for host..,
ﬁ Connecting to host..,
Authenticating...

Using usernarne "adrmin”,

Passwiord;

e Connect to the firewall (if necessary, override a security warning)

i L .
Avertissement M

/|\_ Continuer la connexion & un serveur inconnu et ajouter sa
— clé d'héte & un cache?

La clé d'hote du serveur n'a pas été trouvée dans le cache. Vous n'avez
aucune garantie gue le serveur est 'ordinateur que vous pensez

Les détails de |z clé RSA du serveur sont:
Algorithme: ssh-rsa 2048
SHA-256:  Ef3GKrC6/DzETUL/OUBpZRWTjH3epT Ord+ETaAcwRI0=
MD5: 57:99:0e:f1:49:2d:b3:1 e:c2:b5:Th: T acebr 2a:co:bb
Sivous faites confiance 3 cet héte, appuyez sur Oui. Pour vous connecter
sans ajouter de clé hote au cache, appuyez sur Non. Pour abandonner la

connexion, appuyez sur Annuler,

Copier les empreintes digitales dans le presse-papiers

[ Oui ‘V] [ Non ] [ Annuler I I Aide ]

e Make sure that the left-hand side of the display shows the disk directory where the .in
file to be copied is located, and that the right-hand side of the display shows the
target directory on the SNi40 :

13
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3 2dmin@192168.0250 X [ New Session

[ Deskiop SE-E- e 2| % Configfile - (& - 0 2 | DB FindFiles |
£ Upload ~ [ Edit - 3¢ ) [ Properties | £ MNew ~ = 5 New ~
Ci\\Desktop FactoritHaris-D: Ie\MD1AESSECYS CYBERSECURITY PLATFORMNEx ercises\d - Custom Pattemns\Custum Patternsh | JustfFirewall/ConfigFiles/
Hame Size Tpe Changed Name Size Changed Rights Gumer
L Parertcirectory 0404202 162428 ol 02/05/2002 1484 e ademin
Archive File folder 0042022 162426 AntiSPAM 02/05/2002 1444 ek adrmin
Elprohibitstormare_FCOGin 1K INFile 26/01/2022 202300 AntiVIRUS 02/05/2022 1444 wrxrx adrmin
Elrrohibits0ormare FC16in TKE INFile 26/01/2022 202300 Authentication 02/05/2002 1484 e ademin
EProhibit200ariess FCO6in 1KE INFile 26/01/2022 202300 Bird 01/05/2002 1484 ek adrmin
BlProhibit20toriess FC1sin KB INFile 28/01/2022 20:23:00 Cad 02/05/2022 1444 ek admin
Certificates 01/05/2022 1444 e admin
Communication 02/05/2002 1444 ek adrmin
Event 02/05/2022 1444 ek admin
Fiter 01/05/2022 1444 e admin
Global 02/05/2002 1444 ek adrmin
He 02/05/2022 1444 ek admin
Meailfiltering 01/05/2012 1444 rxrx adrmin
Cperupn 02/05/2002 1444 ek adrmin
PPTP 01/05/2002 1444 s admin
Protocols 01/05/2012 1444 rxrx adrmin
Qos 02/05/2002 1484 e ademin
Reparts 01/05/2002 1444 s admin
Securitylnspection 02/05/2022 1444 wrxrx adrmin
SSlFiltering 02/05/2002 1484 e ademin
URLFiltering 01/05/2002 1484 ek adrmin
UserPrefs 02/05/2022 1444 wrxrx adrmin
veN 01/05/2022 1444 e admin
oy 01/05/2002 1484 ek adrmin
XVPN 02/05/2022 1444 ek admin
[ access tickets KB 02/05/2002 1444 - admin
[ lived 2KB 02/05/2002 1444 e admin
[ aived_hosts KB 02/Q5/2022 1444 e adrmin
[ auth KB 02/Q5/2002 1444 e adrmin
[] autabackup KB 02/05/2002 1444 e admin
[ autoupdate AKB 09/05/2022 1453 - nobody
[T boot KB 03/05/2022 11:23 e adrmin
[] eneategarygroup 0KB 02/05/2002 1444 e adrain
[ cngraup KB 02/05/2022 14 - adrmin
7] ddnsclient KB 02/05/2002 1444 e adrmin
[ dhep AKB 0/05/2022 1124 e adrain
[] dheps AKB 02/05/2002 1444 e admin
[Tans 3KB 0/05/2002 1444 e nobody
[ ether KB 02/05/2002 1444 - admin
[] geagroup OKB 02/05/2002 1444 e admin
SO0E of 1,08 KE in 1 of 5 QB of 104 KE in 0 of 38

& SCP 0:06:11

e Copy via SCP (by drag'n drop using the WinSCP utility) the custom signature
definition file Prohibit50ormore FC16.in to the /usr/Firewall/ConfigFiles directory of

the SNi40 firewall

Upload

IJpload File 'ProhibitS0armare_FC16.in' to remoke directary:

=

X

Transfer settings
Transfer tvpe: Binary

[ ]Transfer in background {add ko transfer queue)
Transfer settings... |v

[]oo not show this dialog box again

Cancel

Help

e Result:

14
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FusefFirewallfConfigFiles/

Marne a Size  Changed Rights Crvrer
| modem 1kE  02/05/2022 14:44 Pud-F--F-- adrmin
| onitard 1KB 0270572022 14:44 Fuf=f==F-= adrmin
| netwneork 16 kKB 02/05/2022 14:44 Pld-F--F-- nobody
| network.g2.5 16 KB Q270572022 14:44 Fue-f-=f-- adrmin
| hisconf 1KB 0270572022 14:44 Pu-F--t-- admin
| ntp 1KE  02/05/2022 14:44 Pld-F--F-- adrmin
| object 15 KB 0270572022 14:44 Fue-f-=f-- adrmin
| abjectgraup 1KE  02/05/2022 14:44 bii-F--F-- adrmin
| pending.enrolement 1kE  02/05/2022 14:44 Pud-F--F-- adrmin
HEF‘rDhihitSUDrmnre_FC...§ 1kB 282027 20029 Pif-r=---- admin
| procey 1KE  02/05/2022 14:44 Pld-F--F-- adrmin
| pevrm QKB 0270572022 14:44 Fue-f-=f-- adrmin
| route 1KB 0370572022 10:34 Pu-F--t-- niobody

Note: The ConfigFiles directory is actually a link under the Firewall directory, which leads to the
/data/Main/ConfigFiles directory

Note: with WinSCP, if by any chance you want to delete a directory created inadvertently on the
SNi40 Firewall, you must first translate it to the local disk.

24, Enabling custom signature file support with Putty
e Now check the validity of the custom signature definition file, in this case the file

Prohibit50ormore_FC16.in in this example. To do this, we will use the Putty ';F
utility, which can be requested through WinSCP

@ 192.168.0.254 - PuTTY - O >

login a=s: adwin

£ Eevhoard-interactive authentication prowpts from Server:

FPassword:

e Blindly enter the password ( ) and validate (Enter)

15
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192.168.0.254 - PuTTY - O >

l-interactive authentication prompts from sServer:

addre

ighd

libre ight

admin 1 ight no-link

S I40A440T5409 1

e Enter and validate the following command line:

40440I3 natt ’ . JusriFirewall nfigFiles/ProhibitcS50ormor E_F cClé.in
SNI4OL40IZ4091

Note: once the command string has been copied, right-clicking on Putty allows it to be pasted

If this signature definition file is invalid, one or more messages are displayed indicating the type of
errors detected.

e Compile custom signatures :

After correcting any anomalies detected in the custom signature definition file, run the
command:

This command starts the compilation of all signatures (options -f and -a).
(the -v option activates the verbose mode of the command).
e This translates into the following display event:
40440
I iz enabled
building http:client:header for

Compute "http:client:h ler”™ cont
1

The execution continues for a good minute and results in the following display:

16



Asean Factori 4.0
Across5outh East Asian Mations: From Automation and Control Training to the Overall Rolkoutof Industry 4.0
Erasmus+ Project, 808854-EPP-1-201%-1-FR-EPPKAZ-CBHE-IP

Erasmus +

192.168.0.254 - PuTTY

irewall/Data/Pattern/Downlos o Jusr/Firewall/

T
irewall/ att s ] ; to fusr/Firewall,

T

irewall/ aLLern g J04. 0 fusr/Firewall

JFirewall/
r/Firewall
irewall/Dats/Patct JDownload/07. o /usr/Firewall/D

irewall/ a/Pattern/ovnload/ 0 Jusr/Firewall/

/Firewall/

exXt wmapping file
owething in the
thing in the f 1S R I new Custon pattern st

Note: The directory /usr/Firewall/Data/CustomPatterns/Download contains one file
per context, containing all signatures specific to that context (example:
modbus_client)

FusrdfFirenal | Data/CustomPatternsDowenloadf

=

Marne Size  Changed Rights Chvrier

+ 25042022 15:27 P F=3 - admin
: 1KB  09/05/2022 15:54 P F--F-- adrrin

e Enable custom signatures in the intrusion prevention engine
Finally, enter and execute the following command line:
This is reflected in the following display event:

This command forces the intrusion prevention engine to take into account previously
compiled custom signatures.

2.5. Checking the presence of the personalized signature as protection

Now check that the added signature now appears in the CONFIGURATION >
APPLICATION PROTECTION > APPLICATIONS AND PROTECTIONS menu:

e Enter modbus in the filter field to restrict the scope of the displayed application
protections

17
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@ APPLICATIONS AND PROTECTIONS - BY INSPECTION PROFILE

1501 [Default CUTGOING .) ¥ Applyamodelw  &F approve newslarms  £3 Switch 1o comest view

B all B Applications (] Frotection B Malware | | modbus % Filterr
Message Action = Lewl = New =~ Comeaid Advanced =
MODBUS : imvalid header or function code @ Blosk A Major modbus:368
MODBUS : imvalid POU @ Block B Major modbug:369
MODBUS : message length greater than the authorized limit @ Blosk A Major medbug:37R
MODEBUS : respanse without carrespending request @ slock. & major modbus:371
MODBUS : maximl number of pending requests reached @ slock & major modbus:372
MODBUS : the retransmitted request does not match with the original version & Block & major modbus:373
MODBUS ; function code denled © Allow A" Major modbus:374 Packet capturs
UMAS : invalid messsge @ Block & Major medbus 375
UMAS : functlon code denled © Allow A" Major modbus 376 Packet capture
UMAS : message length areater than the autharized limit @ Block A Major modbus:377
UhIAS  invalid reservation I © Block A" Major modbus:378
MODELS : Unit I denied @ Block A Majer modbus 406
MDDEUS : memary acoess denied © Block A" Major modbus:418
CVE2018-7854 denisl of service on Schneider Electric Modicon MSED devics  © Allaw A Major 5 modbus:umas:elient:1
]  ove2018-7853 denial of sendce on Schneider Electric Modicon MSER device € Allaw A Major E: 3 medbus:umas:elient:2
CVE2018-7856 denis of service an Schneider Electric Modicon MSED device € Allaw A Major 5 modbus:umas:elient:3
CVE2018-7844 information leak on Schneider Elestric Modicon MSEDdevics  © Allaw A Major E: 3 modbus:umas:alient:4
CVE-2IMB-TBS denial of service an Schneider Elzctric Modicon MSEDdevice @ Allow A" Major k13 medbus:umas:slient:5
CVE2018-7857 denial of service an Schneider Electric Modicon MSEDdevice @ allow A" major * modbug:umas:lient:6
CVE2018-7843 denial of service an Schneider Electric Modicon MSEDdevice @ allow A" major E: 3 modbus:umas:client:7
CVE2019-6828 denial of service an Schneider Electric Modicon MSEDdevice @ allow A" major * modbug:umas:elient:s
CVE2019-6828 denial of service an Schneider Electric Modicon MSEDdevice @ allow A" major E: 3 modbus:umas:elient:s
B Blook Write of Speed Sstpoint » S0Hz- FC: 16 © Block Wiiner modbus:olient:A096 Configure

NB: Click on the selector on the right-hand side of the screen to open the dialogue box for
customizing the columns to be displayed.

e Click once on Applications to restrict to that category, then click on that column
heading to display the custom signatures first:

&« C A Non sécurisé | https//192.168.0.25 Y O @ Wavigation privée (2
eadmm -

o I wrirs
(0 woss resTricTeD AccEss

SN0 suomoznss

MONITORING | CONFIGURATIGN

@ APPLICATIONS AND PROTECTIONS - BY INSPECTION PROFILE

&k CONFIGURATION -
f—— e 1FS_01 [Default OUTGOING ..) || Applya model~ ¥k Approve new alarms £ Switch to context view
M oyeTen B &l B Applications [0 Protection [ Malware | modbus % Fiker~
Conouration Wessage Action = Level = New = Comextid Advanced =
BB slockvirite of Speed Setpoint > SOHz-FG 16 & Blosk Winar medpus:client: 4096 Configure
Administrators
License
Waintenance
Active Update
High Availabllity
Wanagement Center

cu

NETWORK

OBJECTS

USERS

&

SECURITY POLICY

&Y

APPLICATION PROTECTION
I Applications and protestia
Protncols
Inspection profile
Vulnerability manager
Host reputation
Antivirus
Antispam
W e
@ NOTIFIGATIONS
Page  1of1 & Alarms 1-10f 1

X GANGEL ~ APPLY.

€ osuEcTs

2.6. Test via Vijeo Designer in Simulation mode

It is checked that it is not possible to set as a new speed setpoint a value greater than
50 (i.e. values between 50 Hz and 250 Hz are rejected)

e Change the speed setpoint (%MW1014) to 40 :
request accepted by filtering via Custom Pattern (because less than or equal to 50)
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Wijea-Designer Buntime 6.2.1.. — O x

CYBERSECURITY PLATFORM

Bus CanQpen Managemen

Frequency Command : | = 40 Hz +

Run Controller : [Deacti'u'ate] [ Auctivate ]
hlotor Frequency Feedback : 40 Hz
Controller State Feedback (ETA) : 0637
Controller Command (ChA0) - Q00F

Fault O Run @

<«

e Change the speed setpoint (%MW1014) to 60 :
request rejected by filtering via Custom Pattern (because greater than 50)

Wijea-Designer Runtime 6.2.1.. — O et

CYBERSECURITY PLATFORM

I Bus CanDpen Management

dFrequency Command : 1 47 H! !
dl Fun Contraller: ﬂ [Deau:ti'u'ﬁ [ J’-‘kcti'uaﬂ

#lhotor Frequency Feedback : 0 Hz
#l Controller State Feedback (ETA) - 0231 ﬂ
#l Controller Command (ChD -

The request is rejected. The old setpoint is retained

3. Changing values in custom patterns
The modification of values in custom patterns is done in 2 steps:
(Follow this description carefully).
3.1. Step 1: Delete the previous signature file

This first step is equivalent to the elimination of the previous signature file, and the
deletion of its recognition.

e On the Development Station, return to the previously used custom signature
definition file (in) previously used:
a) increment the revision number
b) Delete the previous signature definition

[modbus :client.global]

revision=2
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e On the Firewall (recipe), delete the 'unit’ file (example: modbus_client) which is
located in the directory /usr/Firewall/Data/CustomPatterns/Download

FusrdFirenal|fData/CustomPatterns D ovenloadf

ey

Marme Size  Changed Rights Cherier
) 25042022 15:27 P F-3 - admin
| lmedbus client: |3 open Piti-t--r-- admin
[ Edit 3
=@l Download.. Folw
5% Duplicate... Shift+F5
) Move To.. Shift+Fé
3 Delete F&
|i-'| Rerarme F2
= Copy Ctrl+C
File Custorn Cornrmands e
File Marnes *
Froperties Fa
FusefFirewallDatafCustomPatterns/Download,
Marme a Size Changed Rights Chirier
+ 0 250442022 15:27 P - F - adrnin

e Then enter the commands previously used in SSH (see previous manipulations via
WinSCP/Putty), in order to make the previously created application alarm disappear:
(the 'cleared' file will have been substituted for the previously used in file,

[Prohibit50ormore FC16.in], to be modified).

enpattern -t /usr/Firewall/ConfigFiles/Prohibit50ormore_FC16.in

enpattern —fav

enasq

3.2, Step 2: Making changes to the signature file

This second step involves :

e Edit the target in-file again (Prohibit50ormore_FC16.in)

Example: change the range of valid values

e At the same time perform a new increment of its revision number
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modbus:client.global
g

revision=3

[modbus : client.4696]

type=asq

severity=2

classification=1
action_fw=block,block,block,block

level fw=minor,minor,minor,minor

urce=greater than 58Hz

ription="Block Write of Speed Setpoint > 58Hz - FC 16"
description_fr="Blocage Ecriture Consigne Vitesse > 58Hz - FC 18"
ldescr="Block Speed Setpoint >

comment=modbus s d
1="EK@@ﬂKGBRK@L~.__}K@@RK@QRKFFEklﬁﬁKBEHKFEEKB@EKBIRKBEEKB#[\Kﬁﬂ—‘xf{]"

e Redo the operation to add the application signatures on the firewall
> copy the modified .in file to ConfigFiles
(new increment + new or modified analysis)
> SSH sequence execution

enpattern -t /usr/Firewall/ConfigFiles/Prohibit50ormore_FC06.in
enpattern —fav
enasq

4. Use of Custom Signature Variants ('Custom Patterns’)

We now wish, for example, to implement a variant of the previous filtering (which
blocked setpoints above 50) by now blocking setpoints below 200 Hz (80% of the
drive's maximum speed).

In other words, we want to block the setpoints between 0 and 200.

To do this, we will create a new in file (Prohibit200orless FC16.in), based on the
previous file (Prohibit50ormore_FC16.in)

4.1. Step 1: Delete the previous signature file
> Modification of the description lines of the previous file in
- incrementing the revision number

- deletion of the definition of the previous signature

[modbus:client.global]

revicion=4
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> Delete (if it exists) the 'unit' file (example: modbus_client) present on the directory
lusr/Firewall/Data/CustomPatterns/Download

> SSH sequence execution
enpattern -t /usr/Firewall/ConfigFiles/Prohibit50ormore_FCO06.in
enpattern —fav
enasq

4.2. Step 2: Editing / Integrating the new signature file

> Editing the description lines of the new in file (Prohibit200orless_FC16.in),
derived from the previous one), installed on ConfigFiles

e New revision number increment
e Lastline: c8 (hexadecimal value) = 200 (decimal value)

4 P | Prohibit200orless_FC16.in

[modbus:client.global]
revision=5

[modbus: client. 4896 ]

type=asq

severity=2

classification=1

action_fw=block,block,block,block

level fw=minor,minor,minor,minor

resource=greater than 58Hz

description="Block Write of Speed Setpoint < 28@Hz - FC 16"
description_fr="Blocage Ecriture Consigne Vitesse < 20@Hz - FC 1&"
ldescr="Block Speed Setpoint < 208Hz"

ldescr_fr="Blocage Consigne Vitesse < 28@Hz"

comment=modbus speed

1=""x00\ x00\x08\x00\ x00\x09\ xF\x10\x03\ xF6\x00\x01\ x02\x00[ \ x00-\xc8]"

> SSH sequence execution
enpattern -t /usr/Firewall/ConfigFiles/Prohibit200orless_FC16.in
enpattern —fav
enasq

4.3. Checking the presence of the personalized signature as protection

Now check that the added signature now appears in the CONFIGURATION >
APPLICATION PROTECTION > Applications and protections menu:
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e Enter modbus in the filter field to restrict the scope of of the displayed
application protections

& APPLICATIONS AND PROTECTIONS - BY INSPECTION PROFILE

IPS_01 [Cefault DUTGOING ..} el Apply 8 model = # Approve new alarms £ Switch to context view

Al Applicalians @ Frotaction alware modbus i Filtar+

Type Meszage Action = Level = New = Context:id Advanced
Stormshield LE] MODBUS  invalid headar or function o @ Blook A" Majer medbus:368

Stormshield M wmoosus | inalid PoU @ Block A" Major madbus:369

Stormshiald MODBUS : message length greater tha @ Block A Major modbus:370

Stormshisld ]  MODBUS : response without correspon @ Blook & Majer medbug:371

Stormshield MODBUS - maximal number of pending @ Block & wajer modbus:372

Stormshield MODBUS © the retransmitted requestd @ Blook & majer madbus:373

Stormshisld MQDELS : function code denlad © Allow A" Major maodbus:374 Packel capiure
Stormahield M umas:invalid message & Block A" Majer madbus 375

Stormshlsld UMAS : function code denled © Alow A Major modbus:376 Packet caphure
Stormshisld (] uMAS: message length greater thantl @ Blook A Mjor modbus: 377

Stormshield MBS - imvalid reservstian IG & Block A majer medbus: 378

Stormshield MOGBUS : Unit 1 denied @ Elock & majer madbus:406

Stormshield @ MODEUS : memory Bccese denisd @ Elock A Major madbus:418

Stormshield M cvE2018-7854 denial of service on Sot € Allow A" Major 2% madbus:umas:olie:

Stormahield CVE-2018-7E53 denial of service on Sot & Allow A Major % madbus:umas:clie...
Stormshisld ]  ovE2018-7856 denial of serice on Sot € Allow & Majer * meodbus:umas:clie...
Stormshield M CvE-20187844 information leak on Sct & Allow 4 Major % medbus:umas:clie...
Stormshield CVE-20187852 denial of service on Sct & Allow A pajor % medbus:umas:clie...
Stormshield @ CVE-2018-7857 denial of service on 5ot € Allow A Major &5 madbus:umas:clie.

Stormshield M ovE2018-7843 denial of service on St € Allow A Major 5 medbus:umas:clie

Stormahield CVE-2010-682E denial of service on Sct & Allow A Major % madbus:umas:clie...
Stormshield CVE-2019-6820 denial of service on Sot @ Allow A" Major % madbug:umas:clis...

Custem =5 Block Write of Speed Setpoint < 200Hz ‘@ Block inar maodbus:client: 4096

NB: Click on the selector on the right-hand side of the screen to open the dialogue box for

customizing the columns to be displayed.

e Click once on Applications to restrict to that category, then click on that
column heading to display the custom signatures first:

¥ APPLICATIONS AND PROTECTIONS - BY INSPECTION PROFILE

IP5_01 [Default DUTGOING ..} v | Apply a model - ﬁ Approve new alarms 13 Switch to context view

All E Applications @ Frotection Malware madbus * | Filter=
Type Message Action = Level = Mew = Context:id Advanced
Custam = Block Write of Speed Setpoint < 200Hz @ Black Minar modbus:elient: 4006

4.4. Test via Vijeo Designer in Simulation mode

It is checked that it is not possible to set as a new speed setpoint a value
lower than 200 (i.e. values between 0 Hz and 200 Hz are rejected)

e Change the speed setpoint (%MW1014) to 210 :

request accepted by filtering via Custom Pattern (because greater than or
equal to 200)
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Wijeo-Designer Runtime 6.2.1...  — O X

CYBERSECURITY PLATFORM

ATW320 Bus CanOpen Managem ent

Frequency Command ; mm
Run Controller [Deau:tiuate] [ Activate ]
hlotor Frequency Feedhack : 210 Hz
Controller State Feedhack (ETA) 0637
Controller Command (Cha0n 000OF

Fault O Run @

<

e Change the speed setpoint (%MW1014) to 180 :

request rejected by filtering via Custom Pattern (because lower than 200)

Wijea-Designer Runtime 6.2.1... — O x

CYBERSECURITY PLATFORM

! 180 m I!

Frequency Command :

Run Controller ﬂ [Deacti'u'a [ Adiuatﬂ
hdotor Frequency Feedback : 0 Hz E
Controller State Feedback (ETA) : 0231 E
Controller Command (Cha0 Q006 E

The request is rejected. The old setpoint is retained
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