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TPS5 - Cybersecurity - Network Segregated Firewall

Operational objectives :

- Understand the value of a network-separated firewall architecture

- To be able to define and implement a split network firewall architecture

- Be able to define and implement a filtering rule on a separate network

- Be able to demonstrate the effectiveness of this type of architecture
Prerequisites :

- Master the basic operations of Control Expert

- Be able to launch Vijeo Designer in simulation mode

- Have understood the main principles of SNi40 configuration
The problem :
To set up a firewall architecture with separate networks: Internet, industrial and administrator
networks, and to limit access to the industrial network to members of the administrator
network.
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Resources :
e Manufacturer documentation
- Schneider Electric
-> website
- protocol-modbus.pdf
- Stormshield :
-> SNS - User and Configuration Manual
e Specific documentation
- Architectures Maquette Cybersec_anglais.pptx
e Applications made available for the realization of this TP :
- M580 application (Control Expert): md1ae58ecyb.stu
- HMI application (Vijeo Designer): MD1AES8ECYB
- Default SNi40 Firewall configuration file (SN140-TP2-0.na)

e Software provided, to be installed on the work PC (console) for the realization

of this TP:

- Control Expert (Schneider Electric) : Programming of Schneider Electric

M340, M580, ...

- Vijeo Designer V6.2 SP8 : Design of Magelis HMI applications(execution

including in Simulation mode on the Workstation)

- Web Gate Client (Schneider Electric): complement to Vijeo Designer [option]
(remote client of the Magelis HMI) (remote client of the Magelis HMI, running

in an Internet Browser)
- Internet Explorer : Microsoft Internet Browser

- Angry IP Scanner (angryip.org): check for accessible IP addresses in a given

range [option]

- Wireshark (Wireshark Foundation): observation of Ethernet frame details

Critéres d’évaluation : D )

Understand the value of network separation at the firewall level

Implementation of network separation with SNI140

Setting up a filtering rule on a separate network

Demonstrating the effectiveness of this type of architecture

Autonomy - Quality of work/restitution

Time spent : 1 h | Objective(s) : Comment(s) :
Evaluation : /20 SR)eached( Not reached
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TP5 - Firewall with Separate Networks

1.

Using the document provided "Architectures Maquette Cybersec_anglais.pptx",
identify the different sub-networks to be set up on the Sni40 and explain the
advantages of setting up such a separation of networks.

Define a port on the Sni40 for each subnet, set up the cabling and configure the
Sni40 to separate the subnets. Validate the configuration by testing access to the
Sni40 gateway for each subnet via a "ping" command. (N.B. You can add an
additional test network in preparation for the following questions).

From the administrator's network, after establishing the correct routing on his PC and
enabling the "pass all" security policy on the Sni40, ping the M580 NOC. Explain the
result.

Configure the M580 NOC router to allow access from the industrial subnet to the
Sni40 gateway, then check the accessibility of the NOC from the administrator
network.

Set up the routing so that the M580 can be accessed from its NOC router gateway
through the Sni40 and check that it is working correctly using Vijeo Designer.

Restrict access to the industrial network to the administrator network only. Validate
the implementation of this filtering by trying to access the industrial network from
another network (test network).
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Details of expected operations

1. Interest of a separate network architecture

System M580 — Phase 5

Separate Networks & Separate Network Firewalls (IP 192.168.0.0 // 172.16.12.0 //
172.16.112.0)

172.16.12.230

r
\ J
M -

 17216.112.254:
IP address of the SHia0
on the administrator netwrork

192168.0.30

Schypider * |
: == 172.16.12.254 ;
| IPaddress of theSNidd
192.168.0.1 :;‘2211:;5112 on theindustrial network
5 [ 7
CPR oP5B = = = i D
RSTa4S it m m m 3
: : b
192.168.0.10 — g E\“\ o | e | o | o D

!l‘

192.168.0.100 L 168.0.110

CAMope
n

Industrial Network

Bthemet cable RMS
Hetwork CANOPEM cable
. cal
Administrator

ATV3Z . ——

The network linked to the Sni40 is divided into 3 sub-networks: an industrial network
which includes all the elements linked to the industry (PLC, etc.), an administrator
network which allows the administration of the industrial network, the manipulation of

the Sni40 (configuration modification, data analysis, etc.) and an internet network
which allows the firewall to be updated.

There are many advantages to such a network architecture:

e Reduction of the network load (number of packets on the network) by
distributing the devices on different broadcast domains (one for each subnet)
and therefore also reduction of the number of (useless) packets received for
each equipment.

e Improved security level: on the one hand by reducing the impact of certain
cyber-attacks (attack via broadcasting, ...), on the other hand by offering the
possibility of establishing specific security rules for each subnet.

e Improved quality of network monitoring: each subnet has its own role (easier
to filter, analyze, etc.).

2. Setting up the basic configuration
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To answer this question, a possible proposal is to use port 2 of the Sni40 as an
interface for the industrial network and port 3 as an interface for the administration
network. Port 1 of the Sni40 is intended for the Internet network. The other interfaces
(ports) will be disabled to improve security. However, a test subnet on port 4 can
already be set up for the rest of the tutorial.

First, connect to the firewall by setting the IP configuration correctly:
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Protocaole Internet wersion 4 (TCPAP) Properties >
General

¥ou can get IP settings assigned aukomatically if wour netbwork, supports
this capability, Ctherwise, wou need to ask vour network, administrator
fFaor the appropriake IP setkings.

() Obtain an IP address automatically
(®) Use the Follawing IP address:

1P address: | 172 . 16 . 12 . 200 |
Subnet mask: | 255 255 .255 . 0 |
Default gateway: | 172 . 16 . 12 .25 |

Obkain DMS server address aubomaticalky

(@) Use the Following DMS server addresses:

Preferred DMS server: | 1.1 .1 .1 |

Alkernate DMNS server; | . . . |

[ ] validate settings upon exit advanced. .

Carcel

You can then connect to the firewall at https://172.16.12.254/admin and access the
Configuration > Network > Interfaces panel to configure the network interfaces.

Then click on bridge and delete it. When requested, click on "Force Delete":

Elu::ne*'.-.r_t:-_|_M':j R

h1=
T & Check usage

™ libr

~ out = Modem profiles B

™ in # Edit »
M admin

¥ LCelete

Enter 172.16.12.254/24 as the IPv4 address to “in” interface port 2:
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sl= NETWORK / INTERFACES

A 0 D | LBty 4 oadd ey X Delets | B Moniter [ Goto monitoring | @ Ghack usage

Q, Enter a filtar

Interface £} IN CONFIGURATION
M out
s in

M admin_lzeal

GENERAL ADVANCED PROPERTIES

4 £

Status

General settings

Mame:
Comments:
® Internal (protected)

This interface is: 1 External {public)

Address range

() Address range inherited fram the @ Dynarnic / Static
bridoe

) Dynami¢ IP (obtained by DHCP) @ Fixed IP (gtatic)

Address range:

IPv4 address:
+ Add X Delete

Address/ Mask Comments

172.16.12.254/29

The same operation will be performed for dmz1 (port 3), this time using the IPv4 address
172.16.112.254/24 :

aj= NETWORK / INTERFACES

Q Enter a filter A @ | L Edite 4+ Add v % Delete | B Monior B3 Gotomanitoring | @ Checkusage
Interface £+ M520 CONFIGURATION
M cut
GENERAL AOVANCED PROPERTIES
in =+
M admin_local
Status
b [ on |
P M5B I
=

General settings

Narme: M530

Comments:

This interface is:

Address range

Address range:

|Pv4 address:

+ Add X Delate
Address/ Mask

172.16.112.254/24

connexion réseau rmaching

® |nternal (protected) 21 External {public)

) Address range inherited from the @ Dynamic f Static
bridge

O Dynamic IP (obtained by DHCP) @ Fixed IP (static)

Comments
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In anticipation of the rest of the tutorial, we will also perform this operation on dmz2 (port 4)
with the IPv4 address 172.16.212.254/24, this will be the test network:

='|_- NETWORK / INTERFACES

Q Enter a filter # @ | L Edit- 4+ Add - % Delete | B Monitor B2 Gotomenitoring | @ Chack usage
Interface ﬁ' LIBRE COMNFIGURATION
M cut
. GEMERAL ADVANCED PROFERTIES
= in [ [ ————
) admin_lacal
Status
1 1ISED
™ libre v

General settings

Mame: libre:

Comments:

This interface is: O Internal {protected) ® External (public)
Address range

Address range: v Address range inherited from the ® Dynamic / Static

bridge
IPv4 address: ' Dynamic IP {obtained by DHCP) @ Fixed IP (gtatic)
+ tdd X Delate
Address/ Mask Comments

17216.212.254/24

As for the other interfaces, by the same procedure, they are deactivated:
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ﬂ._I NETWORK / INTERFACES

Q, Erter 3 filter A @ S| £ Edit- 4+ Add v % Delete | B Monitor B2 Goto monitering | @ Check usage
Interface n‘ ADMIN_LOCAL CONFIGURATION
™ cut
. GENERAL ADVANCED FROFPERTIES
5 in [ S—————
1 admin_local rd
Status
1 M5EY
M libre

General settings

Mame: admin_local
Comments:
This interface is: ® |nternal (protected) ) External (public)

Address range

Address range: ) Address range inherited from the ® Dynamie / Static
bridge
IFv4 address: ) Dynamic IP (obtained by DHCF) ® Fixed IP (static)

+ add X Dalete
Address/ Mask Comments

10.20.0.254/24

This results in the following configuration, which can be applied by ignoring the message
warning that the connection will be interrupted:
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ﬂ._I METWORK / INTERFACES

Q, Enter a filter & @ | L Eit~ 4 Agd v % Delete | i Monitor B3 Goto monitoring | @ Check usage
Interface ﬂ‘ CUT CONFIGURATION
M out £ F :
. {GEMERAL: ADYANCED PROFPERTIES

in 5]

1 MSED

™ libra status

M admin_local m

General gattings

Mame: out
Commeants:
This Interface is O Internal (protected) ® External (public)

Address range

Address range: O Address range inherited from the ® Dynamic f Static
bridge
IPv4 address: ' Dynamic IP (obtained by DHCF) @ Fied IP {static)

+ add X Delets
Address/ Mask Commants
RERINER VAL

The names of the interfaces can then be changed as follows to make them easier to
understand:

='|_- NETWORK / INTERFACES

{3
AN

Q, Enter a filter #
Interface
M cut
M industriel +] -
M admin
M test
M admin_local

™

By going to port 2 of the firewall and without changing the IPv4 settings of the PC, we can
then check on the command line that the configuration of this port works:

10
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C:yUser

Pinging 172
Reply from
Reply from
Reply

Reply

172.16.12,254
: =4, Received = 4, Lost
Approximate round trip times in milli-second
Minimum 2ms, Maximum = 2ms, Average = 2ms

Then move to port 4 of the firewall with the following IPv4 configuration:

Protocole Internet version 4 (TCP/IPwd) Properties >
General

You can get IP settings assigned automatically i wour network supports
this capability, Otherwise, wou need to ask your netbwork, administrator
for the appropriate IP settings,

() Cbtain an IP address automatically

(®) Use the following IP address:

IF address: | 172, 16 212 . 200 |
subnet mask: | 255 .255 .255 . O |
Default gateway: | 172 . 16 . 212 . 254 |

Obtain DM server address aukomatically

(®) Use the follawing DS server addresses:

Preferred DMS server; | . . . |

Alkernate DMNS server: | . . . |

[ ]validate settings upon exit Advanced. .

Cancel

Then test that the configuration of this interface is correctly set up:

11
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CivUsershAdministrateursping 172,
Finging 172.16.212.254 with 32 bytes of data:

i 2ms TTL=64

byt i 2ms TTL=E4

s TTL=64

Reply fr 172.16.212.254: byt 32 time=2ms TTL=54

2
Reply fr 172.16.212.254: byt
Reply | : ".'l'.' :
Reply from : 16. .254: byt

172.16.212 ..

= 4, Received =
pproximate rou trip times in mllll—=e ond
Minimum = Em._ Maximum = 2Zms, Average ;

Finally, using the appropriate configuration, we move to port 3:

Protocaole Internet wersion 4 (TCPAP) Properties >

General

¥ou can get IP settings assigned aukomatically if wour netbwork, supports
this capability, Ctherwise, wou need to ask vour network, administrator
fFaor the appropriake IP setkings.

()obtain an IP address automatically

(®) Use the Follawing IP address:

1P address: | 172 . 16 . 112 . 200 |
Subnet mask: | 255 255 .255 . 0 |
Default gateway: | 172 . 16 . 112 . 254 |

Obkain DMS server address aubomaticalky

(@) Use the Following DMS server addresses:

Preferred DMS server: | . . . |

Alkernate DMNS server; | . . . |

[ ] validate settings upon exit advanced. .

Carcel

For the rest of the tutorial, we will remain on this port, so we can simply access the address
https://172.16.112.254/admin and connect to verify the correct configuration of the port.

12
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€& > C A Nonsécurisé | ktps://172.16.112.254/2dmin/adm in htmi#interfaces

Byadmin ~
[ BEADINE 2
O LossresTricTEDACCESS

ot S 3
A Rermate Security SNid0 <uaane
-

&F CONFIGURATION

MEMITORING | CONFIGURATION

=l= NETWORK / INTERFACES

Search o Q Enter a fiter # & O | = biodem profiles -

M Interface Rt Type status 1Pl address Comments
M svSTEM
™ out 1 Etherner, 106 Mbrs 101091716
o NETWORK 5 industriel 2 Ethernet Enabled, Not comected 172.16.12.25824
5 admin + 3 Ethernet, 100 Mb/s 172.16.112250/28 connedion réseay machine
Interfaces
L3 4 Eherne Enabled, Nos conmected 172.16212.254/23
wirtual interfaces 2 admin_lasal 5 Ethemet, 1 Gbis 10.20.0254/24
Routing g
Multicast routing
Dyrianic DNS
DHCP
DNS cache proy

3. Configuring the M580 NOC Router

Before you can check the accessibility of the NOC via the administrator network, you need to
set up the correct routing on the PC using the command "route add 172.16.12.0 mask
255.255.255.0 172.16.112.254":

Also go to Configuration > Security Policy > Filtering and NAT to enable the "(10) Pass
All+Analysis™ security policy:

+J» SECURITY POLICY / FILTER - NAT
#,(10) Pass all v | Edit= | "3 Eport | @

FILTERING NAT

Searching + Newrule ~ X Delete | T # A | 2o [2Copy B} Searchinlogs 3 Search in menitoring =~
Status =v  Action = Source Destination Dest. port Frotosol Securityinspection =¥ Comments
1 ] - on © pass B Any B any B Any = Created on 2022-05-11 13:46:21,by admin {192.1

Check if the NOC is reachable from the administrator network (still on port 3) by pinging:

ping 172.16.12.1

CihvUsershAdministrateursping 172,

172.16.12.1 with 22 bytes
timed out.
timed out.

t timed out.
timed out.

Explanation: The packets sent by the PC on the administrator network are received by the
Sni40 (this can be checked via Wireshark) and are also transmitted by the Sni40 to the
industrial network (this can be checked via the command tcpdump -i igb1 -s 65535 port not
22 in ssh on the Sni40). However, with the current configuration of the M580, the NOC does
not have the gateway address of the Sni40 in its IPv4 configuration, so it is impossible for
the NOC to transmit the response packets to the Sni40 and therefore to the PC in the
administrator network.

13
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4. Configuring the M580 NOC Router

In order to access the M580 from the administrator network, open the md1ae58ecyb.stu
program using Control Expert.

Double click on PLC Bus (bus automate) to open the M580 component map:

7 Ecostrucure Cantrol Expert : MDTAESEECYB_OLRSZ
File Edit View Services

Tools Build PLC Debug ‘“Window Help
@

ElEE =N =R L % BED 7%
g structural view
S ot Wricbus | ==
a5 ygnﬁguratmn Bus [ BME P53 1020 0270 ~
g 0:Bus automate
g 2:6uwt0
&8 3:cav
£ ¢ 11 Station dE/S CaNlapen
B 00:AmEz2S
en : ATV 32
B T
|
2
[{T T\ Build £ Tmpot/export U

Search/Replace
Ready

Q@ ms

Then open the NOC router settings by double-clicking on the NOC and set the gateway
value to 172.16.12.254 :

14




Asean Factori 4.0
Across5outh East Asian Mations: From Automation and Control Training tothe Overall Rolloutof Industry 4.0
Erasmus+ Project, 808854-EPP-1-201%-1-FR-EPPKAZ-CBHE-IP

Erasmus +

0
E
i

| 0.3: BME NOC 0321
M5B80 NOL with IP fonwarding

[ emME NOC 0321 {0 Configuration
Bl ChannelD

IP &ddre=s configuration

bdzin IP address 20018 12

I 1 1 1
bdzin IP addresz + 1 o .0 .0 .0

Used for Hot Standby

IPaddress & o .0 .0 .0
IP address B o .0 .0 .0
Subret bdask 255 . 255 .285 . 0
Gateway 172 . 18 . 12 . 254
Scanner configuration
Scanner name BEMENOCO321
Functior:
Advanced configuration
Ethernet
Services Configuration
Task:
MAST

Close the window and validate the modifications when requested, then regenerate the
project using the menu Generation > Generate project (or the shortcut Ctrl + B).

Then connect to the M580 via Ethernet or USB as seen in the previous tutorials, and transfer
the project to the PLC (PLC > Transfer project to PLC). Do not forget to run the program
once the transfer is complete.

N.B.: If the PLC fails, the model must be completely powered down and the PLC restarted.

Check that the M580 NOC is accessible from the administrator network (port 3):

C:hyUsersiAdministrateurs»ping 172.16.12.1

Plnhlnh 172.16.12.1 with 32 bytes of data:
Reply 172.16.12.1: byt 2 Time-;mf
Reply : 6.12.1: byt Tlm
Reply fr 172.16.12.1: byt

for 172.16.12.1:
Sent = 4, Recelved =
round trip times in milli-sec
Finimum 5, Maximum = Sms, ﬂherdge

5. Setting up routing on the Sni40

15
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In order to access the M580 through the NOC accessible via the Sni40, a routing rule must
be set up to route the addresses of the industrial LAN (192.168.0.0/24) through the NOC
gateway (172.16.12.1).

On the Sni40, from the Configuration > Objects > Network Objects menu, add a new
Host object as follows:

g 0OBJECTS/ NETWORK OBJECTS

* | [ Filtar: All objacts =[] Typa:all IP varsions -

+ aAdd "} Export Import #¢ Collapse all ™ Expand all
CREATE AN OBJECT
Host
Cbject : MNOC_Gat
FIEN DNS name (FQDM) fectname -areway &
IPvd address: 17216121 |
ntg Hatwork
MAC address: 01:23:45:67:8%:ab (optional)
0.8 Addrass ranga
Resalution
EZ} Routar
- ® MNone (static IF) 2 Automatic
pog ‘Group
§ P Protocol
Comments:
¥ Pont
¥ Portgroup

=1 Region group

Time ohject

X CLOSE s+ CREATE AMD DUPLICATE + GREATE

N.B.: For more security, the MAC address of the NOC router could also be specified.

Also add another object of type Network as defined below:

16
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CREATE AN OBJECT
Host
Dbject name: Industrial_Metwark

AN DM nama (FQDN)
IPv4 addresses
ol Natwork

. ) S T Metwork IP address: 192.168.0.0/24

&} Routar

S Group

Example 182 T6E 0016 ar TR2 T68. 0L 0/255. 255 (00

§ IP Protocol Comments:

¥ Port
¢ Port group
=1 Regien group

Time ohjact

X CLOSE s+ CREATE AND DUPLICATE + CREATE

Then go to Configuration > Network > Routing, to define a new route as below, and apply
the changes:

5'! NETWORK/ ROUTING
IF¥4 STATIC ROUTES IP¥4 DYNAMIC ROUTING IP'¥4 RETURN ROUTES
General

Default gateway (router): Firewall_aut T &

STATIC ROUTES
Searching + Add X Delete
Status =r  Destination network (host, network or group obj..  Interface Address range Gateway Comments

&on Industrial_Netwark My industriel 192 168.0.0:24 NOC_Gateway

On the network administrator's PC, define the new route via the command line:

route add 192.168.0.0 mask 255.255.255.0 172.16.112.254

The correct functioning of the route can then be checked through the Sni40 and the NOC
gateway:

17
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C:wUser

ived = 4, Lost
rip times in milli-second
Minimum 2ms, Maximum 3ms, Average =

N.B.: The first ping may fail while the routing tables are being updated.

Using Vijeo Designer and the MD1AE58ECYB program, check that the current configuration
is working properly by running a simulation:

[E] vijea-Designer Runtime 62,1,  — O >

CYBERSECURITY PLATFOREM

ATYEZ0 Bus CanOpen Management

Frequency Command : mmm
Fun Controller [Dea::ti'u'ate] [ Activate ]
hdotar Frequency Feedback : 150 Hz
Controller State Feedback (ETA) : 0637
Controller Command (ChaD - QOOF

Fault O Run @

<

At the beginning of the tutorial, the security policy was set to a "pass all" policy which allows
all packets to pass. Now that the established configuration is functional, we wish to reinforce
security by defining an effective security policy.

6. Setting up security filtering

To do this, go to the Configuration > Security Policy > Filter NAT menu, and select the (6)
Block all+Verbose policy and then, via the Edit > Copy to menu, copy this policy to an
available policy (here (5) Pass All & Analyse.).

18
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Edit~ | "3 Export | @

+ New rula ~ L

Status =y  Action v Source Destination Dest. port Protocol Security inspection ¥ Comments

= Remote Management: Gz to System -» Configuration to setup the web administration applisation aceess (sentains 2 rules, fram 1102

firzwall,
1 on pass B Any 82, firewall_all 12 (Gerileny Admin from evamwhare
§ https
2 on pass B Any S8, firewall_all B Any iomp (Eche reques Allow Fing frem everpwhere

=1 Defauh policy (eontains 1 rules, from 3 to3)

3 an @ B block Any Any B any Créés |e 2020-03-24 16:13:14, par admin (10.0.0

APFLY AND COPY PROFILE

All'your changes will be applied and copied from (5) Block aif + verhose to (5) Pass All &
Analyss.

CANCEL APPLY CHANGES AND COPY TO [5) BASS ALL & AMALVSE

We then go to this policy using the drop-down menu, which is exactly the same as the
previous one. The following changes are then made:

]+ SECURITY POLICY / FILTER - NAT
(5) Block all + verbose - | Eit- | "3 Egor | @
FITERING  NAT

Searching | + Newrule~ X Delete | + & | & 2 | iPom [Boopy ¥ Paste | B Searshinlogs [ Search in menitoring

Stats =y Action = source Gestination Dest. pont Pratoeol Security inspection  =v  Comments

= Remote Management: Go to System -> Configuration to setup the web administration application access (contains 3 rules, from 110 3)

71 g8, firewall_all *| g firewall_srv
1 @ © pass Tefg Network_admin Industrial_Network § mps r m Admin fram evanywhere
Network_industriel ¥ modbus
7 8 firawall_all
2 @ © pass "of8 Network_admin Metwork_industriel any icmp (Echo reques [ Al Fing from everywhere
Industrial_Network.
r r, r Fag r r 2
3 @ on © pas: off Netwark_test 5%, Firewall_all B Ay icmp (Esho requee [ Created on 2022-0520 145720 by admin (1721

=i Default policy (contains 1 rules, from 4 to 4)

4 @on @ B block B3 Any B Any B Any r m Créde |2 2020-03-24 16:13:14, par admin {10.0.0.

Save and apply this security policy, which establishes the following access rules:

e Rule 1: Allow connections from the administrator network to the different gateways of
the firewall, as well as to the industrial network, only on the firewall_srv (1300), https
(443) and modbus (502) ports.

e Rule 2: Allows connections from the administrator network to the various firewall
gateways, as well as to the industrial network, for the ICMP request protocol only
(protocol used for pings).

e Rule 3 (optional): Allows connections from the test network to the various gateways
of the firewall, as well as to the industrial network, for the ICMP request protocol only
(protocol used for pings).

e Rule 4: Blocks all packets that have not been intercepted by the previous rules.

All rules have an inspection rule set on IPS, indicating that every packet passing through
these rules will be analysed by the firewall and blocked in case of a security problem.

Then connect to port 4 of the firewall corresponding to the previously defined test network,
using the following IPv4 configuration:
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Erasmus +

Protocole Internetwersion 4 (TCPAPwd) Properties >
General

You can get IP setkings assigned automatically if your netwark, supporks
this capabilicy, Otherwise, wou need ko ask vour network, administrator
For the appropriate IP settings.

(_Jcibtain an IP address automatically

(®) Use the following IP address:

IF address: | 172 . 16 212, 200 |
Subriet mask: | 255 . 255 .255 . 0 |
Default gateway: | 172 . 16 .21z . 254 |

Obkain DMS server address automaticalky

(®) Use the fallowing DMS server addresses:

Preferred DRS server; | . . . |

alternate DRS server; | . . . |

[ ] validate settings upon exit Py ———

Cacel

To verify that the security policy is working, we can start by sending a ping request to the
firewall gateway, which is supposed to respond:

pproximate rounc
Minimum 2ms,

However, if you try to connect to the M580 via Vijeo Designer, the connection is refused,
showing the effectiveness of the security policy in place:
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CYBERSECURITY PLATFORM

Frequency Command :

‘ 0 Hz- !
Fun Contraller E [Deactiuﬂ [ Amiuatﬂ

hotor Frequency Feedhback 0 Hz
Controller State Feedback (ETA) : E
Controller Command (Cha0ny E
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