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TP6 - Cybersecurity - Setting up an Administrable
Switch

Operational objectives :

- Understand the benefits of a ConneXium managed switch

- To be able to configure a ConneXium managed switch

- Be able to supervise a network with a ConneXium managed switch
Prerequisites :

- To have set up a ConneXium manageable switch on your network
The problem:

- Configure a ConneXium managed switch on your network and supervise your

network using this component.
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Les ressources :
e Documentation constructeur
- Schneider Electric
> site web
> TCSESM Web-based Interface Manual.pdf
e Specific documentation
- Architectures Maquette Cybersec_anglais.pptx
e Applications made available for the realization of this TP :
- M580 application (Control Expert): md1ae58ecyb.stu
- HMI application (Vijeo Designer) : MD1AES8ECYB

e Software provided to be installed on the working PC (console) for the
realization of this TP :

- Ethernet Switch Configurator (Schneider Electric): Configuration of a switch
on a network via a proprietary protocol

- ConneXium Network Manager (Schneider Electric): Network supervision from
a ConneXium switch

- Control Expert (Schneider Electric) : Programming of Schneider Electric
M340, M580, ...

- Vijeo Designer V6.2 SP8 : Design of Magelis HMI applications
(execution including in Simulation mode on the Workstation)

- Web Gate Client (Schneider Electric): complement to Vijeo Designer [option]
(remote client of the Magelis HMI) (remote client of the Magelis HMI, running
in an Internet Browser)

- Internet Explorer : Microsoft Internet Browser

Evaluation criteria : = = =

Understanding the value of a managed switch

Be able to configure a manageable switch

Be able to monitor a network with a manageable switch

Autonomy - Quality of work/restitution

Time spent: | 1 h 30 | Objective(s) : Comment(s) :
Evaluation : /20 SR)eached( Not reached
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Note :

In this tutorial, the ConneXium switch will be configured within the local industrial network.
Also the architecture (phase) chosen to carry out this test is not important, as this local
network is the same whatever the architecture set up.

After each execution of this test, it is important to reset the Connexium manageable switch to
its original state. To do this, follow the instructions in the appendices at the end of the
document.
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Practical work - Setting up an Administrable Switch

1. Assign an IP address to the ConneXium manageable switch in the local network
based on the document "Architectures Maquette Cybersec.pptx".

2. Log on as an administrator, activate the security in configuration mode, then set up
the basic switch parameters.

3. Configure the security settings to restrict access to the various features on the
switch. Set up the necessary restrictions to allow only known network devices to
communicate through the switch.

4. Using ConneXium Network Manager, create a network configuration linked to the
switch in order to monitor the network. Highlight a possible malfunction of a network
device in order to demonstrate the ability of the software to monitor a network.
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Details of expected operations
1. Assigning an IP address to the manageable switch

Connect your PC via an Ethernet cable to the ConneXium managed switch, and configure
your network access as follows:

Protocaole Internetwersion &4 (TCP/1Pwd) Properties X
General

You can get IP settings assigned automatically i wour network supports
this capability, Otherwise, you need to ask vour network, administrator
for the appropriate IP settings,

(") Obtain an IP address automatically
(®) Use the follawing IP address:

1P address: | 10,0 .1 .200 |

Subret mask: | 255 . 255 .255 . 0 |

Default gateway: | . . . |

Obtain DMS server address automatically

(@) Use the following DMS server addresses:

Preferred DMS server: | . . . |

Alternate DMS server; | . . . |

[ validate settings upon exit advanced. .

Cancel

Launch the Ethernet Switch Configurator, which scans the network linked to the default
Ethernet cable connected to the PC. The software should find a single result corresponding
to the Connexium Switch:

E Ethernet Switch Configurator
File Edit Qptions 7

T P 2 B 9@ %

10.0.1.200: USBZ.0 to Fast Ethernet Adapter w
Signal Properties ‘W' Telnet Ping Rescan Preferences
1d MAC Address ‘Writable 1P Address £ Met Mask Default Gateway Product Marne
1|64 60055420 0C:BD 192,165.0.10 255.255.255.0 |192.165.0.12 TCSESMIOSF2LG0  [TCSESMIOZFZLGO

If not, check that the switch is powered on, that the Ethernet cabling is correct and that the
software is scanning the correct network (drop-down menu at the top allowing you to choose
the network interface to scan).
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Set the IP configuration of the switch as follows (in case it is not already set up):

Properties X
MAC Address: &4:60:38:4C:CC:EOD
Mame: TCSESMIO0EFZLGOD
IP Configur ation
IP Address: 192 .| 168 |.| 0 .10 Set Default
Met Mask: 255 |, 255 . 255 . 0 Set Default
Default Gateway: 122 .| 168 |, 0 12 Set Default

Save fs Default

Cancel

Note: The default gateway should only be configured if the NOC associated with the M580 is
present in the network.

Cancel the network scan launched by the software after validation of the IP configuration.

Reconfigure your network access according to the following configuration:
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Protocole Internetwersion 4 (TCP/IPwd) Properties =
General

‘o can get IP setkings assigned automatically if vour nektwark supporks
this capability, Otherwise, you need to ask vour netwaork administratar
fFor the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the follawing IP address:

IF address: | 192 165 . 0 . 200 |
Subriet mask: | 255 255 .255. O |
Default gateway: | 192 .168 . 0 . 10 |

Cbkain DMS server address automatically

(®) Use the follawing DMS server addresses:

Preferred DMS server: | . . . |

alternate DR server; | . . . |

[ ] walidate settings upon exit Advanced. ..

Cancel

Close and restart the Ethernet Switch Configurator software. The software performs a new
scan on the 192.168.0.0/24 network and should find the switch:

E Ethernet Switch Configuratar
File Edit Options ?

T P 2 B 9@ 9%

192,168.0.200: USEZ.0 ko Fask Ethernet Adapter v
Signal Properties "W Telnet Ping Rescan Preferences
d MAC Address Writable IP Address £ Mek Mask Defaulk Gateway Product Marme
164600354 CCBD 192.1658.0.10 255.255.255.0 [192.168.0.12 TCSESMIOSF2LG0 | TCSESMI0SFZLG0

Finally, check that you can access the switch's configuration web page, using Internet
Explorer at the following address: https://192.168.0.10/.

Ignore the warning about a security problem related to access to the site by clicking on "Go
to the web page", if necessary:


https://192.168.0.10/

FACTORI Asean Factori 4.0

Across5outh East Asian Mations: From Automation and Control Training tothe Overall Rolloutof Industry 4.0

4 = o Erasmus+ Project, 809854-EPP-1-2019-1-FR-EPPKAZ-CBHE-IP

Erasmus +

e 2 hitps/ 192168010/ -~ || Search..,

(22 This site isn't secure

This site is not secure

This might mean that someone’s trying to fool you or steal any info you send to the server. You should
close this site immediately.

& Close this tab

@ More information

Your PC doesn't trust this website’'s security certificate.
The website’s security certificate is not yet valid or has expired.
The hostname in the website's security certificate differs from the website you are trying to
visit.

Error Code: DLG_FLAGS_INVALID_CA

DLG_FLAGS_SEC_CERT_DATE_INVALID
DLG_FLAGS_SEC_CERT_CN_INVALID

@ Goontothe webpage (not recommended)

If requested, click on "Continue":

Security Warning *

The current webpage is brying bo open a site in your Trusted sites list.
Do you want to allow this?

Current site; res:ffieframe.dll
Trusted site; https:ff192.168.0.10

Yes

[ ‘ql YWarning: allowing thiz can expose your camputer to securty risks. If
S22 poudaon't trust the current webpage, choose Mo,

One must then obtain access to the switch's configuration web service:

Credentials: admin/private
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e @ hittps://192.168.0107 ~ §J Certificate error G| | Search... D~ ‘ higi@
2 102,168.0.10 TCSESM x ([

Schneider [ URIS R A
&Electnc

TCSESM

Engflish

Warning: As this configuration web service uses a Java module, it will not be possible to
access the service from other browsers that no longer support Java modules (only IE still
supports these modules).

2. First, connect to the switch using the admin / private login.

N.B.: The connection may take some time.

Before modifying the switch configuration, activate the security in configuration mode by
going to the Basic Settings > Load/Save menu and activating the "Undo Modifications of
Configuration" function:
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e 2 https://192,168.0.10/ ~ @ Cedificate error @ Search.., o~ s
2 192,162,010 TCSESM T
.
Schneider [T eb Serve

& Electric
=¥ Basic Settings
System oad

Q Metweork Load
_j:u Software
I} Port Configuration @ from Dewice (O from URL (O from URL & save to Deviee (L) via PC Restore
,_‘;} Restart Save
3 ?ecw'ﬂ\f @ toDevice  (OtoURL (binary)  (O)to URL (seript)  (O'to PC (binary) O 1o PC (scrip) (O ta PC (ocf) Save
£-4%) Time
- Switching
QoS Friority URL |t i1 92.168.1 100/procuctioroduct ofg
[+-{m) Redundancy Delete
(-4 Diagnostics
7 Mcvanced @ Current Configuration O Current Configuration and from Device Delete configuration
[EE
@ Help Efm
Status notPresent

Unicio Modifications of Configuration

Function @ Drz O Off  Period to unda wwhile Connection is lost [£] |B00 Watchoog IP Address |0.0.0.0

Configuration Signature
30 2f 62 9d

Set Reload @ Help

Validate the modification by clicking on "Set".

The purpose of this security is to cancel the last changes in the event of loss of connectivity
(or inactivity) after 600 seconds, i.e. 5 minutes. It should only be disabled when the
switch configuration is complete AND functional. As the purpose of this tutorial is to
learn how to configure the switch, it will not be disabled. Without this feature enabled, a
permanent loss of access to the switch configuration could occur due to a bad configuration.

Then go to the Basic Settings > System page and assign a name (and possibly a contact)
to the switch, then validate by pressing "Set":

10
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e @ hittps://192,168.0,10/ ~ B Certificate errar O| ‘ Search.., P~ |
2 192,162,010 TCSESM T
*
Schneider [T e
& Electric

=¥ Basic Seftings

ystem

g Metweark Device Status

ey Software .

EI Port Configuration Alat Start Time |-

LY

. LoadiSave Alarm Reason

-5} Restart
3 Security System Data Device View
-3 Time W Switch LAN
‘? Switching Ame it
(- @ QoSPriority Location
(1) Recundancy 1 !
- Disgnostics Cantact ey schneider-electric com h
L7 Advanced

Basic Module TCSESMI03F2LG0 Hvi1 31

-1 Help

Power Supply 102 present |/ presert
Uptime: 0 dayis), 32915

Temperature (°C) o |0 4 T |70

C o= ] K

@

Set Reload

In the Basic Settings > Network tab, you can check that the IP configuration of the switch
corresponds to the one previously set. Then disable the possibility of modifying this
configuration from the Ethernet Switch Configurator by setting the access to "read-only":

11
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e (2 httpar 102,168,010/ - @ Certificate errar © | | Search.. B T @
192,163,010 TCSESM x |CF
3
Schneider [SE eb Serve
G Electric

[E-¢ Basic Settings
@) system

3 Mode BOCTR DHCP
J:, Software - - -
|g| Port Configuretion MAC Address  |64:50.38:4C.CC:ED
bl
= LoadiSave DHEFR
53 Restart
a Security ) BoOTP Systemname | Switch LAN
1) Time
DHCP
? Swvitching O Leeel
[ @ QoS Priority ®) Local IF Address 192.165.0.10
(1) Recundancy
-3 Diagnostics Netthiask 255 255 2550
L7 Advanced Gateway address |192.160.0.12
(- @ Help

WLAM Ethernet Switch Configurator Protocol w1

o |1 Opetation @On OO!T Access }’

Set Reload @ Help

Note that it is not mandatory to completely disable this protocol, as this allows access to the
IP configuration (read only) of the switch.

In the Basic Settings > Port Configuration tab, you can disable unused ports and assign a
port name to each port according to the equipment connected to that port:

12
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e @ hittps://192,168.0,10/ ~ B Certificate errar O| ‘ Search.., P~ |
2 192,162,010 TCSESM [ T
.
Schneider [T eb Serve
& Electric
[=-L¥ Basic Seftings
g System JPo 0 0] 0

8 Mtyork ~ . . Manual

-5 Sottware Port Port Mame Port on Propaga?e Autnmatlc. ManLilaI . Link! Cable Crossing Flow Control

H ot Configuration Connection Error Configuration Configuration Current Settings {Awto. Canf. aff)

‘ﬂ LoadiSave 11 ] ] [~ 1000 Miitis FDX unzupparted [

50 Restart 12 O ] [ 1000 Mbit/s FDX - unsupported ]
9 securiy 13 RFIC [~ ] [ 100 Mbités FDX 100 Mhitis FOX disable [
- Time 1.4 M0 [ ] = 100 Miitis FOX 100 Miitis FDX disable []
‘? Switching 15 oTE [ [ = 1100 Mbit/z FOX, 1 00 Mkt FO, dizale =
QoSPricrity 15 1HMt = O = 100 Mbités FDX 100 Mbités FDX disable [
g Redundancy i 7 ATVI? & O [ 100 Mbitis FOX R dizable [
(-8 Diagnostics 18 [] [] [ 100 Mbités FDX disable [
(-8 Advanced 14 O O [ 1100 Miit/s FDX, disakle [
@) Help 110 | Management PC [ W kA 1100 Wbt FD disable EA

Set Relnad

N.B.: This configuration depends on the Ethernet cabling in place, check for each port the
equipment that is connected to the port and disable only the unused ports.

Caution: Always keep one port active to connect the switch management PC.

You can check that this security measure is working properly by disabling the port linked to
the HMI. After a few seconds, the HMI will lose the connection to the M580. By reactivating
the associated port, the HMI will return to its normal state.

3. Afirst tab Security > Password/SNMP access offers the possibility to modify the
passwords of the SNMP service used to supervise the network connected to the
switch. Two users are available: user / public which only has read access and
admin / private which has full access (read and write) to the SNMP directory.

13
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e (2 hitps//192, 168,010/ ~ @ Cettificate error © | | Search.. O~ | 97 e
(2 192,168,010 TCSESM T

Schneider ConneX|um TCSESM Web Server
&Electr‘lc

[E1-4¢ Basic Settings )

© system " Password/ISNMP access
Q Metwark
J:, Software

El Fort Contiguration (®) Modify read-only Password (user) () Moty read-write Password (admin)
LoadiSave

53 Restart

=0 "j Securrt\f

Select password (CLIWWEBISNMPY3)

MNewy Password

{ Fleaze retype

'l"J SNMPY] 23 A

C@ TelnetiviehiSSH A I:‘ Accept only encrypted reguests

3 Restricted Manage
%I Part Security

[#-6E 802.1X Port Auther|

) RADILS

_C‘ LogindCLI Eanner

--‘\‘9 Time

‘? Swyitching

- @ QoS Priority

-+ Redundancy

I Diagnostics

\.,3 Advanced
@ Help

I:‘ Synchronize password to w12 community

[T B e W e W e W W ]

In the case of a production use, these passwords will obviously have to be modified, which
will not be done during this tutorial.

In the continuity, the Security > SNMPv1/v2 Access tab allows to restrict the SNMP
accesses of a community to an IP address or a complete network (according to the network
mask):

e (2 htps//192.168.010/ = © Certificate error C | | Search.. D~ & ved
(2 192.168.0.10 TCSESM T

Schneider [0 eb Serve
9Electr|c

=¥ Basic Seftings
o System

Q Metwwork Configuration
J:; Software

El Port Canfiguration ENMElerahicy
1l LoxdiSave SNMPY2 enakied

53 Restart

B security SNMPY3 enabled
?‘IN PazsworciSNMP &

- BN B
-G Tenetiveh/SSH &
3 Restricted Manage

Synchronize community to w3 password [

B ot = " Inches: Cotnmunity Mame IP &dddress IP Mask Acoess Mode Active

ort Security )

B g 8021 Port Auther o public | oooo | oooo | readOnly| |
F-i5) RADIUS 1] private | oooo | oooo | readrie] |
_Gj LoginfZLI Banner

B2 Time

? Swvitching
@ QoSPriority
% Redundancy
-4 Diagnostics
-5 Advanced
-4 Help

It also allows you to enable/disable these communities and change their read and write
access. As mentioned before, the user belongs to the public community while admin
belongs to the private community. In our case we will not restrict these accesses.

The Security > Telnet/Web/SSH Access tab allows you to enable or disable the various
services that manage the switch:

14
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e (2 hitps//182,168.0.10/ ~ @ Certfficate srror & | Search. P~ xS @
2 192.168.0.10 TCSESM :

Schneider EE b Serve

B¢ Basic Settings
System
2 Metweark Configuration
.j:; Software
E Port Canfiguration Telnet Server active
LoadiSave
{53 Restart
_]f, Security ‘Web Server(hitps) active
- PIN Password/SNMP a
""‘\‘j M S Ao HTTPS port number 443

&l

Weh Server(hitp) active

E &

J SSH Server active
3 Restricted Mariage

Paort Security S5H Wersion V2 ~
[E 8024 K Port Auther]
IS RADIUS

_ca LoginiCLI Bannet

J--‘\") Time

J--? Swvitching
el QoSPriority
J--% Redundancy
-] Diagnostics
H-f Advanced
-4 Helo

For this tutorial, we will not bother to modify these parameters.

Next, access the Security > Restricted Management Access control panel, whose role is
to set up access restrictions by IP filtering to the various switch services.

Activate this service and configure access to these services only for the IP address of the
switch's management PC, i.e. the IP 192.168.0.200 :

e

e @ hittps:/192.168.0.10/ = B Certificate error 0| Search.., o~
192,158,010 ToSESM x |

Scheider SIS DETT:

=¥ Basic Settings
0 System < cd lvianaye
g Metwork: Operation
- 5y Software
g Part Configuration ®on O off
Iy Load/Ssve
59 Restart

8

goq
é

- 3 Security Inclez: IM-Acdor s Motmazlc HTTR HTTRE SMKr Teinct sEH Active

- PIN Pazswcrd/SHMP a
1| 192.165.0.200 | 255255255 255
-y SHMPYI A2 Acd | 8 | B | M ] 4 | I/

-G Telnethek/SSH A

..... anage
g Port Securrty

(- 8021 Port Auther

) RADIUS

c‘ LogindCLI Banner

) Time

? Switching

- @ GoSiPriorty
% Redundancy
- Disgnostics
},? Achvanced

@ Help

- - -

Check that the web service is still functional, otherwise the web page will indicate a loss of
connection to the service.

You can also check that the restriction is in place by reconfiguring its IP on the network:

15
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Protocole Internet wersion 4 (TCPAPw) Properties X

General

You can get IP settings assigned automatically i wour network supports
this capability. Otherwise, vou need to ask vour nebwork, administr ator
for the appropriate IP settings,

(") Obtain an IP address automatically
(@) Use the following IP address:

IP address: | 192 .168 . 0 .20l |
Subret mask: | 255 . 255 .255 . O |
Default gateway: | 192 168 . 0 . 10 |

Cbkain DMNS server address aukarnatically

(@) Use the following DNS server addresses:

Preferred DS server: | . . . |

Alkernake DMS server: | . . . |

[ validate settings upon exit Advanced. .

Cancel

When reloading the web page, it can be seen that access to the web service is no longer
available.

Warning: Do not forget to reconnect to the service within 5 minutes after the operation, to
avoid the previous configuration being reloaded (security in active configuration mode).

Finally, go to the Security > Port Security tab. This tab allows you to establish MAC or IP
filtering on the switch's ports, thus preventing physical intrusions into the network. You can
easily define the authorised MAC addresses for each port by copying the "Current MAC
Address" field which indicates the MAC address of the equipment currently connected to the
port:

16
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~ B Certificate error c| Search..

& 192.168.0.10 TCSESM

Schneider

| httpsi//192,168.0.10f

X

DREO

A el

J--? Switching

t- @ CoSPriority
J"% Redundancy
t-1 ) Diagnostics

H-f Advanced

0000 00; 00:00 00

enabled

» = =8 =
& Electric
[=-4f Basic Settings
- System [l Po
2 Metwork Configuration
-1y Software
Part Configuration (®) MAC-Based Port Security () IP-Based Port Security
=) LoadiSave
-5} Restart
Security Port Allovaved Current Alloved L . :
71N PasswordiShuP of | WO Status MAC Addresses MAC Address IP Addresses Dynarmic Limit Dynamic Court Adtion
B SNMPIVZIVG Ao | 4 enabled 00:00:00:00:00: 00 0 0
Q Telnetatizh/S3H A 1.2 enakiled 00:00: 00;00:00:00 0 a
- \§ Restricted Manage! 13 enabled O0:E0:F4:1 76581 0 2
ity 1.4 enabled 00:01:23:2F:9EE1 0 1
- T Port Auther| [ 5 enabled 00:00: 00:00:00: 00 0 0
B RADIUS 16 enabled G0:60:97. 32.EE: 54 0 1
7% LoginiCLI Banner 17 enabled Q000 00 00:00:00 0 1] none
-2 Time 18 enakbled 0 o none
0 0

The TCSESM Web-based Interface Manual can be consulted for a more detailed
understanding of the various actions associated with an unauthorized access attempt. The
trapOnly value simply raises an alarm when an unauthorized port access attempt is made.

Change the value of the MAC address associated with the HMI to a different MAC address
from that of the HMI in order to check that the filtering is working correctly.

Port Allosaedd Current Allowed L R .
Fort Status MAC Addresses MAC Address P Addresses Dynamic Limit Dynamic tount Action
11 enakledd 00 00: 00:00:00:00 ] i none
1.2 enakled 00:00:00:00:00:00 R 0 0 nang
————
13 enabled| OXEOF4A 78281 | 0080F417:50:51 W580 i 2| trapOnly
1.4 enabled| 0O0Z232F8EE! | 0001235 2F 9EE] [ —eelt————— HMI i 1| traponly

Then go to the Diagnostics > Trap Logs tab, where you will see an alarm associated with
the port to which the HMI is connected:

17
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2 102,168,010 TCSESM

Schneider

&Electric

[E-4¢ Basic Settings

Important : Other alarms should have been raised (here on port 3) on the port dedicated to
the M580. These alarms have been raised because the M580 has several components each

(S 3 Security

E:I"‘\"j‘ Time

EJ--? Swvitching
[ @ GoSPriority
38 Redundancy
= Disgnostics

[H-f Achanced
[ Help

o System

Q Metwork

Li, Software

g Part Configurstion
0 LoadiSave

53 Restart

PN PazswordiShP &
Ty SMPYI A2ivE Ao
- Telnetimish/SSH A
\j Restricted Manage
% Port Security

[ 0214 Port Auther
i) RADILS

Q LoginfZLI Banner

f) Sy=slog

EEI--EI Parts
ﬁ Topology Discover
.i Port Mirraring M1
Device Status
Signal Contact
g Alarms (Traps)
EEI-- Report

'@ P Address Conflict

& seittest
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x ._
L - =L - -
= L]
Incle:x: System Time Description
Of 0 cays 00:00:30 Caoldd Start: Unit: 0
A 0 days 000031 Link U Unit: 1 Shat: 1 Port: 4
2| O days 00:00:31 Link Up: Unit: 1 =lot: 1 Port: 3
3| 0 days 00:00:31 Mewy Spanning Tree Root: O, Unit: 1
4| 0 days 000031 Spanning Tree Topology Changs: Unit 1 Slat: 1 Port 3
S| 0 days 000031 saPovwerSupply: Index: 1 State: ok
Bl 0 days 00:00:31 saPowerSupply: Index: 2 State: ok
7| Odays 00:06:01 Link Up: Unit: 1 =lot: 1 Port: 6
S| 0 days 00:06:07 Link Do Unit: 1 Slot: 1 Port: 6
Sl 0 days 00:06:05 Link U Unit: 1 Shat: 1 Port: 6
10[ 0 days 000810 Link Dower: Unit: 1 Slot: 1 Pord: 6
11| O days 000613 Link Up: Unit: 1 =lot: 1 Port: 6
12| O days 00:06:14 Link Doseere: Unit: 1 Slot: 1 Part: 6
13| O days 00:06:14 Link Up: Unit: 1 Shat: 1 Port: 6
14| 0 days 000617 Link Dower: Unit: 1 Slot: 1 Port: 6
15| Odays 000617 Link Up: Unit: 1 =lot: 1 Port: 6
16| O days 001653 Link Doseere: Unit: 1 Slot: 1 Part: 6
17| O days 001700 Link Up: Unit: 1 Shat: 1 Port: 6
18] 0 days 00:21:17 saConfiguraﬁnnthanged'-l’rap: ConfigurationStatus: notinSync
19| Odays 00:22253 | Port Security (trap-only): Unit 1 Slot 1 Port 4 Connected User 00:01: 23219 e
20| Odays 00:22:59 | Port Zecurity (trap-only) Unit 1 =lot 1 Port 3 Connected User 00:80:14:17:89:7f
21| Odays 00:24:00 | Port Security (trap-only) Unit 1 Slot 1 Port 3 Connected User O0:00054: 20374k
22| Odays 00:24:35 | Port Security (trap-only): Unit 1 Shot 1 Port 3 Connected User 0008004 fo o5 21
23| O days 00,2600 | Port Security (trap-only) Unit 1 Slot 1 Pordt 3 Connected User O0:00;54: 20374k
24| Odays 00:27:04 | Port Security (trap-only): Unit 1 =lot 1 Port 3 Connected User 00080014 fo oS 2f
25| Odays 00:28:01 | Port Security (trap-only) Unit 1 Slot 1 Port 3 Connected User 00:00054: 20374k

Reload Clear

with their own MAC address (and IP address), so to overcome this problem it would be
necessary to set up several MAC addresses (or IP addresses) on this same port. The

ConneXium switch allows up to 10 MAC (or IP) addresses separated by a space. In addition,

each MAC (or IP) address can be given a mask (@/XX) at the end, allowing the use of
address ranges.

It can also be seen in the MAC filtering configuration tab that the status of the port that
raised the alarm has changed, indicating that the MAC address of the connected device
does not match but that it is still allowed to communicate on the network (trapOnly):
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[ Port Security

Configuration

(®) MAC-Bazed Port Security () IP-Based Port Security

Port Allowed Current Al o ) .
Part Status MAC Adcresses MAC Address P Addresses Dynamic Limi Dynamic Court Action
1.1 erahlecd 00 00 00z 00 0 00 1] 0 none
12 enahled 00 00 00: 00: 00:00 u] u] none
13 enakblediithronogAddr | 0080 F4:17:89:81 00:00:54: 22 37: 48 u] 4 trapOnly
1.4 ernEbledyithyrongsddr | 00002 25 2F9EE1 00023 2F 9B E1 u] 1 traponly
1.5 enahled 00 000 00 00 0000 0 0 none
16 erahlecd 80:60c97: 32 EEE54 1] 1 none
17 enahled 00 00 00: 00: 00:00 u] u] none
1.5 erahled 0 00 00 02 20 20 0 0 Mione
148 enablecd 00 00:00: 00:00:00 ] 1] nane
1.0 enahled 00 000 00 00 0000 0 0 none

To go further, change the action associated with unauthorised access to the HMI port from
trapOnly to portDisable :

Part Alloreed Current Allowved o ; -
Part Status MAC Addresses MAC Address IP Addresses Dynamic Limi Dynamic Count Action
1.1 enabled (010 Co: Qo 0o 00 00 0 1] MIcne
12 enabled 00: 00: Q0:00:00:00 u] u} none
1.3 enabledithronoAddr | 00:80:F4:17:59:81 000054 2253746 1] 4 trapOnly
1.4 enabledWithrongAddr|  00:02:23:2F:9EE1 00:01: 23 2F 9E:E1 0 1| portDizsble
15 enabled 00: 00: Q0:00:00:00 u] u} none
1.6 enabled G060 37 32:EE: 54 0 1 Mo
1.7 enahled 0000 Q000 00:00 1] o none
1.8 enahled (00 Qo Qo 0o 0 0 1] none
1.8 enakbled 000 Coc: Qo o 00 00 0 1] Mone
110 enabled 00: 00: Q0:00:00:00 u] u} none

The HMI loses its connection to the M580, indicating that the port has been disabled after
unauthorised access to the equipment port. In addition, the LED on the port flashes green at
a rate of 3 times, which is due to the port being disabled after unauthorised access.

Reset the correct MAC address of the HMI, and in the Basic Settings > Port Configuration
tab, re-enable the port that was disabled. Then check that the HMI is working again.

N.B.: Automatic reactivation of the port according to a timer is possible, consult the
associated documentation for more information.

N.B.: The same manipulations can also be tested using filtering by IP address rather than by
MAC address. (MAC address filtering is more interesting because it is more difficult to spoof
a MAC address than an IP address).

4. Open the ConneXium Network Manager software and create a new project via the
menu File > New project.

Follow the project configuration instructions, leaving the default settings or making changes
if necessary, until you reach Inventory Setup.

In this last tab, activate the IP range 192.168.0.0/24 corresponding to the network of the
ConneXium switch and define My Network as the default topology:
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Project Structure

| First IP Address £ | Last IP Address etmask. | Ackive ‘ Mame Default Map Mew
10.10.3.1 10.10.3.255 255.255.255.0 [l  Connexium Metwork ... Mew Devices
- e
Delete
Duplicate

Set trap destination on discovered devices

Save configuration on discovered devices

Run autotopology on populated inventary

antomatically. The new trap destination will point to the IP address of the interface which receiwves ~

ICHMP Echo Replies from this deviece. If this option is selected it is advisable to also ensble the "save

configuration®™ function in order to persist the changes.

If the "discover devices"™ checkbox is selected,
finish™ is enabled automastically.

the option "run autotopology after all other sctions

£ Back @ next o Finish &3 Cancel

The software then scans the network of the switch to determine all available equipment:
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Erasmus +

Wizard Progress %

Searching for devices

I 27%

Discovering devices and setting krap destination

Tvpe Equipement Méthode Message
a 192,166.0.12 Réglages valeurs dans ['équipement Cet équipement ne supporte pas la Fonction "destination
(1] 192,168.0.1 Réqglages valeurs dans 'équipement Cet équipement ne supporke pas la fonction "destination
< >
PR o N
Wifizard Progress ;

Searching for devices

Discovering devices and setking trap destination

Tvpe Equipement Méthode Message
[1} 192.168.0.235 Réaglages waleurs dans I'egquipement Cet équipement: ne supporte pas la Fonction "destination
1] 192.168,0,200 Réglages waleurs dans '&quipement Cet équipement ne supporte pas la fonckion "destination
1] 192.168.0,30 Réglages waleurs dans '&quipement Cet équipement ne supporte pas la fonckion "destination
i 192.16&.0.10 weérification en cours de réception des ... |Pas de Trap regu
1] 192.168.0.12 Réglages waleurs dans '&quipement Cet équipement ne supporte pas la fonckion "destination
(1] 192.168.0.1 Réglages valeurs dans I'eguipement Cet equipement ne supporke pas la fonckion "destination
< >

Once the equipment search is complete, by clicking on the My Network directory, the
network topology (determined automatically by the software) is displayed:
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Schneider Electric ConneXium Metwork Manager - 80 Days Trial Period, Remaining Days: 60 - by Metwork - Edit Mode
File Edit View Configuration Tools Help

Back Farward Up | @ Undo | @@ Find » Edit Made Eb Properties [ WY 2 Sean Network § ESDiscovery Scan # Preferences
& .

Events: @ 0 | « 0| @ 53 Most Severe Recently:  |2022-05-31 10:58:20) Connexium Nebwork Manager| Conneiium MNetwork Manager Started: Administrateurfgics14

Selected VLAN: al Map Lisk Devices Ports Connections Properties

a Pro]ect

b New Devices
o ;3 Unused Devices -

192.1688.0.1

192168.012
192 155 0200
o
Metwark 1
\ ot
Port 3
Port 1

[' 3l Port 4
1821650110 Part 5 ‘j

192.168.0.30

=

o 192 188 0235
N
'r*-;.

We will note the presence of all the elements defined (on the 192.168.0.0/24 network) in the
document "Architectures Maquette Cybersec_anglais". The Network 1 device actually
corresponds to the M580, which has several devices and which are therefore all available
from the port to which it is connected (hence the absence of the IP 192.168.0.100
corresponding to the M580).

The interface of the software has different parts:

- Alist of all the devices available (or that were available at one time) on the network:
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Selected WLAM: Al

ﬁ' ; Prl:_u_ject

s Metwork 1

'_h Port 3-Metwork. 1

- M Network 1-192,168,0.1
- My Metwork 1-192,168.0.110/Po
- My Metwork 1-192,168.0.12
- My 192,168.0,200-Port £

- My 192.168.0,235-Port 5

- My 192,168,0,30-Part 4

f- 0 192.168.0.1

0 192.168.0.12
a0 192,168,0,200
a0 192,168.0,235
-0 192.168.0.30
- ) 192,168,010

-2 192,168,0,110
----- | Mew Devices
----- P Unused Devices

- Anetwork topology in graphical form :
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J

192.165.0.1

192168.0.12 J

; 192.165.0.200

Metwark 1

\ ——-
Port 3
Part 1

Port 4
192168.0410 Fort 5 J
192168030

192.165.0.233

An event counter (errors, warnings and information) with the last most critical status:

Schneider Electric ConneXium Netwark Manager - 60 Days Thal Period. Remaining Days: 60 - by Netwark - Edit Mode
File Edit View Configuration Toals Help

- X
© sack @ Forverd @ Up | 40 o | @ Find | Edtiods | W Properties g wun | O scan network (@R EsDiscovery Stan | # preferences
Events: (0] o[0] 0 Most Severe Recently: | 2022-05-31 10:58:20) |ConneXium Network Manager| Connexiom Network Manager Started: 14 || Acknowledas
‘ ——— ‘ Map Lt  Devices Ports  Connections  Properties

Events: QE i El 0 Mast Severe Recertly: [2022-05-31 10:58:20/ |Conneium Network Manager| [Connexium MNetwork Manager Started: Administrateur/gics14

A list of events according to the filtering set up:
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Erasmus +
Unacknowledged Events Filter Events for Object Unacknowledged Events
D [ ack. | Type | Category Time [ user Source Component Message.
52 [] © Application Info 2022-05-31 10:58:20  Administrat... Connexium Network Manager Started: 14
51 [] @ DeviceManaged 2022-05-31 10:58:06  GICS14§  Conmediur Device Added to Topology 192.168.0, 110, D0:80: F4:FC:C5:2F
50 [0 © DeviceManaged 20220591 10:57:45  GICS145 ConneXium Network Manag, Device Added to Topology 192.168.0. 235, Ad:4C:CB:38:F4:2C
49 [J @ DeviceManaged 20220531 10:57:41  GICS14§  Connexium Network Manag. Device Added to Topology 192.168.0.200
® O @ Device Managed 2022-05-31 10:57:41 GICS14§ Connexium Network Manag. Compatible Class Found for Device. P Address: 192.168.0.235, A+:4C:C8:38:F+:2C. Device Class: Fing
47 [0 @ DeviceManaged 2022-05-31 10:57:38  GICS14§  Connefium Nebwork Manag... SHMP Access < Check Passwords) 192,168,0,235, A+4CCEIBFH2C
4 [] @ Application Info 2022-05-31 10:57:35  GICS145  Connelium Network Manag. MNetwork scan finished
s O @ Device Managed 2022-05-31 10:57:36 GICS144 Connelium Network Manag. Compatible Class Found for Device. TP Address: 192.168.0.200. Device Class: Ping
44 [J @ DeviceDiscoversd 022-05-31 10:57:36  GICS14F  Connexium Network Manag. New Device Detected via 'Fing’ 192.168.0.235, Ad:4C:CB:38:F4:2C
@ 0 @ Device Managed 2022-05-31 10:57:34 GICS14§ Connexium Network Manag... SMMP Access Could ot be Established (Please Check Passwords) 192,168,0,200
42 [J @ DeviceDiscovered 2022-05-31 10:57:32  GICS14§  Connexium Network Manag. MNew Device Detected via Ping' 192.168.0.200

The software works by events: events (more or less important) occurring in the network are
recorded using different protocols (ICMP, SNMP, ...). The user can then acknowledge or not
these events: he operates as a supervisor and can intervene (or have a competent person
intervene) on the network (physically or remotely) if necessary.

The graph of the network equipment varies according to the events that occur, in a normal
state without any particular event, it takes the following form

Schneider Electric ConneXium Network Mariager - 60 Days Tial Period. Rermaining Days: 60 - My Network - Edit Mode

File Edit View Carfiguration Tools Help
) Back

events: @/ 0] «[0] oo

Most Severe Recently: || |- |-

Forward ) up\}undu\aw _+Edt Hode Properties

W ‘ O scan Network (@Y ESbiscovery Scan

¥ preferences

Acknowledge

Selected vLAN: | Al

M List  Devices Ports  Comnections Froperties

@ Project
1My Metwork
- Network 1
Hy Port 3-Network 1
Sy Network 1-192,168.0.1
g Network 1-192.168.0.110/Po
Mg Network 1-192.168.0.12
g 152.168.0.200Port 6
5, 192,168,025 Pt 5
iy 102,168,030 Port 4
7 152.168.0.1
¥ 192,168,012
) 152.165.0.200
-0 152.168.0.235
) 192.168.0.30
2 192,168,010
9 132.168.0.110
hew Devices
) Unused Devices

152483012

@]

192168.0.110

19218801 -
192.168.0.200

Porte

7] ./_/_/_/a
ol Fotd4
182463040
Port 5

Port3

192168030
Netvrark 1

192168.0235

Unacknowledged Events

Fiter Everts for Objeet | Unacknowledged Events -

o [ ack [Type [ category

Time

User

Source

Component

Message

To highlight a malfunction, we can, for example, disconnect the Ethernet cable from the HMI,
an event then occurs after a few moments, the HMI becomes unavailable:
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Erasmus +

Sehneider Electric ConneXium Network Manager - 60 Days Tial Period. Remaining Days: 60 - My Netwark - Edit Mode - X
File Edit View Configuration Tools Help

© osck @ romed © U | 25 unco | e

events: ofll +[0] 00| Most Severe Recently

et ace | W) praperies. @ v | O scan tetwork (@ Estiscovery scan | 7 preferenies

Acknowledge

Map. List. Devices Ports. Connections Properties
=
My Metnork
@ Unused Devices
3
B\ﬂ Cew . Pea g ﬂ e
192155n‘1m 1921680235
.
Unacknowledged Events. Filter Events for Object Unacknowledged Events. v
ju Ack., Type Category Time User Source ‘Component Message
When the Ethernet cable is reconnected, the software will detect after a few seconds that
access to the HMI is restored:
Schneider Electric ConneXium Metwark Manager - 60 Days Trial Period. Remaining Days: 60 - My Metwork - Edit Mode - X

ile Edit View Configuration Tools Help
© 5ack @ Forverd € Up | 23 Unde | FRFnd

0] 0[2] Mast Severs Recent

I Properties g ww ‘ O scanHetwork (@) EsDiscovery Scan | /" preferences

verks: @ acknowledge

Map  list Devices Ports  Connections  Properties

Selected YLAN: | Al

LMy Network
 Netuork 1

Hy Port 3-hietwork 1

Hy Network 1-192.165.0.1

My Network 1-192.168.0.110/Pa

My Network 1-192.168.0.12

%y 192.168.0.200Port &

Sy 152.168.0.235 Port 5

J 192.168.0.1
7 152.168.0.12
7 192.168.0.200

7 152150025 J J

19218801
@ 192.168.0.110 1921680200

1 New Devices

D Unused Deviees

J B
D\E (o Port 3
182168012 L Port 4
Network 1
Port S
Port 1
’ J
19246804110 1921680235
Inacknowledged Events Filter Events For Object Unacknowledged Events ~
© [ ad [Ty | cateoory Tme [t e [ Corvareron] s
% O Status Befter IGEEL1II0%5 | GICal4 192168030 Protocos/Protocel .. Status Tmprevement: OK (Reathatiity=Yes)
S5 (] @ Seabus Better 20220531 111848 GICS145  192.168.0.10 Port 4jLink Status Tprovement: OF (Link=Ur)
[ [ m | =® P
N

The menu Configuration > Monitor gives a lot of information about the state of the network,
such as the results of the last ping made on a device, the state of the links etc... :
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Erasmus +
Monitor
Properties

Component Property Value Cha.. Pall Polling Interval | Record| Buff... St
192,168.0.1 - Pratacals - Pratacal Fing Max Response Time |23 [] L] |30 Seconds ] 0[Mo ke a
192,168.0.1 - Pratacals - Protocal Fing Min Respanse Time 3 [] ] |30 Seconds [] 0|Ma Ste
122,168.0,1 - Protocols - Protocol Ping Message Loss 0 [] ] |30 Seconds [] 0o Ske
192,168.0.1 - Pratacals - Protocol Fing 5td, Deviation 2 [] ] |30 Seconds [] 0|Ma ke
192.168.0.1 - Pratacals - Protocol Fing &g Response Time 5 ] [~ |30 Seconds ] 0|Ma ke
19%.165.0.1 - Protocols - Pratocol Ping Reachabilicy fes [~] [~] |30 Seconds ] ajoK
192,168.0.10 Configuration Status Mot Saved | [ B |5 Minutes ] 0fwarni
192,168.0.10 Termper akure 43 [ ] |30 Seconds [] 0jok
192,165.0.10 - Part 3 ok Load 0.0 [] ] |30 Seconds [-] 1003k
192,165.0,10 - Part 3 In Load 0.0 [] ] |30 Seconds [] 1002k
192.168.0.10 - Port 3 Link. L [ [~ |30 Seconds [~ S0/ck,
19%2.168.0.10 - Fort 3 - Redundancy Redundancy [~] [»] |30 Seconds ] 0joK
197.168.0.10 - Port 4 Out Load 0.0 [] [~] |30 Seconds 1 100|0K
192,168.0,10 - Part 4 In Laad 0.0 [] ] |30 Seconds (] 1003k,
192,165.0,10 - Part 4 Link. p [ ] |30 Seconds (] S0/ok,
192,165.0,10 - Part 4 - Redundancy Fredundancy [ ] |30 Seconds [] 0jcok
192,168.0,10 - Part 5 ot Laoad 0.0 ] 7] |30 Seconds ] 1003k
192.168.0.10 - Port 5 In Load 0.0 [] [~] |30 Seconds [~1 100|0K
192.168.0.10 - Fort 5 Link. Up [~] [~] |30 Seconds [~ 50(0K
192,168.0,10 - Part 5 - Redundancy FLedundancy [ L] |30 Seconds ] 0jok
192,165.0,10 - Part & ok Load 0.0 [] ] |30 Seconds (] 1003k
192,165.0.10 - Part & In Load 0.0 [] ] |30 Seconds [-] 1003k
192,168.0,10 - Port 6 Link. L [ ] |30 Seconds [] 50/ok
192.168.0.10 - Port 6 - Redundancy Fedundancy [ [~ |30 Seconds ] 0jok
19%.168.0.10 - Fratocols - Protocol Fing Max Response Time 11 [] [~] |30 Seconds ] 0[Mo Ste
192 ,168.0.10 - Protocals - Protocol Ping Min Response Time 5 ] ] |30 Seconds ] 0|1 St
192,168.0.10 - Pratacals - Pratacal Ping Message Lass 0 [] ] |30 Seconds [] 0|1 Sk
192,168.0,10 - Protocols - Protocal Ping Std, Deviation 1 ] [/ |30 Seconds ] O[Mo Ske ¥
£ >

oK

Export

Prink

Help

It is also possible to retrieve the complete list of devices with their associated MAC and IP

addresses via the menu Configuration > MAC/IP List :
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Erasmus +

MAC/P Addresses %

MACIIP Addresses

Device MAC Address IP Address Mekmask Host Name DMS Marne Part Mo Export
192.168.0.1 00:80:F4:17:89:7F 192,168.0.1 161
192.1658.0.10 64:60:35:4C: B0 192.165.0.10 £53.255.255.0 161|In Print
192.168.0.10 &4:60: 3540 C0ES 161|F
192.168.0.10 &4:60:35:42: CCES 161 P
192,168.0.10 G660 3540 C B 161|F
192.168.0.10 &4:60:35:4C: CC:BB 161 P
192.1658.0.10 64:60:35:4C: 0BT 161
192.168.0.10 &4:60: 3540 C2ED 161|F
192.168.0.10 &4:60:35:42: CCBE 161 P
192.1658.0.10 64:60:35:4C: CCBF 161
192.168.0.10 &ei60: 3540 C 00 161|F
192.168.0.10 G600 3540001 161 P
192.168.0.12 00:00:54: 23746 192,165.0.12 151
192.168.0.30 00:01:23:2F:9E:E1 192.165.0.30 161
192.168.0.110 00:80:F4:FCC5:2F 192.168.0.110 £53.255.255.0 161
192.168.0.110 00:50:F4:FCC52F 192,165.0.0 255,255.255.255 161|F
192.168.0.110 00:80:F4:FCC52F 192,168.0.255 255,255,255,255 161 P
192.1658.0.200 00:00:00:00:00:00 192.165.0.200 161
192,168.0.235 LEIE Tt it SR Heclw) 192,165.0.235 161
£ >

Cancel Help

The Configuration > Preferences menu allows you to modify many useful parameters for a
good network supervision, for example it is possible to establish a network scan at regular
intervals. Define a network scan with Ping at 1-minute intervals:
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----- . Ewent Forwarding

----- ,J Ewent Actions
----- a. User defined Actions
4] Displary

w Language

----- &/uf Program Access

----- 'f, SMMP Configuration
- MY Management Stakion
kg OPC-SHMP

----- J Services

----- j External Applications
Device/Port Mames
----- H LoadfSave

----- 2 1:1 NAT Devices

Traps

Discover Devices

Discover Devices: with Traps

Cold Start Trap: (@) Reload Device

(O Reload Properties

""" | Ewent ESDiscovery
----- Device . . ’ .
- Discaver Devices: [ with ESDiscavery

1_/;{ Appearance

6 Status Calars Folling Interval: |5 Minutes
----- j Q Device Icon

Metwark Scan

¢ Advanced

Discover Devices: with Ping

Polling Interval: |1 Minutes <

evaluate ARP

First IP Address & I Last IP Address Metmask I Active I

Defaulk Map

10.10.3.1 10.10.3.2585

£85.255.255.0
192.168.0.1 192.168.0.255

Connexium Metwork. ...
£85.255.255.0 Connexium Metwork. ...

Mew Devices
Iy Metwork

Create Devices

Mew
Edit
Delete

Duplicate

Scan Device: after Creating Manually

OF Apply Cancel Help

After one minute a network scan is automatically started:

Schneider Electric ConneXium Netwerk Manager - 60 Days Tral Period Remaining Days: 60 - My Network - Edit Mode
File Edi View Configuration Tools Help

© ssck @ romard () Up | Pvundo | §8 ind | et mose | I properties g wiw | SO scanetwork @) EsDiscovery scan

# preferences
Everts: @0 «[0] 0[3] Most SevereRecently: [2022-05-31 13:24:44) Connexium Netwark Manager Ping. .| Network scan finished

solocted i T Map  Lit  Devices  Ports

Connections  Properties

Acknowledge

LMy Network

~ Netmork 1
My Pork 3-Network
Hy Network 1-192,168.0,1
My Network 1-192.168.0.110/Po
My Network 1-192.168.0.12
Sy 192.168.0 20001t 6
iy 192.168.0.235-Port 5
T 192,468.0.30-Port 4.

3 152.168.0.L

3 152.168.0.12
3 132.168.0.200
3 192.168.0.235

9 192.166.0.L10
4 e Devices
@ Unused Devices

Unacknowledged Everts

3

19218804

192.158.0200

J D\ﬂ ) Port3
122188012

e

Porte
Part4
Network 1

Port s

Port 1

192168.0.110 1921680235

[ [odk [T | comgoy |

Time ==
@ ] O Amicaioninfe

I == [ comonen |

Fiter Events For Object

Unacknowledged Everts

20220531 112444 GICS14§)

64 [] O DevieDiscovered 20220531 112429

Message
Connerium Netwark Manag. .

Network scan finshed

GICs14}

[Application Info

lGICS 14 vork Hanag

Conneiium Hetwerk Manag... 192.165.0.1 New Device Detecte:

29

d via Ping, not added, MAC-Address Found in system 192.168.0.100, 00:60:F4:17:8%:7F, Old IP: 1.,
ted



FACTORI
4.0

Erasmus +

Azean Factori 4.0

Across5outh East Asian Mations: From Automation and Control Training tothe Overall Rolloutof Industry 4.0
Erasmus+ Project, 808854-EPP-1-201%-1-FR-EPPKAZ-CBHE-IP

N.B.: Regular network scans are very useful in network supervision. However, the refresh
interval must be adapted according to the size of the network: the time of a network scan

varies according to the number of IP addresses to be scanned in the IP range and the

number of devices on the network.

By right-clicking on a device, you can also perform several operations on the device, but also
access (if available on the device) its services (Web, CLI, Ping, etc...):
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Appendix 1: Saving the configuration

"Ping/, not added, MAC-Addvess Found in system 192,168.0, 100, D0:80:F4:17:89:7

@ w
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Ctrl+C
Delete
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Alt+Enter

Once established, the switch configuration is not permanently saved on the switch. In
particular, when the switch is rebooted, it will recover its previous configuration (the factory
configuration if no configuration has been saved).

pcknowledged Events

To save your configuration, go to the Basic Settings > Load/Save tab and in the "Save"
box, select "to Device" then click on the "Save" button. Wait for the backup to take place:
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Warning: Make sure that the configuration is functional before saving!

N.B.: It is also possible to save the configuration on your PC and load it from your PC.
However, it is recommended to always have a backup on the switch so that it can reload the
correct configuration in case of reboot. A sample configuration is provided
"switch-config-sample.cfg".

Appendix 2: Reset to factory state
In order to be able to run this test again, it is possible to reset the switch to its factory state.
To do this, go to the Basic Settings > Load/Save tab, in the "Delete" box, select "Current

Configuration and from Device" then click on the "Delete configuration" button. The
switch will then return to its original configuration.
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