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Europe
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(45% international)

» 7,500 employees, of which G RENOBLE. Milan

= 5,500 academic
2,000 staff

» € 512m budget per year
» 82 laboratories : Romi
» 100+ research centers Madrid
» 1 teaching hospital |
» 175 hectares of campus




> - -
racrony Some Fields of research in
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(70 Research Centres)

5 International laboratories
and instruments

= ESRF, ILL, EMBL, GHMFL, IRAM

8 National research
organizations

= CNRS, CEA, Inria, Inserm,
INRAE, CRSSA, IRD, CHU
Grenoble Alpes

Smart systems
Nano-techno
Energy

Water
Environment

) Major companies
Transportation

= Sun Microsystems, HP, Orange,
STMicroelectronics, Schneider
Electric, Alstom, Xerox, Thales...
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Overview

Industry 4.0
PLC
Convergence between IT and cyber-physical systems
Risk analysis
Safety and security
Cyber-security
6.1 Concepts
6.2 Attacks
6.3 Infrastructure, DMZ
6.4 Cryptography and applications
6.5 IDS, Virus
7. Applications to cyber-physical systems, Industrial Control Systems
8. Conclusions
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1. From Industry 1.0 to Industry 4.0...

Industry 1.0 : mechanization, mechanical energy (water,
steam), ex: agriculture , XIXt century

Industry 2.0 : mass production, electricity, ex: car factory
~from 1920s to 1970s

Industry 3.0 : automation (robots) => First PLCs
(Programmable Logic Controllers)
computer, ex: pharmacy, food, 1980

Industry 4.0 : Cyber-physical systems, communication
(virtual tools: Cloud), ex: smart cities, Nowadays

Digital twins
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From Industry 1.0 to Industry 4.0...

Purposes: Production, minimal cost

- Production strategy => to product

- Maintenance strategy => to take care of the production tools
- Logistics and organization strategy => to organize production,

transport and maintenance in the best way
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Industry 4.0: some challenges

PARCE QUE CERTAINS SYSTEMES SONT CRITIQUES O rga n |Sa tl on
NOS SERVICES DATACENTER AFFICHENT 100% DE DISPONIBILITE DEPUIS 10 ANS

o Certification 1SO 2700 Lustne du futur devrait faire 13 part belle 3 La 5C plutdt qu'aux réseaux LPWAN.
z00 cation 1 pour les services Datacenter, Cloud, hébe; ; i dant 3 loptimisation des batiments.
o g A A h rgement, nt servir cependant a Poplimisatt
--—~< supervision NOC/SOC, administration, innovation, commetciallsali%n e B
é z
e Certification Hébergeur de données de santé :
" sur les 6 périmétres .
« New » networks: 5G
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Certification
Standards...

State of the Art
Best practises
In security

Quality
Assurance
processes

UCA

Umversne
Grenoble Alpes

IEC 62443 1SO/IEC 27000

Network and system Information security
Security management systems

SPARGL RIF/SRWL
Safety
IEC/TR 62734 IECITS 62832
~Digital Factory>

4————Semanti
W3C Semantic Web stack
(FB/EDDL)
1EC 61804 EEERL
IEC 62264
Function blocks for  Field device tool (FOT)
process control / electronic interface specification
Enterprise-control [Batch control device description language
system integration

Configuration

RAMI 4.0
& Admin Shell

eCi@ss
(150 13584-82/1EC 61360)

Information Layer Life-cycle status
Classification and product
A

OPC UA
(IEC 62541)

Imﬂmm Machine to machine
communication

l e E
7Y
DIN SPEC
16592

Integration of AML and OPC UA

m
(IEC 61131)
Topology Logic

> ISO/NEC 20140

Hﬁﬁj Energy efficiency
IEC 61360/
‘_J’— G -

Markup Language measurement woonuol systems and integration

Kinematics wm 4.0 Swsncares Ora® © Fraurncter (NS
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2. PLC (Programmable Logic Controller)

Digital Inputs (0/1) Digital Outputs (0/1)

Analog Inputs and Outputs
(from ex: Vmin to Vmax)

[ Free slots

Power Unit Central Unit + Communication Interfaces
(Ethernet and CAN (fieldbus))
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Digital Inputs and Outputs UG/‘\
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Analog Inputs and Outputs

Power Unit

SIMATIC
$7-1500

P
PRS2

Central Unit + Communication Interfaces
(Ethernet and Profibus (fieldbus))
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The first PLC, model 084, was invented
by Dick Morley in 1969

The “084” - Details

The “084” consisted of three major components
mounted on two vertical rails, one of which was
hinged to allow for service access to the front
and back.

Ladder Logic:

The use of Ladder Logic was significant in the rapid
acceptance of the “084” because the very same engineers
and electricians who designed and maintained Factory
Automation Systems could also program an “084”. Ladder
Logic was simply an electronic version of the elementary
electncal diagram that they already used -- not the case for
other types of control systems being designed at the time.
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Supervision

j- [ — L:“ Supervision
Job management Running times
! Default times
aarms [ [
: Waiting time i

Permanent dialogue : Machine parameters @ -
With robots — ‘:I —

[&Cl

Stopping time

w

Superyision pervision

|__| )
'y
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Supervision functions

Synoptic: essential function
of the supervision, provides
a synthetic, dynamic and
instantaneous
representation of all the
means of production of the
unit

TK40
AEROBIE
FINITION

1 «so
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Supervision functions

Alarms

Consignation d'état

Dete Hewo Fvénement

- Calculates in real time the
conditions for triggering
a | arms Consultation des historigues {Filtre courant :)
- Displays all alarms ath St
according to priority rules
- gives management tools
- ensures the recording of all
the steps of the alarm ) 5] Filtres ] Acquittements

processin g General | | Pompes | | Palettes | |6TC-GTB| | General | | Pompes | | Paettes | GTC.GTB|
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1.

3. Convergence between IT and cyber-physical
systems

Industrial
Control
Systems (ICS)

Smart grids

Cyber attack ukrainian power network, Dec.
US Black-out, 2003 2015

* Integrity of the information and communication infrastructure
- Challenge: DEPENDABILITY (RAMS Reliability, Availability, Security & Safety, Maintainability)

Drones
Autonomous vehicles
Connected Objects

Maroochy shire, Stuxnet, CrashOverride

JMT - Tutorial - Cyber-Security of Cyber-Physical Systems- Asean-Factori- 2022
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Cyber-physical systems

JMT - Tutorial - Cyber-Security of Cyber-Physical Systems- Asean-Factori- 2022

Embedded circuits
Smart devices
Embedded networks
Wireless networks
Internet of things
Ubiquitous networks
Ambient intelligence
Smart grids

Health



Dependability

RAMS : Reliability, Availability, Maintainability, Safety

Fiabilité . R
Disponibilite
RELIABILITY
Capacity to remain AVAILABILITY
infallible throughout Capacity to ensure the
the task complete task N )
Sdreté de
Maintenabilite fonctionnement
MAINTAINABILITY DEPENDABILITY
Capacity to remgi_n in or Confidence in the system
return to the original state to ensure its mission

- Accidental risks (design error,

, . operational errors...)
Sécurité ... - Cyber-security vulnerabilities

(e )

SECURITY

Aptitude of a system to
achieve its function... under
the normal conditions
specified in the instruction

\manual /

without risk

SAFETY

Capacity to avoid risk (to
people, to property, to
the environment)
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4. Safety = RISKS ANALYSIS => Risk Management

To Ildentify failures in a more exhaustive manner

Crashing of hardware disks
Burning down, or flooding of premises containing backups
Open ports on a network

To evaluate the severity of each failure (level of risk)

To envisage the failures (use of evolution models)

‘Outdatedness’ of the data-processing components
Probability of attacks by third parties on vulnerable ports

At each observation of a failure, we should associate the

appropriate measurement (statistical) => to improve the
forecasting models

To control the failures

Reduction of their frequency

Preventive measures against the consequences (reduction of the
impact)

Tolerance

JMT - Tutorial - Cyber-Security of Cyber-Physical Systems- Asean-Factori- 2022




3.

Risk analysis: Severity-probability

Is the system sensitive (or robust, tolerant) to failures?

Severity,
y Is the system dangerous (having potentially a strong impact) ?

Impact t

Non acceptable risk

Farmer Criterion

Acceptable risk

n

Probability of Occurrence of failures

JMT - Tutorial - Cyber-Security of Cyber-Physical Systems- Asean-Factori- 2022




3.

Risks evaluation, evaluation of the severity

o
Niveau de A
gravité
Tras grave
h._ miurité 1
Grave
Moyen PrmrltE 2
Faible ‘1 Priorite 3
> Niveau de
Iresimprobable Improbable  Probable  TresProbable ~ Probabilite
5
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Example

Conse- Severi- Priori- Obser-
quence |ty ties vations

Explo- Car Screw  Acci- Killing 4 (high) 1(low) 1 (low) Having

sionof sliding inthe dent people a spare

a tyre tyre in the wheel...
car
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3.

Prescriptions, Methods for risk analysis

Methods

FMEA (Failure Mode and Effect Analysis)/AMDE

HAZOP (Hazard and Operability Study)

Preliminary Hazard Analysis

MEHARI (Method for Harmonized Analysis of Risk) (FR, CLUSIF)

EBIOS (Expression des Besoins et Identification des Objectifs de

Sécurité, FR, ANSSI)

6. OCTAVE (Operationally Critical Threat, Asset and Vulnerability
Evaluation, US-CERT)

7. CRAMM (CCTA Risk Analysis and Management Method, UK CCTA
(Central Communication and Telecommunication Agency))

Prescriptions

US standard NERC-CIP-002-3 Critical Cyber Asset Identification

US standard NIST.IR 7628 Guidelines for smart gris security

ISA/IEC 62443 Security for Industriel Automation and Control Systems

EU efforts about smart grid security

ANSSI Classification method and key measures

Lk wn e

Lk wn e
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6.1

5. Safety and security: definitions

- Security: definition (from EN 292 standards)

Aptitude of a system to achieve its function... under the
normal conditions specified in the instruction manual...

- Safety

Aptitude of an entity to avoid revealing critical or
catastrophic events => likely to affect people, equipment, the
environment

- Confidentiality & Integrity

Aptitude of one entity to safeguard the confidentiality and
the integrity of information

JMT - Tutorial - Cyber-Security of Cyber-Physical Systems- Asean-Factori- 2022
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6.1

6.1 Definitions of terms related to the reliability and the
security for applications such like data- processing
networks (1/2)

(‘

Direct Properties of Security

- Confidentiality (confidentialité): preventing the visualization
of information by unauthorized persons

< - Integrity (intégrité): preventing the non-detection of
modifications of information by unauthorized persons

- Authentication (authentification): allowing the identity
check of users

\Y4

Property linked to security

- Availability (disponibilité): preventing unauthorized persons

access in order to guaranty the use by authorized

users
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6.1

Definitions of terms related to the reliability and the
security for applications such like data- processing
networks (2/2)

- Authorization (autorisation): preventing access to
the system by unauthorized persons

- Auditability (auditabilité): possibility of rebuilding
the complete history of the system from recordings
of histories

- Non “repudiability” (non répudiabilité): possibility
of providing irrefutable proof of the perpetrator of
an action on the system

- Protection from third parties: preventing serious
damage linked to an attack (pirating) by third parties.
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6.1

Security principles

Physical security
- Energy sources (electricity (power supplies)...)
- Environmental protection (fire, temperature, moisture/fungi/fungus (humidity)...)
- Protection of access, traceability of accesses

Exploitation security

- Back up plan, recovery plan

- Emergency help plan

- Management of the computer park, configurations and updates
- Management of the incidents and follow-ups until resolution

- Analysis of accountancy and logging files

- Management of the maintenance contracts

- Logical security
- Mechanisms of security by software: Identification, Authentication, Authorization
- Cryptography mechanisms
- Effective password management
- Antivirus
- Classification of data: Degree of sensitivity (normal, confidential...)

- Applicative security
- Development Methodology (respect of the development standards suited to the technology employed)
- Programmed checks, tests
- security of the software packages (choice of the suppliers, interfaces security)
- Contracts with subcontractors (responsibility clauses)
- Migration plan of critical applications
- Validation and audit of programs
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6.2

6.2 Types of targets, types of attacks
STUXNET

Convenient target (cible opportune)

-By “chance”: detected by the pirates in the search of least protected machines or
servers

-What to do?: update the systems
-To test the system (try to find faults)

Chosen target (cible de choix)
-Precise Target: strategic interest of the company ...

The types of attacks are classified in two categories:

Passive attacks
- Interception, listening

Active attacks
- Modification
- Interruption

In-depth security

- Denial of service
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6.2

Attacks 1/6: Recognition and collection of
information

@ & https://www.whois.com/whois/orange.com
orange.com
- Domain names, DNS servers, blocks of assigned IP Domain Information
addresses ,
. . Domain: arange.com
- |P addresses accessible from outside , ‘
. . . Registrar: CSC Corporate Domains, Inc.
- Services presenting a valid target o
WWW ftp e-mail Registered On: 1993-12-09
. . . . Expires On: 2018-12-08
- Types of machines on which the services are carried out 0
Operating systems and number of version => use of the exploitable MR 2017-12:09
known faults Status: clientTransferProhibited
. . . serverDeleteProhibited
= Type Of f|rewa” and IDS (|ntrUSIOn DeteCtlon System) server TransferProhibited
. . . UpdateProhibited
- User names, groups, routing tables, SNMP information shuns: sl
. . . Name Servers: 4.nstld.
- Physical location of the equipment and systems IR anstidcom
Yy quip Y
4 nstid.
- Used network protocols (IP, IPv6, IPSec, SSL/TLS) Mt
j4.nstld.
- Cartography of the network i
- Type of access connections i
Traditional access (frame relay, broad band) . .
Wi-Fi Access . Registrant Contact
- Approach by “social engineering” (consists in Name: Domains Administrator
qguestioning people and recovering information by Organization:  Orange Brand Services Limited
tra pplng them) Street: 3 More London Riverside
Information on the people, their names, telephone numbers, City: London
situation in the company, addresses... - —
Postal Code: SE12AQ
Country: GB
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6.2

Attacks 2/6: Scan of the services and the ports

- Detailed Scan of a target (NMAP = Network Mapper)

Attacks 3/6: Enumeration

- Extraction of information on the valid accounts and the
resources
Network resources and shared resources
Users and groups (as a function of the Operating system)
Applications
Character strings sent in response by the equipment
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6.2

Attacks 4/6: Obtaining an access

- Tackle at the operating system level
Use of the functionalities of the O.S.

- Tackle at the application level
Use of the functionalities of the application

- Attack benefiting from a bad configuration
“Opened” system, default configuration (administrator name and password!),
many activated functionalities

- Attack using lodged scripts

Scripts available on the system and sometimes activated by default
(Unix/Linux)

Détournement de requétes SQL lors de l'interrogation d’'une base de données
via interface web

- Automated Attack (ex: scan of port 80 of a whole C-class block of
addresses in order to seek a fault)

- Targeted Attack : much rarer but difficult to detect (experienced pirates)
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6.2

Attacks 5/6: Extension of the acquired
privileges

If the pirate succeeded in entering on the system
with a “weak” password => extension of the rights
(authorizations)

To carry out code to obtain privilege

To seek to decipher other passwords

To scan for non ciphered passwords

To seek possible inter-network relations

To identify badly configured files or shared resources
permissions
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6.2

Attacks 6/6: Cover the traces

To dissimulate to the administrator the fact that one
penetrated the system

-Windows: To eliminate the entries (inputs) in the event logs and the
registers

-Unix: to empty the file of history (execution of the program log
wiper)

-1 The attacker cleans the log files but does not remove them!
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6.2

Attacks types

Deny Of Service DOS

Sniffing, to get information

Scanning, to get information

Social engineering

Cracking

Spoofing, to remote-control the process,
Man in the middle

Hijacking

Buffer overflow
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6.3

6.3 A network...

Internal Corporate

l network (private) public
5’ 10.1.0.0/16 Router + Firewall
10.1.0.8 152.77.65.224
10.1.0.254 o
‘ ‘ Internet
— 172.16/0.254
=
=
10.1.0.5
— Mailing server —
FTP server 172.16.0.103 Proxy server
172.16.0.98 172.16.0.110
DNS server /fNX —_— =
10.1.0.159 _J
= DNS server
172.16.0.104
Web server e s
3 172.16.0.90 Demilitarized zone (DMZ) 172.16.0.0/16

Mailing server

10.1.0.160
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6.3

Stateful firewall: Dynamic Access Control List

Dynamic filtering
Stateful inspection firewall: packet filters that take into
consideration OSl-layer 4 (TCP, UDP)

Dynamic entries for responses to the TCP, UDP, ICMP
requests

Does not require to keep open the static ports (the ports
remain open only during the time of the session)

Follow-up/monitoring of the TCP sequence numbers

Monitoring of the sequence numbers of the input and
output packets to follow-up communication flows

Protection against “man in the middle” attacks and
session hackings
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6.3

Ex: 121 ACL applied to router input, from
Internet to LAN

Action Prot Adr. S. Adr. D.

ip address 192.168.254.1/30
ip address group 121 in 1 action: permit/deny
access-list 121 permit tcp any any eq 22 4 parameters
access-list 121 permit udp any any gt 1023

access-list 121 permit icmp any any gt 1023

access-list 121 permit icmp any any echo-reply

access-list 121 permit icmp any any unreachable

access-list 121 permit icmp any any administratively-
prohibited

access-list 121 permit icmp any any time-exceeded
access-list 121 permit icmp any any packet-too-big
access-list 121 permit tcp any 64.24.14.60 eq ftp
access-list 121 permit tcp any 64.24.14.61 eq smtp
access-list 121 permit tcp any 64.24.14.61 eq domain
access-list 121 permit udp 64.24.14.61 eq domain
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6.3

Example

Public network (external) Corporate network (internal)

HTTP server access-list 121 deny ip any any

ACL 121 applied to all
the packets

entering through the s0
interface

10.10.10.0/24

\

Internet

User PC
®
DNS request ACL 123 applied to all the | want to access to
packets http://www.google.com

leaving through the e0 interface

accest-list 123 permit udp 10.10.10.0 0.0.0.255 any eq domain

' accest-list 123 permit tcp 10.10.10.0 0.0.0.255 htt
DNS server 3 F EARRER
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A network with a firewall/router...
Internal Corporate D M Z

l network (private) public

Router + Firewall
10.1.0.8 152.77.65.224
10.1.0.254 Q
~ ‘ Internet
— 172.16/0.254
=
=
10.1.0.5 : I 3
— Mailing server —
FTP server 172.16.0.103 Proxy server
172.16.0.98 172.16.0.110
DNS server -
10.1.0.159
= DNS server
172.16.0.104
Web server e 1n
3 172.16.0.90 Demilitarized zone (DMZ) 172.16.0.0/16
Mailing server

10.1.0.160 Security — UGA - MISCIT - JIMT



Exercise 1

e We use a stateful firewall

e The machines from the inside network should be able to
reach any machine in the DMZ or outside (for the mail)

 The machines from the DMZ should be able to reach any
machine outside BUT NOT inside (for the mail)

e Concerning http

* Any machine from inside should NOT reach directly an http
somewhere, but the request should be sent to the proxy machine
(using the 3128 port)

* Any machine from the DMZ should NOT reach directly an http
somewhere, but the request should be sent to the proxy machine
(using the 3128 port)

* The proxy should be able to reach any http server (port 80)
everywhere

* We should not forget the DNS aspects (port 53)



Exercise 1

* We use a stateful firewall

* The machines from the inside network should be able to reach any machine in the DMZ or outside (for
the mail)

* Access-list 1 permit mail 10.1.0.0/16 any eq 25

* The machines from the DMZ should be able to reach any machine in outside BUT NOT inside (for the
mail)
* Access-list 1 deny mail 172.16.0.0/16 10.1.0.0/16 eq 25 (should be before !)
* Access-list 1 permit mail 172.16.0.0/16 any eq 25

* Concerning http

* Any machine from inside should NOT reach directly an http somewhere, but the request should be sent to the
proxy machine (using the 3128 port)

* Access-list 1 permit tcp/udp 10.1.0.0/16 172.16.0.110 eq 3128

* Any machine from the DMZ should NOT reach directly an http somewhere, but the request should be sent to the
proxy machine (using the 3128 port)

* Norule
* The proxy should be able to reach any http server (port 80) everywhere
e Access-list 1 permittcp 172.16.0.110 any eq 80

* We should not forget the DNS aspects (port 53)
* Access-list 1 permit tcp/udp 10.1.0.159 172.16.0.104 eq 53
* Access-list 1 permit tcp/udp 172.16.0.104 a_specific._ DNS_Server_outside eq 53
e Access-list 1 deny any any any eq any



6.3

Some considerations on security for CPS

Everything which is not explicitely authorized is forbidden by default

In depth-security

Global vision of the security strategy and implementation (not a juxtaposition of
security mechanisms...)

Security everywhere (internal, external)
Application-oriented firewall

Some issues of security

Organisational approach (security policy, human aspects, saving policy,
management of users)

Methodological approach (firewall configuration, attacks strategies and
defense...)

Technological approach (network, topology, servers, hardware and software
firewalls, security protocols)

Theoretic approach (cryptology, virology)
Testing (quality) approach (checking, testing, audit...)

Question of implementation on low-resource embedded systems
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6.4

6.4 Some issues of cryptography

To guarantee as well as possible

Confidentiality

Authenticity

Integrity
of data (or information) exchanged
Two strategies

Symmetric cryptography

asymmetric cryptography

Hybrid cryptography
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Symmetric Cryptography
(common, shared secret key)

Transmitter ARRRRARRRRRRRRE Receiver

...............
s gae s aEe R e R el e R (A
.............................
. .

Private space . Public & Private space
b «—

______________
e e e e o e e e e e e e
.............................
e e e e e e
...............
.............................

Original {‘,} Enciphered :::i: Original
[1 ' e i HH message i ” Decipheri
message Ciphering T ? : eeipnering message

Key > Key ;

v The same key is used for enciphering and deciphering
v Problem: how to transfer the key
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Size of the key

* Key enciphered on n bits => 2" values

* The longest is the key
* The most important is the number of possible keys
* more time is necessary to compute and find the result
* A 40 bit-key (10*? different possibilities) => it has
become now rather simple to break them

e Significant information => prefer a 128 bit-key (1038
possibilities) or a 256 bit-one

* Note: it is easier to find the key from a user or from
the storage system than to find it thanks to
deciphering



6.4

Size of the key...

Knowing that a specific computer ("DES
cracker” in 1997) needs on average 4,5d to
“crack” a 56-bit key through an exhaustive
search (brute force attack). For the next
qguestions, please give the answer in the
relevant time unit

How long would it take to find a 40-bit key?

How long would it take to find a 112-bit key?
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6.4

Size of the key...

Knowing that a specific computer ("DES cracker” in
1997) needs on average 4,5d to “crack” a 56-bit key
through an exhaustive search (brute force attack).
How Iong would it take to find a 40-bit key?

45% i— =45/2"=45/65536=6,87.10" jours=15,93s

How long would it take to find a 112-bit key?
4,5%2157°° = 45%2°° =2 8810 jours = 7,89.10" ans

WhICh means approx. 60 000 Big Bangs (1 BB =
15.10"° years)

JMT - Tutorial - Cyber-Security of Cyber-Physical Systems- Asean-Factori- 2022




Robustness of the enciphering system

e Power of the algorithm (non-secret algorithm)
 Size of the key used
* Capacity to keep the secret keys in a protected way

* A system of enciphering is known as reliable, robust, sure,
protected if it remains inviolable independently of the
computing power or time available to an attacker

* It is known as operationally protected (computational
secure) if its security depends on a series of realizable
operations in theory, but unrealizable practically (too long
processing times...)

* |tis necessary to frequently change the enciphering key



6.4

Symmetric cryptography: Caesar ciphering

Replacement of a letter by another

Robustness?

Identical frequency contents

Can be easily “broken” easily starting from a message of 28 letters...

Example: shift of two letters towards the line

Bonjour => Dgplqwt

Another example: shift of a letter towards the left

IBM => HAL (“2001: A Space Odyssey”)
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6.4

Symmetric cryptography: poly-alphabetical codes

 Let's consider an a

textt |[ABCD
m

A |CDBA

B DCAB

C CABD

D BDAC

phabet {A, B, C, D}

plaintext: ABCB ACCB AACB B

Key: DBBC BAAC DDBB C

Encrypted text:. BCAA DBBA BBAC A

* Require very large size keys not to be very
vulnerable ...
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6.4

Symmetric cryptography: Operations at the bit level
Distance permutations

XOR functions
-d1=1,d2 =01, d3 =001, d4=0001...
- Distance permutation (di, dj)
- Example: TS
- Form substitution

- Example (d1, d2, d3, d4) substituted by (d2d3, d3d1, d1d4, d1d3) =>
mcreasest e size of the data

TS

54 53

0101 0100, 0101 0011

d2d2d2d4d2d3d1

d3d1 d3d1 d3d1 d1d3 d3d1 d1d4 d2d3

0011 001100111001 0011 10001 01001

What is the size of the original message? The encrypted one?
- Then to decipher...
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6.4

Symmetric cryptography: Operations at the bit level
Distance permutations: exercise

- Encipher BON by substituting (d1, d2, d3, d4, d5,
d6) by (d2d3, d3d1, d1d4, d1d3, d2d4, d5d6) with
d1=1, d2 =01, d3 =001, d4= 0001...

BON

What is the size of the original message? The
encrypted one?

42, 4F, AE
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Example

* Substitution (d1, d2, d3, d4, d5, d6) by (d2d3, d3d1, d1d4, d1d3, d2d4,
d5d6)

* 42,4F, 4E

* 01000010 01001111 01001110

* Encoding

e d2 d5 d3 d3 d1d1d1d2 d3d1dl, !0is nottaken into account...

* Encryption

* d3d1 d2d4 d1d4 d1d4 d2d3d2d3d2d3 d3d1d1d4 d2d3d2d3

* 0011010001 10001 10001 010010100101001 001110001 0100101001
* What is the size of the original message? The encrypted one?

* 24 bits (3 bytes) for the original message, 54 bits for the encrypted one



6.4

Symmetric cryptography: Inversion of bits
according to a random suite

(a,)=1(2,14,7,11, 74, 25, 32,37, 152, 99, 7)
=> (bn) = (21 61 71 3; 21 1; O) 51 Or 3/ 7)

F= 01001010 10010101 00101001 00010100
11010110 11110001

And
F'=01101001 10000101 00001001 01010100

010106\10 owooo \

Bit2 Bit6  Bjt3 Bit2...
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6.4

Symmetric cryptography: Inversion of bits
according to a random suite: exercise

BON with the random suite
(a,) =(3, 4,11, 27, 32, 25,12, 153, 77, 7)

We work on 8-bit packets
42, 4F, 4E
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Inversion of bits according to a
random suite : example 2

* BON with the random suite (a,) = (3, 4, 11, 27, 32,
25,12, 153,77, 7) modulo 8

» 42, 4F, 4E
» 01000010 01001111 01001110
* (b,) = (3,4,3,3,0,1,4,1,5,7)

» 01011010 01011111 01011110



6.4

Symmetric cryptography: The standard algorithm for
enciphering: IBM DES (Data Encryption Standard)

Created 1977
At first for classified or secret documents

Today software and smart cards industry
Enciphering and deciphering speed (rapidity)

Can be developed in less than 200 lines

Very fast on dedicated electronic charts

Smart cards
Electronic systems of telecommunications

Implementation on Unix, Windows and MacOs
available on Internet (chalmers.se/pub for example)
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6.4

Symmetric cryptography: The standard algorithm for
enciphering: IBM DES (Data Encryption Standard)

Bloc de 64 bits clair  Based on XOR functions
i
Permdtation ntiae * Sequential logics
[ HT — | [ 1 * Sure
16 rondes .“:cm  — : CleK, L Rap|d
| on partable:S | * Easy to implement
e
| [—— ? _________ | th.l but
ot finate | * Need to exchange the key
- Problem of security during
Bloc de 64 bits chifiré | the transmission of the key
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6.4

Symmetric cryptography: Flow encryption vs.
Block encryption (chiffrement par flot, par bloc)

DES and classical symmetric algorithms are based
on block encryption, which means that the
message/file to encrypt is divided into blocks

For some applications, it is interesting to encrypt
the message/file at once. Encryption may be
achieved without waiting for other data.

This technics is used for devices with electric
consumption constraints (ex: smart phones)
Based on linear feedback shift register (registre a
décalage a rétroaction linéaire)
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6.4

Symmetric cryptography: Symmetric algorithms

3DES (triple DES)

- It consists in using three times the DES algorithm with three keys k;, k,
et k; : m’=DES,,(DES,,(DES,3(m)))

- Alternative with 2 keys and by using twice the algo of encrypting and
once the algo of decoding: m’=DES,,(DES™,,(DES,,(m))), this alternative is
considered more secure

- Another alternative: program TRAN
(ripem.msu.edu/pub/crypt/other/tran.shar)

- DESX (DES XORed), GDES (Generalized DES), RDES (Randomized DES)
AES (Advanced Encryption Standard)

- Developed to replace DES and offer a better security

- N.B. At the end of 2003, the American department of defense approved
its authorization

- Used in IPSec (secured IP) and IKE (Internet Key Exchange)

http://www.cisco.com/en/US/products/sw/iosswrel/ps1839/products_fe
ature_guide09186a0080110bb6.html
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Conclusion on symmetric systems

e Sure
* Fast
but

* Need to exchange the key

- Problem of security during the
transmission of the key

- Problems of the management of keys



6.4

asymmetric Cryptography
(couples of private and public key)

Protection of confidentiality = private key on the receiver side)

Transmitter Receiver

«—— Private space — @ «—— Private space

Original : Enciphered :::i:i: __ Original
0:“ Ciphering message \) 0: Deciphering message
— 7
Key E public e H "

Key (e,n)

Key (d,n)

v~ Encryption is achieved thanks to the public key
v Warrant that the owner of the private key ONLY can
decrypt the message
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6.4

asymmetric Cryptography
(couples of private and public key)

Protection of authentication (signature) = private key on the transmitter side)

Transmitter Receiver
Private space i E;:(I:'g Private space
. Enciphered iai
oo [;2 | 3 T | ﬂj
rivate ii EE Key I public h’
M i e | - M
Key (e,n) Key (d,n)

v Encryption is achieved thanks to the private key
v Warrant that the owner of the private key ONLY can sign
the message
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asymmetric Cryptography: RSA ciphering
Protocol

Proposed in 1977 by the cryptologists Rivest, Shamir and
Adleman

Based on the modular exponentiation (trap function)

Main applications
Sending of confidential messages to a person
Authentication by any person of the message sent by an individual
Authentication by password (smart cards, bank cards)

Security based on the impossibility of carrying out the
factorization of a large number of a few hundreds of digits in a
reasonable time

The user selects two large prime numbers p and g, then multiplies them
to obtain n=p.q (integer modulating the RSA protocol)
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6.4

asymmetric Cryptography: RSA

The algorithm is remarkable by its simplicity. It is based on the

prime numbers.
To encipher d MmesSsage:.
c=m”*emodn
To decipher: m=c d modn
m = clear message
¢ = encrypted message
(e, n) constitutes the public key
(d, n) constitutes the private key
n is the result of the multiplication of 2 prime numbers

A is the power function (a”b: a power b)
mod is the operation of modulo (remainder of the integer division)
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asymmetric Cryptography: RSA
Creation of a pair of keys

It is simple, but the e, d and n should be chosen with care! And the
calculation of these three numbers is delicate.

Methodology:

- The user selects two large prime numbers p and g, and multiplies them to
obtain n=p.q (integer modulating the RSA protocol), We should choose p and q
with equivalent sizes.

It is advised that n is higher or equal to 512 bits

- Take a number e which does not have any factor in common with
(p-1) (9-1).
- Calculate d such as ed mod (p-1)(g-1) =1

The couple (e, n) constitutes the public key.

(d, n) is the private key.

Various other rules are to be respected for the use of these prime numbers so
that the algorithm cannot be “broken”
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6.4

Prime numbers

= Largest Known Prime Number:
n 2825899339

" Found in December 2018, composed of
24 862 048 digits

= 2,3,5,7,11,13,17, 19, 23, 29, 31, 37,41, 43, 47,
53,59,61,67,71,73,79, 83, 89,97, 101, 103,
107, 109, 113, 127,131, 137, 139, 149, 151, 157,
163, 167,173, 179, 181, 191, 193, 197, 199, 211,
223...
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6.4

asymmetric Cryptography: RSA

https://www.cs.drexel.edu/~jpopyack/IntroCS/HW/RSAWorksheet.html

Let’s encipher the message “HELLO”. Let’s take first the ASCII code (into decimal) of
each character and one puts them end to end:

m = 72-69-76-76-79

Then, it is necessary to cut out the message in blocks which is composed of less digits

than n. nis composed of 4 digits, one thus will cut out our message in blocks of 3
digits:

726 976 767 900

(let’s complete with zeros)

Then one encrypt each one of these blocks:

726”13 mod 21209 = 11600
976”13 mod 21209 = 5705
76713 mod 21209 = 16590
900713 mod 21209 = 3565

The encrypted message is 11600.5705.16590.3565. One can decipher it with d:

1160071609 mod 21209 = 726
570571609 mod 21209 = 976
16590711609 mod 21209 = 767
356571609 mod 21209 = 900

l.e. the digit suite: 726976767900.
We find the clear message: 72 69 76 76 79: “HELLO”.
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6.4

symmetric vs. asymmetric Cryptography

Asymmetric ciphering more useful
No problem with the key transfer
Allow the message signature
Possibility to manage Public Key Infrastructure (PKiI)

Symmetric encryption is faster (La Recherche, June 2018)
AES allows enciphering many gigabytes per second on a recent processor
Asymmetric cryptography standards reach less than one megabyte per
second (1000 to 10000 slower !)

Generally the two strategies are combined

Interest: to use a protocol with public key to transmit the DES key =>
hybrid cryptography
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6.4

Hybrid cryptography: generation of a sharing
key

Two users will design a common key which will be useful for them only
ASYMMETRIC ASPECT

They choose n the multiple of 2 prime numbers p and g and an integer a (a and n can
be known (not confidential))

Then each one chooses an integer X belonging to [1, n-1] and calculates the integer
Y=a* mod n

We obtain two couples (X,,Y;) and (X,, Y,) where the values Y, and Y, will be published
HYBRID ASPECT

Each one of them can then calculate the key c=a*™*? mod n because c=(Y1** mod
n)=(Y2*! mod n)

R: Each one knows its own X only

Security comes from the fact that it is impossible in a reasonable time to obtain the
key C by the calculation of a discrete logarithm (unfeasible in a reasonable time taking
into account the size of p and q)

SYMMETRIC ASPECT

Esers can now exchange encrypted data using a symmetric system with the common
ey c
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Application

e User1l e User 2

Security — UGA - MISCIT - IMT



Application

* Userl * User 2
e X1 : private key N X2 : private key

d

Security — UGA - MISCIT - IMT



Application

* Userl * User 2
e X1 : private key N X2 : private key

* Y1=a*! mod n : public 3° Y2=a** mod n : public
key key

Security — UGA - MISCIT - IMT



Application

* User1l * User 2

e X1 : private key N X2 : private key

* Y1=a*! mod n : public 3° Y2=3a*’ mod n : public
key key

* Send Y1 to user 2 * Send Y2 touser 1

* Receive Y2 * Receive Y1

Security — UGA - MISCIT - IMT



Application

* User1l * User 2

e X1 : private key N X2 : private key

* Y1=a*! mod n : public 3° Y2=3a*’ mod n : public
key key

* Send Y1 to user 2 * Send Y2 touser 1

* Receive Y2 * Receive Y1

* c=(Y2*! mod n) * c=(Y1*2 mod n)

Security — UGA - MISCIT - IMT



Application

* User1l * User 2

e X1 : private key Ne X2 : private key

* Y1=a*! mod n : public * Y2=a** mod n : public
key d key

* Send Y1 to user 2 * Send Y2 touser 1

* Receive Y2 * Receive Y1

* c=(Y2*! mod n) * c=(Y1** mod n)

* Key « c » in order touse ¢ Key « ¢ » » in order to
the symmetric system use the symmetric

system

Security — UGA - MISCIT - IMT



Private and public keys

* The public key is composed of two large prime
numbers p and g (several hundreds of bits).

* The public key contains n =p*q.

* As n est very large, it is impossible to find all the
possible factorisations.

* The knowledge of n does not allow to deduce the
values of p and q.



6.4

Hybrid cryptography: generation of a sharing key:
exercise

Generate a shared key with your neighbor
(ex:

a=3 et n=14 (public values (known)) n=2*7

X, = 4 (secret value known only by the participant on the
left)

X, = 3 (secret value known only by the participant on the
right)
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Exercise

* Generate a sharing key with your neighbor

* a=3 et n=14 (public values (known)) n=2*7
* X, =4 (secret value known only by the participant on the left)
* X, =3 (secret value known only by the participant on the right)

e Y1=a* mod n=3"M4 mod 14 =11
e Y2=3a*2mod n =33 mod 14 =13
e c=Y2XI'modn =
e c=Y1*2 modn =



Exercise

* Generate a sharing key with your neighbor

* a=3 et n=14 (public values (known)) n=2*7
* X, =4 (secret value known only by the participant on the left)
* X, =3 (secret value known only by the participant on the right)

e Y1=a* mod n=3"M4 mod 14 =11
e Y2=3a*2mod n =33 mod 14 =13
e c=Y2X!modn=13"4 mod 14 =1
e c=Y1* modn=11"3mod 14 =1



6.4

Cryptography: Some considerations on
breaking a 768-bit RSA key

= From an Inria document, 2010.

- Key used for bank cards

- To break the key, find the prime numbers which compose the key: it is a number composed of 232
figures (2768)...

- Need efficient algorithm

- Need large calculation capacities: use of Grid’5000 => 1544 computers with more than 5000
cores.

- Collaboration with CH, JP, NL, DE : on average 1700 cores used during one year of calculation...

- One week by using the supercomputer Jaguar (from Oak Ridge National Laboratory) if available
(not such computers in Europe...)

- The purpose was to show if it is possible to break using grid of « classical » computers
- Next step: to break a 1024 bit-key => it should be possible around 2020

- Advise from ANSSI (2010):

Use at least 1536 bit-keys for applications until 2010
Use at least 2048 bit-keys for application beyond 2010
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Exercise

1.

v AW

L 0 N O

11.

12.

Agroup of N people wishes to use a cryptographic system to exchange confidential
information by pair of people. The information exchanged between two members of the
group will not have to be able to be read by any other member. The group decides to use a
symmetric ciphering system.

Which is the minimal number of symmetric keys necessary?
Give the name of a known symmetric encryption algorithm.
The group then decides to replace this system by an asymmetric system.

Which is the minimal number of couples of asymmetric keys necessary so that each member

can send and receive encrypted and/or signed information? If it is considered that each one

(r:]arlldczakmml)J?nlcate with everyone, how many private and public keys each user will have it to
old (keep)?

The group finally decides to use a Public Key Infrastructure (PKI, certificates).
What is the interest to use such a system?
How many keys each user should finally managed? How many keys are there globally?

Bob wishes to send encrypted and signed information to Alice (Bob and Alice belong both to
the group). Which key(s) Bob should use?

Give the name of a known asymmetric encryption algorithm.

The group finally decides to use a hybrid system for the ciphering (i.e. which uses symmetric
and asymmetric cryptography).

Give the reasons why such a system can be efficient.
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E X

2. N people
o N NWN-D)
N 2L (N=2)! 2 is the number of symmetric keys needed
3. DES, AES, 3DES...

5. N pairs of keys is the number of asymmetric keys needed (or 2.N keys)
7. PKI

8. N+1 keys are possible for one computer (my private key + my public key (to send to
others not to use myself) + N-1 public keys from the other users)

9. To encrypt, Bob needs the public key of Alice, then to sign, Bob needs his own private
key.

* (beyond the exercise) : After reception, Alice will first verifying the signature using the public key
of Bob, then Alice will decrypt using her own private key.

* (beyond the exercise) : it is considered that the needed public keys have been exchanged before
the transaction
10. RSA

12. It is more efficient to manage an asymmetric system (using a PKI) in which we manage
actually 2.N keys (N pairs of keys) than to manage a symmetric system with N.(N-1)/2
keys



3 users, 3 keys

2 users, 1 key

K12
12
K23

5 users, 10 keys

K
K13

4 users, 6 keys




3 users, 3 keys

12
K23

K
K13

2 users, 1 key

,_ NI N(N-1)
n21(N=2) 2

K12

5 users, 10 keys

4 users, 6 keys




6.4

Conclusions on cryptography

- Hybrid cryptography

- Difficult implementation of asymmetric
cryptography

- Integrated in the certificates

- Integrated in security protocols (IPSec, SSL/TLS)

- Integration of cryptography and more generally
of security mechanisms in industrial applications
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6.5

6.5 Intrusion detection and response

- Purpose: to detect and respond to network attacks and
malicious code (anti-virus)

- Malicious code

Intended to harm, disrupt, or circumvent computer and network
functions (viruses, trojan horses, worms...)

- Network attacks
Modification attacks: unauthorized alteration of information
Repudiation attack: denial that an event or transaction ever occurred

Denial-of-service attack: actions resulting in the unavailability of
network resources and services, when required

Access attacks: unauthorized access to network resources and
information
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6.5

History of the development of IDS (for IT)

1880 1091
Publication o Anderson - B 19; s LUS Air Force développe 1968
; ' ublication de ing : vete Sation de
Computer Security Thraat Mo Kotirig A o s enning : le systéme ASIM. Craation de
3 glection Modsal Cantrax Carporation

ang Surveiliance

1984 e

: 1989 Cizco rachale
Ueéveloppement o B sati \

po d'un prototype IDES |Création de Hayslack Labs le Wheal Group,

B b b b et e e v T
i £ e R ik A

1981 1082 1983] 19849 1

ot e S onatel o o o i gt e i o U

997 H99s 109

1980

Premier ur-::lqifams du SR s 1934 160
1964 PFUI'ET Haystaﬂk 1940 Creation du B s
i i COMm des system o
| Oenning arée Heberlein développe Ie premier |ps, ¥ eel Group LSS el B
e modéle IDES. Network Security Monttor developpe

le systéeme Real Secure,

Today, the products implement concepts dating from
the years 1980
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6.5

Signature-based IDSs

Signature-based IDSs: signature or attributes that
characterizes an attack are stored for reference (if there is a
match, a response is initiated)

Advantages
- Low false alarm rates
- Standardized (generally)
- Understandable by security personnel
Disadvantages
- Failure to characterize slow attacks that extend over a long period of
time
- Only attack signatures that are stored in the database are detected
- Knowledge database needs to be maintained and updated regularly

- Because knowledge about attacks is very focused (dependent on the
operating system, version, platform, and application), new, unique, or
original attacks often go unnoticed
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6.5

Statistical anomaly-based IDSs

Statistical anomaly-based or behavior-based IDSs: dynamically
detects deviations from the learned patterns of « normal » user
behaviour and trigger an alarm when an intrusive activity occurs

Needs to learn the « normal » usage profile (which is difficult to
determine)
Advantages

- Can dynamically adapt to new, unique, or original vulnerabilities

IDNSOt as dependent upon specific operating systems as a knowledge-based

Disadvantages

- Does not detect an attack that does not significantly change the system-
operating characteristics

- High false alarm rates. High positive are the most common failure of
behavior-based ID systems

- The network may experienced an attack at the same time the intrusion
detection system is learning the behaviour
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6.5

Functionalities of IDS:
Responses to the detected intrusions

Active answers

-To undertake an aggressive action against the intruder

(! Attention with legality!)
-To restructure the network architecture

To isolate the attacked system

To modify the environment parameters which made the intrusion possible
-To supervise the attacked system

To collect information in order to understand the intrusion

To identify the author of the intrusion and his approach

To identify security failures

Passive answers
-Generation of an alarm
-Emission of a SMS message towards the administrator

Some tools (for IT)
-Snort, Suricata, Bro, Cisco secure IDS, Billy Goat, Enterasys
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7.1

7. Industrial control Systems
[Stouffer 2011]

Generic term regrouping

SCADA (Supervisory Control And Data

Acquisition) Q
Distributed on several geographical areas

DCS (Distributed Control Systems)
Just in a local zone

other configurations based on PLC (Process
Logic Controller)
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7.1

Evolution of ICS systems

- Previously isolated and using proprietary protocols

- Security not taken into account (security by
obscurity)

- Now more and more connected for economic
reasons

- Use of classical IT solutions (architecture, OS,
network protocols)

- More vulnerable to attacks
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7.1

Comparison between ICS and classical IT
systems

Performances Delays and jigs acceptable  Real time, critical time
Strict time constraints

Availability Some tolerance on High availability
degradations, depending Inacceptable loss of
on situations connection (depends)

Advance planning

Resource constraints Available resources Design for industrial

processes

Limited processing and
memory resources

Targeted properties Confidentiality Timeliness
Integrity Availability
Availability Integrity

Confidentiality
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7.2

ICS Specificities

_ Information Technology Operation Technology

Cyber security culture Awareness of risks
Methods and tools
Life duration 3-5 years
Performance Throughput
Resources Abundant
Networks Protocols Numerous connection points
topologies Dynamic topologies
Security Attributes Cyber sécurity:
Confidentiality
Integrity
Availability
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Latency
Real-time constraints

Limited

4 )

Fixed topologies
“Simple” protocols
Defined communication

\ strategy, scheduling )
’ Dependability: ‘

Availability
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\_ Safety )




7.1

Some other considerations on ICS

- Define the model of trust

- Define the model of threats

- Vulnerabilities linked to security procedures and policy
- Vulnerabilities linked to the architecture

- Vulnerabilities linked to networks

- Control systems
Communication: protocole, flow
Tasks: state, scheduling
Resources: memory, cpu, traffic
Data and control flows: timestamp, values intervalles
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8.

Conclusions on Cyber-security of CPS

- New issues
- Integration of the IT and ICS worlds (convergence)

- Double culture (computer science/engineering and
automation)

- Behaviour of the system

- Security of the Communication/Information system
=> Safety of the networked control system

- Implementation of cryptography
- In-depth security
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