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Master Checklist

Auditing Entity-Level Controls

Checkiist for Auditing Entity-Level Controls

O I. Review the overall IT organization structure to ensure thar it provides for clear assign.
ment of authority and responsibility over IT operations and thar it provides for adequate
segregation of duties.

O 2. Review the IT strategic planning proeess to ensure thar it aligns with business strategies.
Evaluate the IT organization’s processes for monitoring progress against the strategic plan,

O 3. Determine whether technology and application strategies and roadmaps exist, and evalu-
ate processes for long-range technical planning,

| 4. Review performance indicators and measurements for [T Ensure that processes and
metrics are in place (and appreved by key smkeholders) for measuring performance of
day-to-day activities and for tracking performance against SLAs, budgets, and other opera-
tienal requirements,

| 3. Review the IT organization’s process for 3pproving and prioritizing new projects. Deter-
rmine whether this process is adequate for ensuring that system acquisition and develop-
MENL projects @nnot commence without approval. Ensure that management and key
stakeholders review project starus, scheduls, and budget periodically thraughour the life
of significant projeces.

O 6. Evaluate standards for governing the execution of IT projects and for ensuring the
quality of produces developed or acquired by the IT organization. Determine how these
standards are communicated and enforced,

O 7. Ensure thac [T security policies exist and provide adequate requirements for the securicy
of the environment. Determine how those policies are communicated and how compliance
is monitored and enforced.

O B. Review and evaluate risk-assessment Processes in place for the IT organization.

O ¥. Review and evaluate processes for ensuring that IT employeas at the company have the
skills and knowledge necessary far perfarming their jobs.

B 10. Review and evaluate policies and processes for assigning ownership of company data,
classifying the data, protecting the darz in accordance with their classification, and defining
the daia’s life cycle.

a M. Ensure that effective processes exist for complying with applicable laws and regulations
that affect IT (e g, HIPAA, Sarbanes-Oxley) and for mainfaining awareness of changes in the
regulatory environment.

O 12, Review and evaluate processes for ensuring that end users of the IT environment have

the ability to report problems, have appropriate involvernent in IT decisions, and are satis
fied with the services provided by IT.

O 13, Review and evaluate processes for managing third-party services, ensuring thar their
roles and responsibilities are dearly defined and monitoring their performance,

O 14. Review and evaluate processes for controlling nonemployee logical aceess.
O I5. Review and evaluate processes for Bnsuring that the company is in compliance with
- _ _ applicable sofoware iiCEnses.__ _— . | ——
Checklist for Auditing Entity-Level Controls {continued) 7/
O 16. Review and evaluate controls over remate access into the company’s networlk
{e.g. dial-up, VPN, dedicated external connections).
O 17. Ensure thar hiring and terminaticn srocedures are clear and comprehensiva,
| |8. Review and evaluate policies and procedures for controlling the procurerment and
movement of hardware.
O 9. Ensure that system configurations are controlled with change management to avoid
UNNecessary system outages, X
|5 20. Ensure that media transportation, storage, reuse, and disposal are addressed

adequately by company-wide policies and procedures,

O 21 . Merify that capacicy menitoring and planning zre addressed adequately by company poli-
cies and procedures.

O 22 Based on the structure of your company’s IT erganization and processes, identify and
audit other entity-level IT processes,
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Auditing Data Centers

Checklist for Auditing Data Centers

O
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|. Review data center exterior lighting, building orientation, signage, and neighborhood
characteristics to identify facility related rishs,

2. Research the data center location for enviranmental hazards and to determine the
distance to emergency services.

3. Review exterior doors and walls o determine if they proteet data centers facilicies
adequately.

4. Evaluate physical authentication devices to determine if they are appropriate for the
manner in which they are being used and are working property.

5. Review security guard building rounds logs and other docementation to evaluate the
effectiveness of the security personnel functian.

& Verify that sensitive areas are seeured adequately.

7. Werify that heating, ventilation, and air-conditioning systems maintain constant tempera-
tures within the data center,

B. Evaluate the data center’s use of electronic shislding to verify that radio emissions do
not affect computer systems or that system emissions cannot be vsed to gain unauthor-
ized access to sensitive inforrmation.

2. Determine whether the data center has redundane power feeds.
10 Verify that ground to carch exists to protect computer systems.
| . Ensure that power is conditioned to prevent data loss.

12 Verify that batzery backup systems are providing continuous power during maomentary
black-outs and brown-outs,

13, Ensure that generatcrs protect against prolonged power loss and are in good working
condition.

14, Ensure that a burglar alarm is protecting the data center from physical intrusion.
| 5. Verify that a fire alarm is protecting the data certer from the risk of fire.

16, Ensure that 2 water alarm system is configured to detect water in high-risk areas of the
data center.

|7. Ensure that a humidity alarm is configured to notify data center personnel of either
high ar low-humidity conditions.

18. Review the alarm meonitoring console(s) and alarm reporis to verify that alarms are
monitored continually by data center personnel,

19. Ensure that data center building construction incorporates appropriate fire suppression
features.

20. Ensure that dara center personnel are trained in hazardous marerials handling and stor-
zge znd that hazmat procedures are appropriate.

2| Merify that fire extinguishers are placed every 50 ft within data center isles and are
maintained property,

22 Ensure that fire suppression systems are protecting the data center from fire,
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Checklist for Auditing Drata Centers (continuod)

O
O

O o
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23 Verify that surveillance systems are designed and operating properly.

24, Ensure that physical access control procedures are comprehensive and being followed
by security staff,

25: Review facility monitoring procedures to ensure thar alarm eonditions are addressed
promptly.

26 Verify that network, eperating system, and application monitoring procedures provide
adequate information to identify potential problems.

27. Ensure that roles and responsibilities of data center personnel are clearly defined.

28 Verify that duties and job functions of data center personnel are segregated Appropri-
ately.

29. Ensure that emergency response procedures address reasonably anticipated threats.
30.Verify that data center facility-based systems and equipment are maintined properly.
31. Ensure that data center personnel are trained properly ta perform their job funcrions.
32. Ensure that data center capacity is planned to avoid unnecessary outages.

33 Verify that procedures ars present to ensure secure storage and disposal of system
mediz.

Auditing Disaster Recovery

Checklist for Auditing Disaster Recovery

O
O
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|, Ensure that hardware redundancy is used to provide high availabilicy where required,

2 Verify that redundant systems at separate sites are used where very high system avail-
ability is required,

3. Ensure that backup procedures are appropriate for respective systems.
4.¥erify that systems can be restored from backup media.
5. Ensure that backup media can be retrieved promptly from off-site storage facilities,

6. Ensure that a disaster recovery plan exists and is comprehensive and that key employees
are aware of their roles in the event of a disaster.

7. Ensure that disaster recovery plans are updated and tested regularly.
B.Verify that parts inventories and vendor agreements are accurate and current.

9. Ensure that emergency operations plans address various disaster scenarios adequately.




Master Checklists

General Network Equipment Audit Steps

Ihese controls should be evaluated in addition to performing the specific steps in the
following checklists as they apply. For example, if you were to audit a switch, router, or
firewall, vou would perform the steps in the following checkdist and then additionally
perform the steps under the appropriate checklist for switches, routers, or firewalls.

Checklist for Auditing Network Equipment

O |. Review controls arcund developing and maintaining configurations.

O 2. Ensure that appropriate controls are in place for any vulnerabilities associated with the
current software version, These controls might include software updates, configuration
changes, or other compensating controls.

O 3.Merify that all unnecessary services are disabled.
O 4. Ensure that good SNMP management practices are followed,
O 5. Review and evaluate procedures for creating user accounts and ensuring that accounts

are created only when there’s a legitimate business need, Also review and evaluate pro-
cesses for ensuring that accounts are removed or disabled in a timely fashion in the event
of termination or job change.

O 4. Ensure that appropriate password controls are used,




Chapter 5: Auditing Switches, Routers, and Firewalls

checklist for Auditing Network Equipment (continued)
7 Werify that secure management protocols are used whare possible.
8. Ensure that current backups exist for configuration files if applicable.

9 Merify that logging is enabled and sent to a centralized system.
10. Evaluate use of the Metwork Time Protecal (NTP).

i et E S P A

| | Merify that a banner is configured to make all connecting users aware of the company’s
pelicy for use and monitoring.

| 2. Ensure that access controls are applied to the console port.
| 3. Ensure that all network equipment is stored in a secure location.

14, Ensure that a standard naming convention is used for all devices,

5 Y 7 ol o O

15 Verify that standard, documented processes exist for building network devices,

Auditing Layer 2 Devices:

Additional Controls for Switches

These controls should be evaluated in addition to performing the general steps for
anditing network equipment.

Checklist for Auditing Layer 2 Devices: Additional Controls for Switches

| Merify that administrators avoid using VLAN 1.

EliE]

2. Evaluate the use of trunk autonegotiation.
3.Verify that Spanning-Tree Protocol attack mitigation is enabled (BPDU Guard, Root Guard).
4 Evaluate the use of VLANS on the network.

5, Disable all unused ports, and put them in an unused VLA,

e T

&. Evaluate use of the VLAN Trunking Protocol (VTP) in the environment.

1

7.Werify that thresholds exist that limit broadcast/multicast traffic on ports.

Auditing Layer 3 Devices:
Additional Contreols for Routers

These controls should be evaluated in addition to performing the general steps for
auditing network equipment.

Checklist for Auditing Layer 3 Devices: Additional Contrels for Routers

O | Merify thar inactive interfaces on the router are disabled.
O 2. Ensure that the router is configured to save all core dumps.
o 3.Verify that all routing updates are authenticated.
g 4.Verify that IP source routing and P directed broadcases are disabled.
Auditing Firewalls: Additional Controls 1
These cantrols should be evaluated in addition to performing the general steps [t

auditing network equipment.

Checklist for Auditing Firewalls: Additional Controls

O | Verify that all packets are denied by default.

O 7 Ensure that inappropriate internal and external IP addresses are filtered.




Master Checklists

The following tables summarize the steps listed earlier for auditing Windows servers
and clients,

Auditing Windows Servers

Checklist for Auditing Windows Servers

O

Bl

i e e

|

| m

| Obtain the system inforrmation and service pack version, and compare with policy
requirements:

7. Determine if the server is running the company-pravisionsd firewall.

3. Determine if the server is runming a company-provisioned antivirus program.

4 Ensure that all approved patches are installed per your server management policy.

5. Determine if the server is running a company-provisioned patch-managerment solution.
6. Review and verify startup information.

7 Determine what services are enabled on the system and validata their necassity with
the system administrator. For necessary corvices, review and evaluate procedures for
assessing vulnerabilities associated with those services and keeping them patched.

& Ensure that only appraved applications are insralled on the system per your server
management palicy.

9. Ensure that only approved scheduled tasks are running.

10. Review and evaluate procedures for creating user accounts and ensuring that accounts
are created only when there's 3 legitimate business need.Also review and avaluate pro-

cesses for ensuring that accounts are removed or disabled in a timely fashion in the event
of termination or job changa.

I 1. Ensure that all users are created at the domain level and clearly annotated in the active

directory. Each user should trace to 2 specific employes or tean.

|2, Review and evaluate the use of groups, and determine the restrictiveness of their use.

| 1. Review and evaluate the strength of system passwords.

14 Evaluate the use of password controls on the server, such as password aging, length.
complexity, history, and lockout policies.
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checklist for Auditing Windows Servers (continued)

O

B,

15. Review and evaluate the use of user rights and security options assigned to the elements
in the security policy settings.

16. Review and evaluate the use and need for remate zccess, including RAS connecdons,
FTP, Telnet, SSH, VPN, and other methods.

|7. Ensure that a legal warming banner is displayed whan connecting to the system,
18. Look for and evaluate the use of shares an the hose.
9. Ensure that the server has auditing enabled per your policies or organization’s practices.

20. Review and evaluate system administrator procedures for monitoring the state of
security on the syscem.

21 1f you are auditing a larger enviranment (as opposad o one or two isolated Systems),
determine whether there iz a standard build for naw systems and whether that baseline
has adequare security sectings. Consider auditing a system freshly created from the base-
lirg,

22 Perform the steps from Chapter 4; Auditing Dara Centers and Disaster Recovery as
they pertain to the system you are auditing,

Auditing Windows Clients

Checklist for Auditing Windows Clients
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|. Determine if the client is running the company-provisioned Srewall,
4. Determine if the client is running a company-provisioned antivirus program,
3. Determine if the client is FURAINg a company-provisisned patch-management solution.

4. Determine if the client is equipped with the minimum recommended service pack,
hotfixes, and software,

3. Ensure that the dlient has aff the following according to the Microsaft Boseline Security
Analyzer (MBSA).

&. 5can the system using 3 commercial-grade networl: scanner
Y 4

7. Bvaluate physical security controls during » walle-threugh,




Auditing Account Management and Password Controls

Checklist for Auditing Account Management and Password Controls

(| | Review and evaluate procedures for creating Unix or Linux user accounts and ensure
that accounts are created only when there’s a legitimate business need. Also review and
evaluate pracesses for ensuring that accounts are removed or disabled in a timely fashion
in the event of termination or job change.

e 5 e |
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2. Ensure that all UID's in the password file(s) are unique.

3. Ensure that passwores are shadowed and use strong hashes where possible,

4. Evaluate the file parmissions for the password and shadow password files.

5. Review and evaluate the strength of system passwords. /

6. Evaluate the use of password controls such as aging.

Checklist for Audit!nghc\munt Management and Password Contrals {continued)

O
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O

7. Review the process used by the system administraton(s) for setsing initial passwords for
new users and communicating those passwords.

8. Ensure thar each account is associated with and can be traced zasily to a specific
emplayee.

2. Ensure that invalid shells have been placed on all disabled accounts.

|0. Review and evaluate super user {root-level) access.

1. Review and evaluate the use of groups, and determine the restrictiveness of their use.
12, Evaluate the use of passwords at the group level,

|3. Review and evaluate the security of directories in the default path used by the systam
administrator when adding new users. Evaluate the use of the “current directory” in the path.,

14. Review and evaluate the security of directories in root’s path. Evaluare the use of the
“eurrent directory™ in the path,

13, Review and evaluate the security of user home directories and config files. They
generally should be writable only by the owner,

Auditing File Security and Controls

Checklist for Auditing File Security and Controls

O

O

O
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16. Evaluate the file permissions for 2 judgmental sample of critical files and their related
direcrories.

I7. Loak for open directories (directories with permission ser to drwarinorw) on the
system, and determine whether they should have the sticky bit set,

18. Evaluate the security of all SUID files on the system, especially those that are SUID
to “rooc”

9. Review and evaluate security over the kernel.

20. Ensure that all files have a legal owner in the /etc/passwd file.

21. Ensure the chowr: command cannot be used by users to COMpromise User aCCounts.
22 Obtain and evaluate the default umask value for the server.

23. BExamine the system’s crontabs, especially root’s, for unusual or suspicious entries.

24, Review the security of the files referenced within crontab entries, particularly root's.
Ensure that the entries refer to files that are owned by and writable only by the ocwner of
the crontab.Alse ensure that no crons are being run from open directories (permissians
set 10 drwmwiiri).

25 Examine the system’s scheduled atjobs for unusual oI suspicious entries.
¥




Auditing Network Security and Controls

Checkiist for Auditing Network Security and Controls

|

O
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|

6. Derermine what network services are enabled on the systern, and validate their neces-
sity with the system administrator. For necessary services, review and evaluate procedures
for assessing vulnerabilities associated with those services and keaping them patched.

7. Execute a network vulnerability-scanning ool in order to check for current vulnerabili-
tigs in the environment,

28, Review and evaluate the use of trusted access via the /=tc/hoste . equiv file and
user . rhosts files. Ensure that trusted access is not used or, if deemed ta be absclutely
necessary, is restricted to the extent possible.

2% If anonymous FTP is enabled and genuinely nesded, ensure that it is locked dewn property.
30.If NFS is enabled and genuinely needed, ensure that it is secured property.

31. Review for the use of secure protocols.

32 Review and evaluate the use of . nabtrc files,

33.Ensure that a legal warning banner is displayed when cannecting to the system.

34, Review and evaluate the use of modems on the server

Auditing Audit Logs

Checklist for Auditing Audit Logs

O
]

33. Review controls far preventng direct “root” logins,

34, Review the su and sudo command Jogs to ensure thar when these eommands are
used, they are logged with the date, time, and user who typed the command.

37, Bvaluate the sveloq in order to ensure that adequate information is being captured

38. Evaluate the security and retention of the womp log, sulog, sv=log, and any other
relevant audit logs.

39, Evaluate security aver the utmp file,

Auditing Security Monitoring and Other Controls

Checklist for Auditing Security Monitoring and Other Controls

O

O

40. Raview and evaluate system adrministrator procedures for monitoring the state of
security on the system,

1. If you are auditing 3 larger Unix/Linux environment (25 opposed to one or two isolated sys-
terns), determine whether there is a standard build for new systems and whether that baseline
has adequate security settings. Consider auditing a system freshly created from the baseline.

41 Perform steps from Chapter 4 as they pertain to the systam you are audizing.
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Master Checklists

Auditing Web Servers

Checklizt for Auditing Web Servers

O
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| Verify that the web server is running on a dedicated system and not in cenjunction with
other critical applications.

2 Verify that the web server is fully patched and updated with the latest approved code.

3. Detarmine if the web server should be running additional toals o aid in the protaction
of the web server.

4 Verify that unnecessary services or modules are disabled. Running services and modules
should be running with least privileged accounts.

5 Verify that only appropriate protocols and parts are allorwed to access the web server.

6. Verify that accounts allowing access to the weh server are managed appropriately and
hardenad with strong passwords.

7. Ensure that appropriate controls exist for files, directaries. and virtual directories.
& Epsure thar the web server has appropriate logging enabled and secured.
9. Ensure that script extensions are mapped appropriately.

10.Verify that unnecessary or unused ISAP| filtars are remaoved from the server,

| | Verify the validity and use of any server certificates in use.

{a

Auditing Web Applications

Checklist for Auditing Web Applications

oo o0od

o e |

|

| Werify that all input is validated prior to use by the web server.

2 Werify that proper authorization controls are enfarced,

3. Broken authentication and session management

4 Review the websita for cross-site scripting vulnerabilities.

5 Werify that the server is updated with all known patches for buffer overflows.
& Ensure that the web application is protected against injection attacks.

7. Evaluate the use of proper error handling,

B Ensure thar secure storage mechanisms are used correctly and appropriately.

9. Determine the usa of adequate controls to prevent denial of service.

10. Review controls surrounding maintaining a secure configuration.




Master Checklist

Auditing Databases

Checklist for Auditing Databases

|
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| Verify that database permissions are granted or rovaked appropriately for the required
level of authorizarion.

L Review database permissions granted to individuals instead of groups or roles.
3. Ensure that database permissicns are not implicitly granted incorrectly.
4. Review dynamic SOL executed in stored procedures.

5. Ensure that row-level access o tble dam is implemented properly.

6. Revoke PUBLIC permissions where not neaded,

7. Restrict access to the operating system.

8. Restrict permissions on the directory to which the database is installed.
9. Restrict permissions on the registry keys used by the database.

10. Check for default usernames and passwords.

. Check for easily guessed passwords.

|2 Check that password management capabilities are enabled.

13. Check that auditing is enabled.

I4.Merify that netweork encryption is implemented,

13.Verify that encryption of data-at-rest is implemented where appropriate. Ensure that
encryption key management is part of the disasterrecovery plan.

16 Verify that the latest patches for the database have been installed.
I7 Merify that the dambase is running a version the vendar continues ta SUppOrt.

|B.Verify that policies and procedures are in place to identify when a patch is available and
te apply the patch.

I9. Check the integrity of the darabase by leoking for root kits, virusas, backdoors, and
Trojan horses.
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Application Best Practices

Checklist for Best Practices

L
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Apply defense-in-depth,

Use a positive security model,

Fail safaly.

Run with least privilege.

Avoid security by obscurity.

Keep security simple.

Dretect intrusions and keep logs.

Mever trust infrastructure and services,
Establizh secure defaules,

Use open standards,
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Auditing Applications

Checklist for Auditing Applications

O
O
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| Review and evaluate data inpuUL cantrols,

2. Determine the need for error/exception reports related to dar integrity, and evaluate
whether this need has been fulfilled.

3. Review and evaluate the controls in place over data feeds to and from interfacing systems.

4.In cases where the same daea are kept in multiple databases and/ar systems, periodic
sync’ processes should be executed to detect any inconsistencies in the dat.

5. Review and evaluate the audit trails present in the system and the controls over those
audit trails.

6.The system should provide 3 means to trace a transaction or piece of data from the
beginning to the end of the process enabled by the system.

7. The application should provide 2 mechanism that authenticates users based. ar a minimurm,
an 2 unique identifier for each user and a confideneial passwiord.

B. Review and evaluate the application’s authorizaton mechanism o ensure that users are
not allowed to access any sensitive transactions or data without first being authorized by
the system’s security machanism,

3. Ensure that the system’s security/autharization mechanism has an administrator function
with appropriace conerols and functicnalizy,

[0, Determine whether the securty mechanism enables any applicable approval processes.

I 1. Ensure that a mechanism or process has been put in place that suspends user access
an termination from the company or an 2 change of jobs within the COMpany.

12 Merify that the application has Apprapriate password controls,

3. Review and evaluate procasses for granting access to users, Ensure that aceess js granted
only when there is a legitimate busingess need,

I4. Ensure that users are automatically logged off from the application after a certain
period of inactivity,

15, Evaluate the use of encrypion technigues to protece application dara.
6. Evaluate application developer access o alter production daca.

17. Ensure that the spplication software cannot be changed without going through a standard
:'neckaul:.-‘stagr'ng."mstrng."apprmaf process after it is placed into production.

18. Evaluate controls around cade checkout, medification, and versioning,

19. Evaluate contrals around the testing of application code before it iz placed into
a production envirenment,

20. Ensure that appropriate backup controls are in place,
2|. Ensure that appropriate recovery controls are in place.

22. Bvaluate controls around the application’s data retention,

23. Bvaluate controls sround data classification within the application.
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Auditing Wireless LANSs

Checklist for Auditing Wireless LAMS

O . Ensure that access points are running the latest approved software.
| 2. Evaluate the use and controls around centralized WLAN management.
O 3.Merify that your mobile clients are running protective software,
O 4, Evaluate the security of the chosen authentication method.
O 5. Evaluate the security of the chosen communications method.
O 6. Evaluate the use of security monitoring software and processes.
O 7 Merify that rogue access points are not used on the netwarlc.
E 3. Evaluate procedures in place for tracking end-user trouble tickets.
[ 9. Ensure that appropriate security policies are in place for your WLAN.
O |0, Evaluate disaster-recovery processes in place to restore wireless access
should a disaster happen:
| | 1. Evaluate whether effective change-management processes exist
Auditing Mobile Devices /
e — Checklist for Auditing Mobile Devices
O | Ensure that mobile device gateways are running the latest approved software and patches,
| 2 Verify that mobile clients have protective features enabled if they are required by your
mabile device security policy.
! 3. Determine the effectivenass of device security controls around protecting data when
a hacker has physical access to 2 deviee.
O 4, Bvaluate the use of security monitoring software and procasses.
O 5. Varify that unmanaged devices are not used on the network. Evaluate cantrols over
unmanaged devices,
6. Evaluate procedures in place for tracking end-user trouble tckets,
O 7. Ensure that appropriate security policies are in place for your mobile devices.
O 8. Evaluate disaster recavery processes in place to restore mobile device access should
a disaster happen.
2 O 9, Evaluate whether effective change management processes exist.
£l |0, Evaluate controls in place to manage the service life cycle of personally owned and

company-owned devices and any associated accounts used for the gateway.




Master Checklists

Auditing Overall Project Management

Checklist for Auditing Overall Project Management

O | Ensure that sufficient project documentation and software development process daocu-
mentation (if applicable) have been created. Ensure thar the company's project methodal-
gy standards are being followed.

a 2 Review procedures for ensuring that praject documentation is kept up-to-dare.
O 3. Evaluate security and change-management processes for critical project documentation,
I 4. Evaluate procadures for backing up critical project software and documentation, Ensure

that backups are stored offsite and thar documented procedurss exist for TECOVErY.,

O 2. Ensure that an effective process exists for capturing project issues, ascalating those js-
SUES as appropriate, and tracking them to resolution

0 6. Ensure that an effective process exists for Eapturing project change requests, prioritizing
them, and dispositioning them.

| 7. Merify that a project schedule has been created and that it conting sufficient detil based
on the size of the project. Ensure thar there js 5 process in place for MONTCring progress
and reporting significant delays.

(| 8. Ensure that there is 2 method for tracking project costs and reporting overruns. Ensure
that all project costs, including labor, are considered and tracked.

a 9. Evaluate the project leadership structure to ensure that both the business and IT are
reprasented adequately,

Auditing Project Startup

Checklist for Auditing Project Startup

O 10. Ensure that appropriate project approval processes ware fallowed pricr to preject
initiation,
O I I. Ensure that a technical feasibility analysis has been performed along with, if applicable, a

feasibility analysis by the company’s legal department.

O 12, Review and evaluate the requirements document. Determine if and how customer
requirements for the project are obrained and documented befare development takes
place. Ensure that the customers sign off on the requirements and thar the reguirements
encompass standard [T elements,
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Checklist for Auditing Project Startup (continucd)

|

13. Evaluate the process for ensuring that all affected groups wha will be helping to sup-
port the system, software, or process are involved in the preject and will be part of the
sign-off process, indicating their readiness to SUppOrt it

|4. Review the process for establishing the priority of requirements.

I5. Determing whether the systern requirements and preliminary design ensure that ap-
propriate internal control and security elements will be designed into the system, process,
or software,

16. 1 the project involves the purchase of software or technology, review and evaluate the
vendor selection process and related contraces,

Auditing Detailed Design and System Development

Checklist for Auditing Detailed Design and System Development

H| I7. Ensure chat all requirements can ba mapped ta & design element.

O I8 Verify that the key stakeholders have signed off an the detailed design dacument
(or equivalent).

| |%. Review processes for ensuring ongoing customer involvemnent with the priaritization of
tasks on the project,

O 20. Look for evidence of peer reviews in design and development.

O 2| Merify that appropriate internal conerols and security have been desigried into the system,

Auditing Testing

Checklist for Auditing Testing

O

O

22.Verify that design and testing are taking place in a develsprmentitest environment and
not in a preduction environment,

23, Review and evaluate the testing process. Ensure that the project has an adequate test
plan znd follows this test plan.

24. Ensure that all requirements can be mapped to a test casa.
25. Ensure that users are involved in testing and agree that the system meets requirements,
This should include IT personnal whe will be suppaorting the system and IT persannel who

were involved in performing initial technical feasibility studies for the project.

26. Consider participating in user acceptance testing and validating that system security
and internal controls are functioning as intended.
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Auditing Implementation

Checklist for Auditing Implementation

O 27. Ensure that an effective process exists for recording, tracking, escalating, and rasolving
problems that arise after implementation.

O 28. Review and evaluate the project’s conversion plan. Ensure that the project has an
adequate conversion plan and follows this plan,

O 29, Review plans for converting the support of the new system or sofoware from the proj-
ECT team 0 an operational support team.

| 30. Ensure that sufficient documentation has been created for use of the System or pro-
cess being developed and maintenance of the system or software. Evaluate processes for
keeping the documentation up-to-date. Evaluate change controls and security over that
documentation,

Auditing Training

Checklist for Auditing Training

| 31. Review plans for making sure that all affecred users are trained on the use of the new
system, software, or process.

a 32. Ensure that processes are in place for keeping training materials up-to-date. Evaluare
change controls and security over the training materials.

Auditing Project Wrap-up

Checklist for Auditing Project Wrap-up

O 33. Ensure that there isa process for closing out the project and recording lessons learned
and that the process is followed.
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3. Recommendations
3.1. Physical accesses

The building seems to us suitably protected taking into account the activity of the
Company. However, the access to the room server must be the subject of a detailed
attention.

We recommend the installation of a data-processing room whose access should be
restricted. Only authorized people should be able to intervene on the servers. This room
must be suitably air-conditioned to ensure the correct operation of the material and to
minimize the default risks.

3.2. Infrastructure

Although not having a direct relationship with security, we recommend the removal of
the Sonicwall router. Indeed, it brings to the network a useless complexity increasing the
default risk of the system.

Moreover that would allow the elimination of the non useful 192.128.1.0 /24 network

which can prevent the access to certain Web sites.
A scheme of the simplified infrastructure is provided on the following page.

3.3. Internet Connections

As we saw, Internet connections present a good security. However, the type of distant
control used by the Company is not recommended for the reasons clarified at the
beginning of this document (Microsoft product) but also compared to the level of security
reached.

Indeed, a robot can test from anywhere on Internet all the passwords to try to open a
VPN tunnel and thus to be introduced on the server and the remainder of the network.
Two types of distant accesses are recommended depending on the situation:

- places from where a distant access is desirable are well identified and have fixed public
IP addresses,

- connections must be possible from anywhere on Internet.

In the first case, security must focus on the knowledge of a login/password (managed by
Active Directory) and on the identification of the source. In fact the firewall must then be
configured to filter the authorized sources from the non authorized ones.

In the second case, security must relate on the knowledge of a login/password and to the
possession of a digital private key. Thus, the machines not having the certificate
containing the private key do not have the possibility of establishing the link and cannot
thus test logins/passwords.

We thus recommend the evolution of the remote control of the system used by the
system administrator.
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3.4. Security of the client machines (machines)

In order to improve the security of the client machine, we recommend the following
actions:

- assignment of a simple user rights for everybody in the company,

- reinforcement of the passwords strategy,

- installation of a WSUS update server,

- installation of a strategy of locking of accounts and sessions,

- installation of a firewall on each client machine.

3.4.1. Rights of the users

To remove the administrator rights for the personnel is the most important action to
realize.

Indeed, when a person navigates on Internet, reads a virused e-mail or uses a USB key,
it is better not to have the administrator rights in order to avoid the installation of a non
desired malware. The installation of rootkits, Trojans, viruses, spywares and other
malwares is then possible if the antivirus is not able to detect them or if the antivirus is
disabled by the virus.

If the user is not any more administrator of his machine, the malware does not
have any more the rights to allow its installation. Security is so reinforced, and the
machines are better protected from the manipulation errors of the users.

If the Company wishes, as it is currently the case, to allow the users to install some
software, or to modify for instance network parameters, it is possible to give them, in
addition to their Active Directory account, a local administrator account on the machine.

3.4.2. Password strategy
We judge the password strategy in use a little too low, because the users tend to use
too simple passwords.



We thus recommend the reinforcement of this strategy on the level of Active Directory by
respecting the following constraints:

- password with at least 8 characters,

- at least 3 characteristics among the four following: special characters, figures, small
characters, capital characters,

- validity of the password: 1 year,

- only the user must know his password. The administrator does not need to know it.
If a user loses her/his password, we recommend the following procedure:

- re-initialisation of the password with a default “one-time” password,

- then the user has to change the password at the first connection.

3.4.3. Installation of an update server

The system updates, currently, pose several problems:

- to follow-up updates,

- to control and guarantee their deployment,

- to avoid multiple remote loadings which can saturate the network, it is so better to
manage these locally.

To answer these requirements, it is advised to use for instance a Windows WSUS update
server which we recommend to install on a server. Its use by the client machines can be
imposed via the “Windows Server” group strategies (GPO). Only one remote loading is
then achieved and the follow-up of the updates is possible.

3.4.4. Locking of accounts and sessions

Automatic locking of sessions is useful to avoid the use of a machine by a non authorized
person benefitting from the absence of the user. As the Company is not opened to the
public and that the passage is restricted, a rather long time should not pose problems
with the users while making it possible to ensure a sufficient level of security.

Concerning the locking of the accounts, it makes it possible to fight against the robots
which would try to infiltrate on the network by testing many passwords (continuation for
example to the installation of a Trojan horse on a machine customer).

We thus recommend for the Company, a locking of the accounts at the end of 10 to
20 unfruitful attempts. The administrator will be able to then unlock manually the
account after having identified the cause of blocking.

3.4.5. Limitation of the access to Internet

Currently, the accesses to Internet are limited on certain machines by the application of
a strategy forcing to go to internet through a proxy.

That is not sufficient because the installation of a different navigator (as Firefox) would
allow navigation on Internet. Moreover, that by no means prevents the use of other tools
(instantaneous message system, P2P, mailing...).

We thus recommend to allot a fixed IP to these machines (by reservations DHCP) and to
filter the access at the level of the firewall. Indeed, located at this key point,
security is more difficult to circumvent, especially if the user is not any more
administrator of his machine.

3.5. Improvement of the procedures

3.5.1. Security charter

We strongly advise the publishing of the security charter on the use of computers
and network. It makes it possible to the users to take note of the requirements of the
Company and engages them with respect to the actions which they undertake.

Let us remind that the manager of the company and the head of the computing
department are responsible for what the users do.

3.5.2. Activity continuity plan



We recommend the installation of an activity continuity plan. This will permit to
anticipate possible crashes by thinking on the required strategies depending on the
possible cases.

For the Company, it appears important to us to protect the company from the following
risks:

- hardware crash of one of the two servers,

- hardware crash of the firewall,

- fire, flooding...

The evaluation of risks, as direct and hidden costs for the unavailability of the system
would help to evaluate what is the best recovery solution which should be envisaged.
Recovery Tests would make it possible to check the correct operation of the saving

systems.

4. Conclusion

The security installation of in the Company is overall good.

All the main elements are in operation and no major fault was detected.

A good base was fixed, but, as this audit shows it, many improvements are
recommended.

With the evolution of the type of threats and vulnerabilities, it is important to
permanently increase the level of security of the data-processing park. The achievement
of the recommendations explained in this audit would make it possible to reach a more

reassuring, more stable and more effective new threshold of security.





