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3. Recommendations 

3.1. Physical accesses 
The building seems to us suitably protected taking into account the activity of the 
Company. However, the access to the room server must be the subject of a detailed 
attention. 
We recommend the installation of a data-processing room whose access should be 
restricted. Only authorized people should be able to intervene on the servers. This room 
must be suitably air-conditioned to ensure the correct operation of the material and to 
minimize the default risks. 
 

3.2. Infrastructure 
Although not having a direct relationship with security, we recommend the removal of 
the Sonicwall router. Indeed, it brings to the network a useless complexity increasing the 
default risk of the system. 
Moreover that would allow the elimination of the non useful 192.128.1.0 /24 network 
which can prevent the access to certain Web sites. 
A scheme of the simplified infrastructure is provided on the following page. 
 

3.3. Internet Connections  
As we saw, Internet connections present a good security. However, the type of distant 
control used by the Company is not recommended for the reasons clarified at the 
beginning of this document (Microsoft product) but also compared to the level of security 
reached. 
Indeed, a robot can test from anywhere on Internet all the passwords to try to open a 
VPN tunnel and thus to be introduced on the server and the remainder of the network. 
Two types of distant accesses are recommended depending on the situation: 
places from where a distant access is desirable are well identified and have fixed public 
IP addresses, 
 connections must be possible from anywhere on Internet. 
In the first case, security must focus on the knowledge of a login/password (managed by 
Active Directory) and on the identification of the source. In fact the firewall must then be 
configured to filter the authorized sources from the non authorized ones. 
In the second case, security must relate on the knowledge of a login/password and to the 
possession of a digital private key. Thus, the machines not having the certificate 
containing the private key do not have the possibility of establishing the link and cannot 
thus test logins/passwords. 
We thus recommend the evolution of the remote control of the system used by the 
system administrator. 



 
 

 

 

 
Scheme of the simplified infrastructure 

 

3.4. Security of the client machines (machines) 
In order to improve the security of the client machine, we recommend the following 
actions: 
 assignment of a simple user rights for everybody in the company, 
 reinforcement of the passwords strategy, 
 installation of a WSUS update server, 
 installation of a strategy of locking of accounts and sessions, 
 installation of a firewall on each client machine. 
 
3.4.1. Rights of the users 
To remove the administrator rights for the personnel is the most important action to 
realize. 
Indeed, when a person navigates on Internet, reads a virused e-mail or uses a USB key, 
it is better not to have the administrator rights in order to avoid the installation of a non 
desired malware. The installation of rootkits, Trojans, viruses, spywares and other 
malwares is then possible if the antivirus is not able to detect them or if the antivirus is 
disabled by the virus. 
If the user is not any more administrator of his machine, the malware does not 
have any more the rights to allow its installation. Security is so reinforced, and the 
machines are better protected from the manipulation errors of the users. 
If the Company wishes, as it is currently the case, to allow the users to install some 
software, or to modify for instance network parameters, it is possible to give them, in 
addition to their Active Directory account, a local administrator account on the machine. 
 
3.4.2. Password strategy 
We judge the password strategy in use a little too low, because the users tend to use 
too simple passwords. 



 
 

 

We thus recommend the reinforcement of this strategy on the level of Active Directory by 
respecting the following constraints: 
 password with at least 8 characters, 
 at least 3 characteristics among the four following: special characters, figures, small 
characters, capital characters, 
 validity of the password: 1 year, 
 only the user must know his password. The administrator does not need to know it. 
If a user loses her/his password, we recommend the following procedure: 
 re-initialisation of the passwordwith a default “one-time” password, 
 then the user has to change the password at the first connection. 
 
3.4.3. Installation of an update server  
The system updates, currently, pose several problems: 
 to follow-up updates, 
 to control and guarantee their deployment, 
 to avoid multiple remote loadings which can saturate the network, it is so better to 
manage these locally. 
To answer these requirements, it is advised to use for instance a Windows WSUS update 
server which we recommend to install on a server. Its use by the client machines can be 
imposed via the “Windows Server” group strategies (GPO). Only one remote loading is 
then achieved and the follow-up of the updates is possible. 
 
3.4.4. Locking of accounts and sessions 
Automatic locking of sessions is useful to avoid the use of a machine by a non authorized 
person benefitting from the absence of the user. As the Company is not opened to the 
public and that the passage is restricted, a rather long time should not pose problems 
with the users while making it possible to ensure a sufficient level of security. 
Concerning the locking of the accounts, it makes it possible to fight against the robots 
which would try to infiltrate on the network by testing many passwords (continuation for 
example to the installation of a Trojan horse on a machine customer). 
We thus recommend for the Company, a locking of the accounts at the end of 10 to 
20 unfruitful attempts. The administrator will be able to then unlock  manually the 
account after having identified the cause of blocking. 
 
3.4.5. Limitation of the access to Internet 
Currently, the accesses to Internet are limited on certain machines by the application of 
a strategy forcing to go to internet through a proxy. 
That is not sufficient because the installation of a different navigator (as Firefox) would 
allow navigation on Internet. Moreover, that by no means prevents the use of other tools 
(instantaneous message system, P2P, mailing…). 
We thus recommend to allot a fixed IP to these machines (by reservations DHCP) and to 
filter the access at the level of the firewall. Indeed, located at this key point, 
security is more difficult to circumvent, especially if the user is not any more 
administrator of his machine. 
 

3.5. Improvement of the procedures 
3.5.1. Security charter  
We strongly advise the publishing of the security charter on the use of computers 
and network. It makes it possible to the users to take note of the requirements of the 
Company and engages them with respect to the actions which they undertake. 
Let us remind that the manager of the company and the head of the computing 
department are responsible for what the users do. 
3.5.2. Activity continuity plan  



 
 

 

We recommend the installation of an activity continuity plan. This will permit to 

anticipate possible crashes by thinking on the required strategies depending on the 

possible cases. 

For the Company, it appears important to us to protect the company from the following 

risks: 

 hardware crash of one of the two servers, 

 hardware crash of the firewall, 

 fire, flooding… 

The evaluation of risks, as direct and hidden costs for the unavailability of the system 

would help to evaluate what is the best recovery solution which should be envisaged. 

Recovery Tests would make it possible to check the correct operation of the saving 

systems. 

 

4. Conclusion 

The security installation of in the Company is overall good. 

All the main elements are in operation and no major fault was detected. 

A good base was fixed, but, as this audit shows it, many improvements are 

recommended. 

With the evolution of the type of threats and vulnerabilities, it is important to 

permanently increase the level of security of the data-processing park. The achievement 

of the recommendations explained in this audit would make it possible to reach a more 

reassuring, more stable and more effective new threshold of security. 

 




