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ON-LINE SOFTWARE

* 8.1 Intrusion Detection Systems and
Intrusion Prevention Systems

» 8.2 Honeypots

OFFF-LINE SOFTWARE

» 8.3 Analysis of vulnerabilities
* 8.4 Test of penetration
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unversrs & 8.1 Intrusion detection and

response

* Purpose: to detect and respond to network attacks and
malicious code

« Malicious code
— Intended to harm, disrupt, or circumvent computer and network
functions (viruses, trojan horses, worms...)
* Network attacks
— Modification attacks: unauthorized alteration of information

— Repudiation attack: denial that an event or transaction ever
occurred

— Denial-of-service attack: actions resulting in the unavailability of
network resources and services, when required

— Access attacks: unauthorized access to network resources and
information
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Mechanisms

Anti-virus
— client machines
— server machines (mail server...)

Intrusion detection and response

— Monitoring systems for evidence of intrusions or inappropriate
usage and responding to this evidence

1D

— Detection of inappropriate, incorrect or anomalous activity

Response

— Notifying the appropriate parties to take action
« To determine the extent of the severity of an incident
» To remediate the incident’s effects

Grenoble - JMT - Chapter 7 “Intrusion detection and penetration tests” 4



UCA
e 8.1 History of the deve

IDS

98{." !9 Ai F ] .l:j-Eﬁ." FI!:]‘[‘-"
) ) : E ' LItJS | :
"b o tl:'-' d 5 !d” 50N : ln'b'fCElIiDrl dB DEI |Hg ; JE S')' SI.L:‘H 2 AS.‘rM.

Compuer Security Thraat Manitoring

An intrus) 1
e rusian Defection Mode/

1984

> 1989
Développement d'un pro

totype IDES |Création de Haysiack Labs

1980

1983
Premi :
emier projet IS USRI Projet Haystack o cre;ﬁi N ; 1389
> : i . Com des syetéam o
seuﬂ 4o lr,[r]ehe Hebarlein développe e premier (os, Ve8! Group | 3523;1 B
dele [DES. Network Security Monftor le systeme thaiugziure
Today, the products implement concepts dating from
the years 1980
)

Grenoble - JMT - Chapter 7 “Intrusion detection and penetration tests”

le Wheal Group,

1085

lopment of

19498
Création de
Cantrax Corporation

19495
Cizco rachale

‘EI':}E 199’

?598 1889 12000 2001



UCA

Université
Grenoble Alpes

8.1 Types of ID systems: NIDS (1/2)

* Network-based ID systems (NIDSs, network IDSs): NIDS
reside on a discrete network segment and monitor the
traffic on that segment. They usually consist in a network
appliance with a network interface card (NIC) that is
intercepting and analyzing the network packets in real
time. NIC are generally in promiscuous mode, this is a «
furtive » mode in order not to use any IP address.

— Packets are identified to be of interest if they match a signature

« String signature: look for a text string that indicates a possible
attack

« Port signature: watch for connection attempts to well-known,
frequently attacked ports

« Header condition signatures: watch for dangerous or illogical
combinations in packet headers
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8.1 Types of ID systems: NIDS (2/2)

— Generally deployed in front of and behind the
firewalls and VPN

— Characteristics

* provides reliable, real-time information without
consuming network or host resources

« Passive when acquiring data and review packets
and headers

e Can detect DoS attacks

« Can respond to an attack in progress to limit
damage (thanks to real-time monitoring)

* Not able to detect attacks against a host made by
an intruder who is logged in at the host’s terminal
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T 8.1 Types of ID systems: HIDS

* Host-based ID systems (host-based IDSs): use small
programs that resides on a host computer (web server,
mail server...)

— Monitor the operating system
— Detect inappropriate activity
— Write to log files

— Trigger alarms

— Characteristics
« Monitor accesses and changes to critical system files and changes
in user privileges
« Detect trusted insider attacks better than a network-based IDS
» Relatively effective for detecting attacks from the outside

« Can be configured to look at all the network packets, connection
attempts, login attempts to the monitored machine, including dial-in
attempts or other non-network-related communication ports
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8.1 Signature-based IDSs

« Signature-based IDSs: signature or attributes that
characterizes an attack are stored for reference (if there
IS a match, a response is initiated)

— Advantages

* Low false alarm rates

« Standardized (generally)

» Understandable by security personnel
— Disadvantages

. F]?ilure to characterize slow attacks that extend over a long period
of time

» Only attack signatures that are stored in the database are detected
« Knowledge database needs to be maintained and updated regularly

« Because knowledge about attacks is very focused (dependent on
the operating system, version, platform, and application), new,
unique, or original attacks often go unnoticed
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IDSs

« Statistical anomaly-based or behavior-based IDSs:
dynamically detects deviations from the learned patterns
of « normal » user behaviour and trigger an alarm when
an intrusive activity occurs

* Needs to learn the « normal » usage profile (which is
difficult to determine)

— Advantages
« Can dynamically adapt to new, unique, or original vulnerabilities
» Not as dependent upon specific operating systems as a knowledge-
based IDS
— Disadvantages

* Does not detect an attack that does not significantly change the
system-operating characteristics

« High false alarm rates. High positive are the most common failure of
behavior-based ID systems

* The network may experienced an attack at the same time the
intrusion detection system is learning the behaviour

Grenoble - JMT - Chapter 7 “Intrusion detection and penetration tests” 10



UGA

Université
Grenoble Alpes

8.1 Some IDSs issues

« Many issues confront the effective use of an IDS. These
include the following:

— The need to interoperate and correlate data accross
infrastructure environments with diverse technologies and

policies
— Ever-increasing network traffic

— Risks inherent in taking inappropriate automated response
actions

— Attacks on the IDSs themselves
— The lack of objective IDS evaluation and test information

11
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8.1 Performances of an IDS

TP (True Positive) correspond to correctly identified attacks

 FP (False Positive) correspond to genuine behavior identified as
malicious

TN (True Negative) corresponds to the correct rejection of genuine
behavior

 FN (False Negative) corresponds to missed attacks

 Two metrics to evaluate an IDS performance
— True Positive Rate TPR=TP/(TP+FN) => =1 if no False Negative
— False Positive Rate FPR=FP/(FP+TN=> =0 if no False Positive

* Another important metric is the number of violations reported for
every attack or operator manipulation
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Responses to the detected intrusions

 Active answers

- To undertake an aggressive action against the intruder
(! Take care of legality issues!)

- To restructure the network architecture
« To isolate the attacked system
« To modify the environment parameters which made the intrusion possible

- To supervise the attacked system
* To collect information in order to understand the intrusion
» To identify the author of the intrusion and his approach
» To identify security failures
 Passive answers
- Generation of an alarm
- Emission of a SMS message towards the administrator
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8.1 IPS: Intrusion Prevention Systems

Blocking of the attacks as soon as possible
Operate in conjunction with IDS
IDS and IPS are combined in the same equipment

Three techniques implemented to neutralize the attacks

— Sniping: allows IDS to put an end to a supposed attack by
reinitialisation

— Shunning: allows IDS to automatically configure the pre-filtering
router or the firewall so that this one rejects the traffic according
to what the IDS detected, thus preventing connection

— Blocking: extension of “shunning”: here IDS contacts the router
or the firewall and creates an access control list (ACL) to block
the IP address of the attacker

14
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* Few standard in the field of IDS
* Snort, Suricata

* Bro (www.bro-ids.org)

* Cisco secure IDS

* Dragon sensor

 E-Trust IDS

* Billy Goat

* Enterasys
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Purpose of honeypots

* Monitore mechanism that is used to:
— Keep a hacker away of valuable resources
— Provide an early indication of an attack

* Purposes

— Research mode
» Collects information on new and emerging threats
 Attack trends
— Production mode
* Preventing attacks
» Detecting attacks
* Responding to attacks

Grenoble - JMT - Chapter 7 “Intrusion detection and penetration tests” 17



UGA

Université
Grenoble Alpes

Honeypots

* Preventing attacks

— Slowing or impeding scans initiated by worms or automated attacks by
monitoring unused IP space and detecting scanning activities

— Consuming an attacker’s energy through interaction with a honeypot
while the attack is detected, analyzed, and handled

« Detecting attacks
— Ability to capture new and unknown attacks
— Ability to capture polymorphic code
— Ability to handle encrypted data

— They are reducing the amount of data that has to be analysed by
capturing only attack information

— Capable of operating with IPV6
« Current solutions
— Honeyd http://www.honeyd.org
— Honeynet project http://www.honeypot.net
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analysis

« Distant security scanner

« test all the services and all the ports (without
making assumption on traditional associations
services/ports)

* Precision of the scans and detection
* Reporting
— Many links with a complete analysis of vulnerabilities

— risk Level which the vulnerabilities present for the
network

— Graphs
« Update of the vulnerabilities
— Update via scripts which can be automated
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« Example of tools
— Nessus: www.nessus.org, www.tenable.com
— Retina : www.eeye.com
— Open VAS : www.openvas.org
— SAINT : hitp://saintcorporation.com
— GFIl Languard: www.gfi.com
— Qualys FreeScan: www.qualys.com
— Core Impact: www.coresecurity.com
— MBSA: hitp://technet.microsoft.com
— Wikto: www.sensepost.com
— Nikto: http://cirt.net/niko2
— Weblnspect: hiip://download.spidynamics.com/webinspect/default.html
— Acunetix: www.acunetix.com
— SecurityMetrics (mobile) : www.securitymetrics.com
— Retina for mobile: www.beyondtrust.com
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® Logout G

Retlna CS Dashboard Scan = Protect @ Reports |  Accounts

Scan Protect

Perform Vulnerability Assessment Host Intrusion Prevention

Date Range: July25,2009 v : August25,2009 w y 60 Days Year to Date Custom Date Range

Risk Trend Anomalies | Frequencies | Alerts Vulnerability Trend

An Fr Al
32 141 89

Port 21 (FTP) Detected 10.100.4.36 Ignore [x]
Scan Completed 10.100.5.12 lgnore [x]
Firewall Alert 10100523 lgnore |
Port 80 (HTTP) Detected 10.1004.36 | Ignore | €3
IPS Alert 10100559 Ignore [x]

Update Successful 10.100.4.38 Ignore | €3

Critical Alerts Operational Status Completed Reparts
Agent Not Reporting in 2 Failec T Workstath il --- In Progress =) PCl Compliance Report - Servers
gyment Errol A z rabili t --- In Progress | Vulnerability Report
y Update \LIE 009 Successful = etwork OVETY In Pre 5 P mipliance Report -
Failed |=| AV Signatures U = Aug 5 Rogue Device Report
Aug 18 Successful /1 Policy Update Aug 09 P 1| Configuration Report Aug 5, 2009
Aug 186, Successful E Report Completed Aug 15, 2009 uccessfu PCl Compliance Report - Laptops Aug 5, 2009
Aug 16, 2009  Successful | Scan ted Aug 18,2009  Successful | Attack Reports Jul 30, 2009

Aug 16,2009 Falled | hgent Deployed I, 16, Successful Rogue Dev Report Jul 30, 2009

Product Updated Aug 16,2009  Successful = M it Created Aug 18, 2009 Successful Vulnerability Report Jul 28, 2009

Copyright & 2009 eEye Digital Security | Terms Of Use | Privacy Statement
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il Exemple de vulnérabilites
identifiees par OpenVas

, Greenbone | No auto-refresh - Logged inas Admin admin | Logout
Security Assistant : Thi jul 12 165046 2018 LITT

Dashbsoard £ 5 Secinfo Configuration Administration Helms
@ Aronymous ML ~ | (I F& Fitter: SIX[7]~ o
“ antofp=0 apply_averride 1 tes=1 overrides=1 result_hosts_only=1 first=1 mwi=100

EISE=52%ariLy e

P Ik d shbfhth-beca-2 001 -haBA-Ad 33 DA 2413840
Modified: Mon May 29 12:32:42 2017
Created: Mon May 28 97:04:46 2017

|
L&J‘ Report: Results (763 of 4724) Tear:. . i

1] o ERR BN R s [ 4|

Vulnerabl ity [ ] E Severity B |geD |Host mm

Opan X S=rvar | L0 [High!  [zlei G001 tzp B sl
Opecn X Server | L0 [High! = 60007cp [l
PHP Multiple Yulnerabilities - Sepll (Windows)| P B0% BoE0/=p Al
Doen X Seve| | L0.0 (High! WS BO00fCp L |
ﬁ.-'ff Derilal of Service And Unspecined Vuineranilites - 01 - Julle @ 10,0 (High? B0% Liste des IP testés 8080y (B
indows)

PHP 'type confusion’ Denial of Service Yulnerability iWindows) P B0% 6080 tcp =
PHP MUltIpIE Yulnerabliities - 05 - AugLle (Windows) O LT 50 gosorep,. Eis
m:“;'IIIIJIE:}_HK_ﬂIEDEIEH' Funcilon Stack Surfer Overflow Vainerabllity - Marlo 9| m B0% BOEMCD F‘._ﬁl
PHP End Of Life Detection (Windows) L B0 Bosofcn  FiN
Onen X S2rver BO% GO o = .l
Open X Sarver [ LU0 THIgh! =S BOOOMtCR

PHP 'com_print_bypeinfa()' Remote Code Execution Vulnerability (Windows) B9 RAEELCT I =00 BO20Mt:p ]
PHP ' php_strearn_scandir{]' Buffer Overflow Vulnerabilicy (Windows) L) 8004 BO20tcp IE
Dpen X Sarvér B0 G000 t=p Bt |
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sScanners

* Give a theoretical insurance of security

* |dentify the vulnerabilities, but not the
consequences of the danger

* Produce a long list of weakness (including
“false positive”)

* Do not allow to identify the resources likely
to be compromised

 Cannot simulate true attacks
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8.4 Tools for test of penetration

* |ntervene where the tools for evaluation show their limits

« Ex: Core Impact
— Core Security, www.coresecurity.com

— Tackles the computer resources and presents a detailed
analysis of the incurred risks

— Precision of the scans and detection: allows to explore the ports
and to detect the target operating system
— Reporting:

» Report of discovery: enumerate all the hosts discovered and their
vulnerabilities

« Report of histories: enumerate all the activities carried out by the
user

« Update of the vulnerabilities
— Update of the attack modules
— The company makes evolve its product
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8.4 Other penetration tools

* Metasploit
* ExploitTree
« CANVAS
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8. Conclusions

* On-line
— NIDS, HIDS, if needed and if possible
— Honeypots

o Off-line
— Vulnerability analysis
— Penetration tests

 Tools usable for audits
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 The use of the methods and
tools described In this course
engages the responsibility for

the users!
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1.

1D

Comparez les systemes de deétection
d’intrusions dont la collecte d'information
est basée sur les machines hotes et sur
le réeseau

Quels sont les avantages et
inconvenients d'un systeme de detection
d’'intrusions utilisant la méthode
d'analyse par signature ?
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