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Balance on what has been done

« Chapter 1 - Networks
« Chapter 2 - Error detections and corrections.
— Abstract
— Exercises on parity, CRC, checksum (security layer 2)
« Chapter 3 - Introduction to security of information systems
— Abstract
— Exlerc;ses on risk analysis (risk analysis for the definition of a security
policy
» Chapter 4 - Attacks
— Abstract
— Exercises (examples of attacks)
« Chapter 5 - Technologies
— Abstract
— Exercises on firewall
— Lab on the firewall (NAT, filtering)
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Balance on what has been done

* Chapter 6 - Cryptology
— Abstract
— Exercises
— Lab on cryptography
« Chapter 7 - Protocols (IPSec)

— Abstract
— 1 Exercise on IPSec (not done)

« Chapter 8 - Intrusion detection

Security — UGA - IMT 3
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Conclusion



s I 1S pOSSIble to protect systems and
networks

* Multiple protection technics, but each solution
gets some weaknesses

— Problems of configuration
— Software security holes

 Pirating is more and more easy if there are no
protection

— Hacking a Wi-Fi network with a smartphone

* More and more risks
— Remote working
— Communicating tools

* Vital/strategic data for companies
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A "good” security

The network administrator should

* know everything about configurations
— Servers
— Network devices
— Client computer

* know about other communicating devices
— Smart phones
— Embedded systems, loT
— WIFI

» Use of probes
« Use of logs
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Certainty?

 We won’t avoid hacking
— But we will protect data
« Saving policy
* Recovery plan after an incident
— We should know when the system is hacked...
* Log
» Real-time alarms
* Train the users about
— Risks
— Consequences

* Managing security requires to remain curious
and open-minded, but not to be paranoid
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* The use of the methods
described Iin this course
engages the responsibility of
the users!
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