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Cours (master MISTRE)

• Supervision et réseaux
• 12 heures de cours

• TP, et un peu de TD
• 3 séances de 4 heures par groupe
• 2 groupes
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Industry 1.0 : mechanization, mechanical energy (water, 
steam), ex: agriculture , XIXth century

Industry 2.0 : mass production, electricity, ex: car factory 
~from 1920s to 1970s

Industry 3.0 : automation (robots) => First PLCs
(Programmable Logic Controllers)
computer, ex: pharmacy, food, 1980

Industry 4.0 : Cyber-physical systems, communication 
(virtual tools: Cloud), ex: smart cities, Nowadays

From Industry 1.0 to Industry 4.0…
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From Industry 1.0 to Industry 4.0…

Purposes: Production, minimal cost

- Production strategy => to product

- Maintenance strategy => to take care of the production 

tools

- Logistics and organization strategy => to organize 

production, transport and maintenance in the best way
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Industry 4.0: some challenges

Certification
« New » networks: 5G

Organisation
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Certification

Standards…

State of the Art
Best practises
In security

Quality
Assurance
processes
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Power Unit Central Unit + Communication Interfaces 
(Ethernet and CAN (fieldbus))

Digital Inputs (0/1) Digital Outputs (0/1)
Analog Inputs and Outputs 
(from ex: Vmin to Vmax)

Free slots

PLC (Programmable Logic Controller)

RJ45
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Power Unit
Central Unit + Communication Interfaces 
(Ethernet and CAN (fieldbus))

Digital Inputs and Outputs Analog Inputs and Outputs
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PLC Languages: IEC 61131

GRAFCET
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An example

Sensors/actuators (Input/Output)

Fieldbus Network
Local 
control

Control
Ex : trajectory

Local 
supervision

TCP/IP network

Remote 
supervision

Safety PLC

SCADA: Supervisory Control And Data Acquisition 

HMI: 
Human-
Machine 
Interface 2 important aspects: 

Control
Safety
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Ethernet & 

TCP/IP
Network

CIM Pyramid

Fieldbus Network

CAN, FIP, DeviceNet, 

Interbus,Profibus…

Internet 
TCP/IP

Computer-integrated manufacturing (CIM) 
Describe the complete automation of manufacturing processes
Several network layers
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Example of a SCADA

Supervisory Control And Data Acquisition 
Supervision : computerized monitoring and control of automated 
manufacturing processes
- Data acquisition 
- Manual or automatic modification of process control parameters 
- Use of PLCs, special machines, robots...
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Supervision

Supervisors
Collect and process 
information from the 
robots
Basis of the factory's 
information system

Running times
Default times

Stopping time
Waiting time

Alarms Productions 

Job management

Machine parameters

Factory server

Supervision Supervision

Supervision

Permanent dialogue
With robots
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Supervision functions

Synoptic: essential 
function of the 
supervision, provides a 
synthetic, dynamic and 
instantaneous
representation of all the 
means of production of 
the unit
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Supervision functions

Curves: 

- gives a graphical 
representation 
of different 
process data

- gives the tools 
to analyze the 
historical 
variables
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Supervision functions

Alarms

- Calculates in real time the 
conditions for triggering 
alarms

- Displays all alarms 
according to priority rules

- gives management tools
- ensures the recording of 

all the steps of the alarm 
processing
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Supervision functions
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Circumscribe the cause of the feared event (cause of the incident)
Limit the impact of the event, protect (consequences)
Be able to assess the system after the incident: repair, reconfigure 
(total and partial redundancies)
Reconstruct, recover the system: time required for it to be operational 
again, what happens and what are the recovery steps? (Activity Return 
Plan)

Other related aspects: robustness, resilience (ability to maintain the 
system as well as possible in a situation of "attacks")

Alarms



Supervision et réseaux UGA Grenoble – MISTRE21 - JMT

Alarms detection
• TP (true positive) corresponds to correctly identified alarms
• FP (false positive) corresponds to authentic behavior 

identified as faulty
• TN (True Negative) corresponds to the correct rejection of 

authentic behavior
• FN (False Negative) corresponds to undetected failures
• Two metrics are used to evaluate the performance of alarm 

detection
• True Positive Rate TPR=TP/(TP+FN) 

=> 1 if no False Negative
• False Positive Rate FPR=FP/(FP+TN)

=> 0 if no False Positive
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Historicization of the process:
- Allows the saving of time-
stamped events (selective 
archiving)
- provides search tools in the 
archived years
- provides the possibility to run 
the synoptic again with 
archived data (replay function)
- allows to keep a validated 
trace of critical data 
(traceability of production 
data)

Supervision functions
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Supervision functions

Management of production lines and recipes:
- Provides a tool for managing production batches
- Manages the parameters of the machines for each batch (recipes)
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Other aspects of Industry 4.0

1. Description of the Main Industrial sector using 
PLC - Industry 4.0

2. Challenges: Safety & Cyber-security
3. Maintenance
4. Logistics & Organisation
5. Production
6. Supervision
7. Robotics in Industry
8. Conclusion
9. References
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- Industry 4.0
- Concept around Information Systems (from the « field » (sensors, actuators) to the higher levels of 

management in the companies)
- Various functionalities: Production, but also Maintenance, Logistics, Transport
- Robotics is an important aspect (for Production, Maintenance, Transport…)

- PLC, Programmable Logic Controller
- « Industrial » computer
- Inputs/outputs to be connected to physical processes
- Communication networks

- Fieldbus networks, « Industrial networks », for interactions between PLC (ex: Master/slave), I/O 
interactions with PLC

- Classical networks for supervision
- More and more in the Cloud (virtual devices) => Cyber-security challenges

- « Integration » IT (Information Technology)/ICS (Industrial Control Systems)
- Challenges in Dependability/Safety and in « Cyber-Security » => Convergence between these concepts

- Risk Analysis, risk management

Conclusions
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Some Challenges: 
Safety
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Dependability
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Paramètres de sûreté de 
fonctionnement
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Reliability R(t) = probability of one (initially good element) of not 
having failed until time t

“bathtub 
curve”

mature



burn-in aging

time

Experiment: How many bulbs fail per time unit ?

(t) = –
dR(t) / dt

R(t)

Failure rate (t) = probability that a (good) element fails during the next time unit dt

dt 

Ex: Reliability
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Dependability of classical
Components

Mechanical systems • Electronic systems

- System wear-out
- Topology (architecture) of the system
- « Average » use
- Permanent failures
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Context: Automation system evolution

Needs:
Components :

Control

Management

Maintenance

Security

Increased number of
services

Various capacities
and functionalities

availability

More complex
architectures

Dependability
hard to evaluate
and to qualify
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From analog to digital and from
smart to intelligent…

► Analog sensors and actuators
 Hardware and analytical Redundancies

 « Classiques" studies of dependability

► Digital sensors and actuators
 A/D Interfaces, processing units, delays…

 Software, implementation

► Intelligence vs. Complexity => consequences on Dependability ?

► « Intelligent » sensors and actuators
 Communicating Interface
 Diagnosic, monitoring, checking, embedded decision
 Instrument contributing of the global « intelligence » of the system

► « Smart » sensors and actuators
 Embedded intelligence, local decision
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Failures integration

Sensor

+ -

Network
Permanent failure

Transient failure (wired, wireless)

Failure Modes
• Continuous/sampled
• Discrete events

Fr(z) Fa(z)

Fc(z)

500 Fs(z)

Time scales
-Speed (modulation rate, throughput) of the networks
-System time constant
-Time between failures

Controller Actuator ProcessSumSet-point

=> Research aspects
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Safety Integrated Level (SIL)
• Generic standard IEC-61508/IEC-61511

Functional safety of electrical/electronic/programmable
electronic safety-related systems

• SIL (Safety Integrated Level)

10-5 <  < 10-610-1 < PFDavg < 10-2SIL1

10-6 <  < 10-710-2 < PFDavg < 10-3SIL2

10-7 <  < 10-810-3 < PFDavg < 10-4SIL3

10-8 <  < 10-910-4 < PFDavg < 10-5SIL4

Continuous operation


Failure rate
per hour

Demand operation
Average probability of 
failure on demand (PFD)
Failure rate per year

SIL

Prescriptions of a security system and corresponding SIL levels

Problems:
- SIL of a component
- SIL of physical architecture
- SIL of a functional
architecture
- SIL of a computer and 
network-based architecture
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Sûreté de fonctionnement 
= science des défaillances

• Défaillance : cessation de l'aptitude d'une entité à accomplir 
une fonction requise

• Il faut définir la fonction concernée
• ex 1 : assurer la communication entre deux sites

• ex 2 : assurer la mise à disposition des données informatiques (en local et à 
distance)

• Il faut préciser le critère de cessation de celle-ci
• ex 1 : QUANTITATIF : le débit est  à un certain %age d'une valeur de référence

• ex 2 : QUALITATIF : la perte, ou la destruction irrémédiable de données 
stratégiques pour l’entreprise
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Sûreté de fonctionnement 
= ANALYSE DE RISQUE => Maîtrise des risques

• Identifier les défaillances de manière la plus exhaustive
• Crash de disques durs
• Incendie ou inondation de locaux de sauvegarde…
• Ports ouverts sur un réseau

• Evaluer l'importance de chacune des défaillances (niveau de risque)
• Prévoir les défaillances (utilisation de modèles d'évolution)

• Vétusté des composants informatiques
• Probabilité d’attaques par des tiers de ports vulnérables

• A toute observation d'une défaillance, on associera des mesures (statistiques, 
rendement) => enrichir les modèles de prévision

• Maîtriser les défaillances
• Réduction de leur occurrence
• Prévention contre les conséquences (réduction de l'impact)
• Tolérance
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Elements of risks (Asset)

• Asset (actif)
• Represented by monetary value
• Anything of worth that can be damaged, 

compromised, or destroyed by an accidental or 
deliberate action

• A asset’s worth is generally far more than the simple 
costs of replacement (image, legal issues…)
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Elements of risks (Threat)

• Threat (menace)
• Potential event that, if realized, would cause an undesirable 

impact
• Two factors plays in the severity of a threat: degree of loss and 

likelihood of occurrence
• Exposure factor: degree of loss (percentage of asset loss if a threat is realized) – ex: if 

we estimate that a fire will cause a 70 % loss of asset values if it occurs, the exposure 
factor is 70 % or 0.7

• Annual rate of occurrence: likelihood that a given threat would be realized in a single 
year in the event of a complete absence of control – ex : if we estimate that a fire will 
occur every three years, the annual rate of occurrence will be 33 %, or 0.33

• => A threat can be calculated as a percentage by multiplying the exposure factor by 
the annual rate of occurrence. Ex :  0.7*0.33 = 0.231 or 23.1 % 
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Elements of risks 
(Vulnerability)

• Vulnerability (vulnérabilité)
• Absence or weakness of cumulative controls protection in a particular asset
• Estimated as percentages based on the level of control weakness
• Control Deficiency (cd) is calculated by subtracting the effectiveness of the control by 100% -

ex : if we estimate that our industrial espionage controls are 70 % effective, so 100 % - 70 % 
= 30 % (CD)

• Most of the time, more than one control is employed to protect an asset.
• Ex : the threat is an employee stealing trade secrets and selling them to the competitor
• To address this threat, we may: 

• implement an information classification policy, 
• monitor outgoing e-mails, 
• prohibit the use of portable storage devices,
• …
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Loi Gravité-Probabilité
Gravité,
Impact

Probabilité d’occurrence d’une défaillance

Critère de Farmer

Risque 
Inacceptable

Risque 
acceptable

Est-ce que le système est sensible (ou robuste, tolérant) aux défaillances ?
Est-ce que le système est dangereux (pouvant avoir un fort impact) ?



Supervision et réseaux UGA Grenoble – MISTRE41 - JMT

Evaluation des risques, 
évaluation de la gravité
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Exemple

Danger 
(cause)

Situa-
tion
dange-
reuse

Evéne-
ment
dange-
reux

Risque 
de …

Consé-quence Gravité Proba-bilité Priori-tés Obser-
vations

Eclate-
ment
d’un 
pneu

Dérap-
page du 
véhicu-
le

Une vis 
dans le 
pneu

Acci-
dent

Mort des 
passa-gers

4 (haut) 1 (bas) 2 (int.) Avoir une 
roue de se-
cours
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Brainstorming

• Security risks around networks and information 
systems

• https://nvd.nist.gov/
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Brainstorming: https://www.cert.ssi.gouv.fr/
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Egalement les systèmes 
industriels
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Prescriptions, 
Méthodes pour l’analyse de risques

• Méthodes

1. FMEA (Failure Mode and Effect Analysis)/AMDE

2. HAZOP (Hazard and Operability Study)

3. Preliminary Hazard Analysis

4. MEHARI (Method for Harmonized Analysis of Risk) (FR, CLUSIF)

5. EBIOS (Expression des Besoins et Identification des Objectifs de Sécurité, FR, ANSSI)

6. OCTAVE (Operationally Critical Threat, Asset and Vulnerability Evaluation, US-CERT)

7. CRAMM (CCTA Risk Analysis and Management Method, UK CCTA (Central Communication and Telecommunication 
Agency))

• Prescriptions

1. US standard NERC-CIP-002-3 Critical Cyber Asset Identification

2. US standard NIST.IR 7628 Guidelines for smart grid security

3. ISA/IEC 62443 Security for Industrial Automation and Control Systems

4. EU efforts about smart grid security

5. ANSSI Classification method and key measures
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Déontologie

•Etudiants 
=> signer une charte informatique

•Administrateur Réseau/Systèmes
=> responsabilité

•L’utilisation des méthodes décrites 
dans ce cours engage la 
responsabilité des utilisateurs !
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